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Abstract. Structured arguments based on evidence are used in many domains, including systems engineering,
quality assurance and standards conformance. Development, maintenance and assessment of such arguments
is addressed by TRUST-IT methodology outlined in this paper. The effective usage of TRUST-IT requires an
adequate tool support. We present a platform of software services, called NOR-STA, available in the Internet,
supporting key activities related to argument editing, communication and assessment and demonstrate an
example of its application based on real case study focusing on analyzing safety of an innovative IT system.
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1 Introduction

Evidence-based arguments are widely recognized in the domain of systems engineering as means to
demonstrate (required) system properties, for instance safety of critical applications like medical, avionic,
military and others. In many cases it is required by the regulations that a safety case is explicitly presented,
which in its essence is an argument supported by sufficient evidence [1]. Dedicated methods of developing
and presenting safety cases are in use, e.g. [2, 3].

However, safety is not the only quality aspect to be argued for in an explicit way. Other properties, like
security or reliability are also considered important in some application contexts which leads to the notions of
security case or reliability case, or in more general terms, assurance case [4]. In even more general terms, a
trust case can be considered, as an evidence-based argument that is used to strengthen trust in any postulated
claim, not necessarily related to an IT system property [S]. An example of application of trust cases is
demonstrating conformance to standards. In such situation, an evidence-based argument is used to justify the
claim about standard conformance and such argument can then be assessed by independent auditors.

In this paper we first introduce a methodology of editing, assessing and presenting evidence-based
arguments, called TRUST-IT, then describe a set of NOR-STA services which support application of this
methodology in different contexts, and next present a demonstration scenario where the services are used to
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represent and improve a safety argument related to a WSN based application supporting a patient in his/her
home environment.

The argument model of TRUST-IT is based on [6] and its underlying concepts are similar to these of
Claim-Argument-Evidence (CAE) [2] and Goal Structuring Notation (GSN) [3]. TRUST-IT distinguishes
from other approaches by its argument assessment mechanism [7] and by the concept of conformance
argument template which is presently used to support implementation of different standards [8]. The existing
tools, commercial (e.g. ASCE [9] and ISCaDE [10]) and resulting from research projects (e.g. Visio add-on
by University of York [11] and ACCESS by University of Virginia [12]) do not support group work and
remote access. The tools [9], [11] and [12] are desktop applications and provide little, if any, support for
sharing arguments and sharing the supporting evidence. The tool [10] is based on IBM Telelogic DOORS
environment and provides a limited multi-user work mode using thick-client. Each of these tools require an
installation process dedicated for each user. NOR-STA services supporting TRUST-IT are offered in a cloud
accessible for any Internet user and can be used without any prior investment in infrastructure. The services
provide full support for argument creation and maintenance, for argument assessment and for integration of
the supporting evidence residing in user chosen repositories.

The paper is structured as follows. Section 2 introduces TRUST-IT methodology and explains the
underlying argument model. Section 3 describes how the methodology is implemented by NOR-STA
services. Section 4 presents a demonstration scenario of applying TRUST-IT and NOR-STA in developing a
safety argument for a WSN-based system. Other areas of application are outlined in Section 5. The paper is
concluded in Section 6, which also provides directions of future work.

2 Evidence based arguments — the TRUST-IT model

TRUST-IT [5, 13, 14] is a method of representing arguments based on the generic Toulmin’s argument model
[6]. An argument includes: a conclusion to be justified, premises the conclusion is reasoned from and a
warrant which establishes the relationship between the premises and the conclusion.

In TRUST-IT, an evidence-based argument is a tree-like structure and is composed of different types of
nodes which define the language for representing arguments. The model of an argument (including node
types and their relationships) is shown in Fig. 1, where an arrow represents the can-be-child-of relationship.

Argument conclusion is represented by a claim node. A node of type argument links the claim to the
corresponding premises and uses the warrant to explain how the premises justify the claim. A premise can be
of the following type: an assumption represents a premise which is not further justified; a claim represents a
premise to be further justified by its own premises; and a fact represents a premise which is supported by
some evidence. The evidence is provided in external documents which are pointed to by nodes of type
reference. As claim can represent both, the conclusion and a premise, the model allows to represent complex
tree-like structures (in our experience up to several thousands of elements).
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Fig. 1. The TRUST-IT argument model

An argument represented in accordance with TRUST-IT explicitly shows how the topmost conclusion is
justified by the evidence through a possibly long chain of reasoning. The ‘compelling power’ of such
argument can be assessed by a human who can analyze and assess both, the support given by the evidence
and the validity of the reasoning included in the argument. In [7] an argument assessment method based on
Dempster-Shafer theory of belief functions [15] and its application to TRUST-IT type arguments is presented.
In addition to this method, other more specific assessment schemes can be applied, for instance in some
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applications we use a simple scale of three values: accept, partially accept, reject to assess the support given
by the evidence to a fact and the support given by the premises to the related conclusion.

3 Tool support — NOR-STA services

In this section, we present the functional scope of the NOR-STA services, the architecture and technology of
their implementation, and finally their quality assurance.

3.1  Scope
The scope of functionalities of NOR-STA services include:

e argument representation and editing using the graphical symbols shown in Fig. 1;

e integration (through references) of various types evidence, including textual documents, graphics, images,
web pages, video and so on;

e argument assessment and visualization of the assessment results;

e publishing of an argument;

e evidence hosting in protected repositories.

In addition to the above, the services provide for version control and handling of multiple arguments.
Quality of service, in particular in relation to security, is guaranteed by declaring and implementing an
adequate security policy.

The usage context depends on the business processes within which the services are embedded. For
example - one party can develop an argument, submit the supporting evidence and publish the argument,
while another party conducts an audit and assesses the argument. The evidence can by maintained at the
premises of its owner, or otherwise it can be hosted at a leased space accessible through NOR-STA service.

3.2  Implementation

Implementation of NOR-STA services is based on the RIA (Rich Internet Application) concept and uses
modern technologies, in particular AJAX, FLOSS, VMware and others. The main screen interfacing to NOR-
STA services is shown in Fig. 2.

[ 8 TCT: Trust Case Wl Edbler - Windews Iotemet Explorer =l e ]
@u-v T = TEIEES Bing b -
i Wubiene | 8 TCT: Trust Case Web Editor Bl - (% o v Stona~ Depieceiswo > Hesedsa~ -
Project  View  Mccount  Nelp Logout_| Project: NOR-STA demonstrator [Engleh]
T Wersion: Sept 3010 revisian
L Mam menu er: HOR-STA sample viewer (Public Viewer)
Conformance of NOR-STA projact 1o the “Guids On Promoting Projects Financed Within Operatiens o
@ i | Introduction to the standard .
1] Conformance argument Argument with
%o Bl NOR-STA conformance 1o the Guide
§= O Argument by demonstrating con assessment suide
Q=i i i
Do El) Labeling Evidence preview
'E A Arpument ey couluersty mik roosirerments concetmkng lsbeling ot idnds of product

wisual

& Uniformity of the visual identification
B~ | argument by reference to the requirements
) W Raquir wisual lamants

o Colouring of the project products’ labelling
- L Font of the project products’ labelling
| W - Argumest by reference to the requirements

Descrigtion | Wotes | Change histony | Links Node details

| 1) mrormaion panel
Harnes Conformance uf NOR-STA project to the “Gude On Promsting d within Innavative

* Wiskome to the TCT demonstrator for the NOR-STA project *

This of the progect for the in the Guide 0
Promsoting I‘mju:ullulmd mum Operatonal Programe Innavative Econoey, H007-2013 For Benelicres And Instituti
ngaged In Warsaw, December 2008 (hereafter called “The Guide)

You can browse the content of this argusent. You do not have the possibilty of introdudng any modificatsons.

To see the argumsent chck on the *+" sign on the left hand side of the ‘Conformance argument” node and then repeat this ac

Gotowe & Intermet | Tryb chennucny: wylacoony v W -

Fig. 2. The NOR-STA services window in an Internet browser
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The architecture of NOR-STA services follows the rich client-server model which is illustrated in Fig. 3.
The model includes three layers: database server PostgreSQL, application server JBoss and a client written in
JavaScript in accordance with AJAX (Asynchronous JavaScript and XML). The lowest layer (the database)
implements the business logic as a set of stored procedures. The intermediate layer is based on JEE and links
the database with the client. Communication between these layers is based on RESTful Web Services and
JSON (JavaScript Object Notation).
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Fig. 3. The architecture of NOR-STA services

The services are deployed in a cloud in accordance with the Software-as-a-Service model. Due to this
model they can be used as needed, without any prior investment in a specialized IT infrastructure. End users
do not need to install any software and simply access the services with a standard Internet browser. SaaS
model was chosen because it provides for high accessibility and maintainability of the services,
straightforward integration with other Internet services, low distribution costs and flexible charging.

NOR-STA

Internet

Fig. 4. NOR-STA services as a cloud

Fig. 4. explains the NOR-STA services deployment model where the key architectural elements are
marked with numbers in circles. It is possible to integrate the argument (1) with both, internal (i.e. being a
part of NOR-STA services - 2) or external repositories where the evidence is stored. An external repository
can be located in the Internet (3) or in a private infrastructure of a user (4). NOR-STA services are available
from a wide variety of hardware and software platforms including desktop PCs, laptops, iOS or Android
tablets and smartphones with Firefox, Internet Explorer, Chrome, Opera and other Internet browsers.
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3.3  Service quality

Quality of service, in particular in relation to security, is guaranteed by signing a Service Level Agreement
(SLA) with the users. It refers to the Information Security Policy (ISP) which explains how security of
arguments and the related evidence is being guaranteed by organizational, logical and physical measures. The
security measures include Role Based Access Control (RBAC), encrypted data transmission between browser
and server (SSL), encrypted passwords, input data validation, intrusion detection system, data replication
techniques and advanced means of physical protection of servers. User’s data remain under exclusive control
of the user who can decide who and under which conditions can access the data.

Virtualization technologies provide for delivering a reliable, scalable and highly available platform of
services. Service availability is continuously monitored by on-line tools. The measurements show that the
availability of NOR-STA services was at the level 99.7% over a period of six months [8].

The services are under continuous development for more than five years, following the incremental and
evolutionary software development model. The testing strategy applied in this process is described in [16]. A
new release of NOR-STA services will provide enhanced cross-browser compatibility which includes support
for mobile web browsers.

4  Demonstration scenario: safety assurance

The objective of this scenario is to demonstrate how an argument can be improved by providing additional
evidence and how the services help in identifying the place where this evidence is to be included.

NOR-STA services were used, among others, to analyze trustworthiness of the ANGEL platform (an
embedded software platform supporting Wireless Sensor Networks based applications) and the ANGEL
system — an application demonstrating platform’s usability for patient monitoring in his/her home
environment [17]'. Two groups of evidence based arguments (called trust cases) were built, one for the
system and another for the platform. Each covered three quality related aspects: patient’s safety, patient’s
privacy and security of critical information assets.

In this demonstration scenario we focus on the safety aspect of ANGEL system. The argument focuses on
the safety hazards that were identified by analyzing possible system usage scenarios. All identified hazards
were then assessed with respect to their severity and likelihood of occurrence. An example of a hazard
together with the resulting safety requirement is given below:

Hazard: Alarm message is not correctly and timely delivered

Requirement: ANGEL system has to assure that in case of unexpected event (e.g. health state deterioration or
smoke detected in the apartment), the related alarm message is correctly delivered to the recipient
(Correctness of alarms).

The identified safety requirements were documented as argument claims and subjected to further analysis
investigating their possible design solutions leading to implementation of the requirement (documented as
sub-claims). Actual implementation of such solution provided the evidence that was referred to while arguing
a fact that a given hazard has been successfully mitigated.

The completed safety argument was evaluated by an auditor who assessed the support given by the
evidence to the facts listed in the argument. The assessment of the claims was then calculated automatically
following the algorithm based on Dempster-Shaffer belief functions presented in [7]. A part of the evaluated
argument is shown in Fig. 5. The colors represent the result of argument evaluation: red color shows the parts
which are weakly supported by the available evidence whereas these parts which are strongly supported are
shown in green color. 2

As can be seen in Fig. 5, the fact Alarm management system reliably handles alarms in ANGEL
application is (in the eyes of the auditor) weakly supported by the evidence item D5.5 Integration of the
demonstrator components (section 2.3.4) being an extract from the system design report. This weak support
was then propagated to all higher level claims presented in Fig. 5.

' 6th FR STREP Project ANGEL (Advanced Networked embedded platform as a Gateway to Enhance quality of Life)
Contract number IST-033506
% Figures 4 and 5 are extracts from the screens presenting the argument in the browser window.
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Fig. 5. Initial assessment of Safety of ANGEL user argument

The weakness indicated in Fig. 5 resulted in the decision to strengthen safety assurance by carrying additional
tests aiming at validation of the safety alarm mechanism present in the system. The resulting evidence (test
plans and test results) was added to the argument to better support the Alarm management system reliably
handles alarms in ANGEL application fact. The result is presented in Fig. 6, where an additional piece of
evidence Experimental validation of the safety alarm is included to support the fact. Fig. 6 also shows the
result of the argument re-assessment: in this case sufficient support is given to the fact and this positive
appraisal is propagated to all higher level claims.

Fig. 6. Safety of ANGEL user argument strengthened with additional evidence

5  Present experience

TRUST-IT methodology and the NOR-STA services were already used to build arguments in many different
applications contexts, such as:

analyzing trustworthiness of systems and services, including safety, security and privacy claims,
analyzing conformance to standards,

justifying the selection of metrics supporting the stated measurement objective,

building validation arguments for systems and services.

The ideas, methods and tools underpinning TRUST-IT and NOR-STA services were developed over the last
few years while participating in three 5™ and 6™ FR research and development projects: 5" FR STREP Project
DRIVE, 6" FR Integrated Project PIPS and 6™ FR STREP Project ANGEL.

Presently NOR-STA services are being applied to develop standards conformance arguments, in relation to
standards in healthcare, standards related to security of outsourcing and standards related to self-assessment
of public administration institutions. A formal cooperation involves more than 30 institutions which signed
formal contracts as NOR-STA services users. The services are also experimented with in relation to
monitoring of implementation of Regulation (EU) No 994/2010 of the European Parliament and of the
Council concerning measures to safeguard security of gas supply Member States.

6 Conclusions

Our services for evidence based arguments were successfully applied to build, assess and communicate
very large and complex arguments in various application contexts. In relation to standards conformance,
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NOR-STA services are highly evaluated by their users for both, their quality and business value [8]. The
users particularly appreciate improvement in evidence management, better preparation to the audit, better
visibility of conformance status, easier conformance maintenance as well as high availability and reliability of
the services.

Future work is directed towards researching new application areas, identification of suitable business
models as well as further extension of the scope of services and improvement of their quality. In particular, a
new version of the services is planned for release in mid-2012, which will particularly focus on usability,
personalization, flexibility, effective interaction, and browser and platform compatibility. The progress, user
assessment and development plans are constantly presented at the NOR-STA portal www.nor-sta.eu/en.
Among the main directions of future research and development are comparative conformance cases (e.g. for
monitoring implementation of common regulations at different sites), domain specific argument patterns,
dynamic arguments for automatic monitoring of changing evidence, automatic detection of events (e.g.
ageing evidence, evidence changes requiring re-evaluation of the argument, and so on) and full support for
version control and reporting.
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