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SUMMARY

Security plays an increasingly important role in our everyday life, and re-
searchers and users of computer systems point out that the need arises for a com-
mon, formalised model capable of integrating different solutions. In this paper we
show that an ontology can be designed and created in a way that will make it suit-
able for interoperability and integration. A security and safety ontology and the
methodology for creating a common model allowing future expandability and reuse
are considered. Such interoperable ontologies can be easily integrated with current
and future solutions and provide principles for increasing system interoperability.
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1. Introduction

Security plays an increasingly important role in our everyday life. Researchers and organisa-
tions point out that any misunderstandings within the field of security and safety can lead to serious
expenses and their amendment can be time consuming. Unfortunately many terms from this domain
have ambiguous and unclear definitions. Because of that Donner, in 2003 [6] and later in 2006 EN -
ISA (the European Network and information Security Agency) [7], called for the creation of com-
mon safety and security ontology for the need of describing resources available in the World Wide
Web.

This paper is a response to that appeal. It describes proposed safety and security ontology that
covers the domain of computer security as described in taxonomies created by different parties,
thus allowing the capture of different approaches to security and safety.

The ontology was also created for the purpose of testing and extending the OCS' system and
lexical algorithm for the merging and alignment of ontologies [3].

The ontology was constructed with interoperability and extendibility in mind, so future adapta-
tions and integration with other ontologies should be possible. To ease future works on the onto-
logy, the paper presents both the ontology itself and the methodology used during ontology cre-
ation.

2. The Methodology

Ontology construction was divided into four steps:

1. Creation of Ontology Requirement Specification Document (Section 3),

2. Establishing a set of core concepts (Section 4),

3. Specification of ontology modules (Section 5),

4. Ontology implementation and integration (Section 6).

The ontology was meant to be implemented as three separate modules, which in the final stage
would be merged into one monolithic ontology. Each intermediate as well as the final ontology
were implemented in an iterative manner.

The Risk Core Concepts module [4] was created by integration of three small ontologies com-
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posed of less than 100 classes each. During creation of those ontologies the set of core concepts
was also established. Then those three ontologies were combined into a single OWL ontology.
Two other modules (Basic Security Concepts module and Safety and Security Requirements mod-
ule) were created from single, average-sized ontologies (based on AviZienis taxonomy [2] and
Firesmith taxonomy [10, 11], respectively).

The procedure for developing each of the ontologies was based on methodology provided by
Noy and McGuiness [21]. That methodology was also based on the elements of NeOn [27] and
UPON [5] methodologies and extended with regards to teamwork [3] and better core concepts se-
lection procedures [3].

The methodology consists of the following steps [4]:

¢ Lexicon creation — in this step selection of concepts from chosen knowledge sources have
been made (both glossaries and taxonomies), concept selection — each subject included
into the lexicon automatically becomes a member of a concept set. This set is further
expanded by proper names and significant nouns from the definition of previously
selected concepts. Each concept in the final set is then converted into an OWL class.
Wherever possible, those classes were annotated with their description taken from the
glossary or taxonomy,

e Concept hierarchy creation — each occurrence in the glossary or taxonomy of statements
similar to “expression A is of type B” was converted into the OWL subclassOf relation.
All inheritance relations defined within Avizenis and Firesmith taxonomies were directly
converted into this relation,

e Selection of disjointed concepts and synonyms — classes which names are clearly
disjointed, such as AccidentalBreakdown and NonAccidentalBreakdown were connected
by the disjointWith relation. In other cases, wherever possible, disjointedness was added
manually based on human judgment. The same procedure was applied in the case of
Synonyms,

¢ Relations identification and selection — verbs were selected from concept definitions as
the basis for relations between ontology elements. If a verb connects any two selected
concepts then it is transformed into a relation between those concepts. In case of
taxonomies, aggregation was converted into has part relation,

e Creation of relationship hierarchy — relationships were grouped based on the similarity of
verbs in their names,

¢ Refining of the relations — the ontology was supplemented by domains and counter
domains of all relations added to it earlier. Wherever possible, relations were marked as
(non)functional, (non)transitive etc.,

¢  Ontology integration — the intermediate ontologies were combined into a single one creat-
ing either the Risk Core Concepts module or final Security and Safety Ontology.

3. Ontology Requirement Specification Document

The Ontology Requirement Specification Document [4] was based on a template proposed for
the NeOn project [26]. It was extended by elements from [5] and the second edition of the Hand-
book on Ontologies [28]. Its refined and updated content is briefly described in the following sec-
tions.
3.1. The reason for creating the ontology

The goal of the ontology is the creation of a common, unambiguous, widely available semantic
model of terms from the security and safety domain. Such ontology should provide the means for
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easy extension and usability in research projects.
3.2. Boundaries of the ontology

To be extendable and usable in different projects the ontology should contain subjects from
the areas of general meaning of security and safety and domains closely related with security but in
limited scope.

It was decided that the final ontology should contain:

e basic and general concepts in the domain of security,

¢ terminology from the domain of information safety and security,

e the most important concepts from other fields of security to allow integration with other

solutions:
0 road traffic,
0 national and international,
O energetic.

The main scope of the ontology will be general security and safety terminology as well as de-
tailed terminology describing the security and reliability of computer systems. Information security
is close to other fields of security and is generally understood by people from the field of computer
science. Concepts from other fields mentioned earlier will be provided to allow easy integration
and extension of the ontology.

As mentioned in the introduction to this paper, the ontology is based on sources from different
parties related to computer security. The following knowledge bases were selected as fundamentals
for the ontology:

e NIST Glossary [12],

¢ ENISA risk management glossary [8],

¢ Jan Sommerville’s book “Software Engineering” [25].

Such selection of knowledge sources incorporates points of view on the safety and security
represented by the institutions from the U.S. and EU and by software engineers.

It was also decided to extend the ontology with knowledge contained within by the following
taxonomies:

e IEEE computer security taxonomy [2],

e Firesmith security requirements taxonomy [10, 11].

The aforementioned taxonomies are well formalised and established in the community. The
creation of ontologies based on them was necessary as unfortunately there are no publicly available
ones based on those sources.

3.3. End Users

The ontology is intended to be used by:

1. Groups of people interested in topics regarding safety and security or the ontology itself,

both in the fields of research and commercial applications,

2. Software engineers needing formalised structures for describing semantic annotations in

their software,

3. Developers of agent systems, Internet services, search engines etc. for knowledge ex-

change and communication.
3.4. Intended usage

The intended usages of the ontology include, but are not limited to:

1. Applications created with ubiquitous programming in mind,

2. Search engines and agent systems,

3. Applications aimed to be components of the Semantic Web,

4. Creation of teaching materials regarding topics from the domain of safety and security,
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5. Research and development, including testing and extending of the OCS system.

To be usable in general the created ontology should be general purpose ontology so that its ad-
aptation is easier than a specific ontology, and thus it should be usable in external applications.
3.5. Nonfunctional requirements

The expected nonfunctional requirements are:

1. Both the Polish and English languages should be supported.

2. Concept and properties definitions should come from renowned sources or standards.

3. Knowledge sources should be clearly provided allowing for the verification and
adaptation of the ontology by external parties.

4. Concepts and properties should be described in human and machine readable form to
allow them to be both easy to understand by the ontology users and able to be processed
by machines.

5. The ontology should be consistent, thus allowing reasoning.

6. The ontology should be portable and therefore usable in mobile applications such as agent
systems.

7. The ontology should work with OCS system.

8. Classification operation should be doable in finite time.

3.6. Functional requirements
Functional requirements, as suggested by [26], were presented in the form of competency
questions (Table 1).

Table 1. Functional requirements.

Question Expected answer
What is a risk? Probability of a loss.
What type of attacks can be performed | DoS, unauthorised access
against computer systems?

What is internal safety? State of internal threats.

What are attributes of external secur- Accessibility, integrity, confidentiality.

ity?

What is an attack? Violent usage of force against
someone.

3.7. Implementation language and ontology portability

This model should be widely available and easily usable by the community; thus, it should be
created using common and well-understood language. OWL was selected as such a language due to
its wide usage in tools like Protégé [18] or OCS [3]. Recently OWL was introduced in its 2.0 ver-
sion; however, due to popularity reasons it was decided that it would be used to support the DL
dialect of OWL 1.1. For file representation, rdf/owl was selected as it will ensure its portability.
Furthermore, based on Web Ontology Working Group recommendations [30], it was decided that
individuals will not be used in the ontology and all concepts will be represented as classes.
3.8. Ontology architecture

Following recommendations from Ontology Design Patterns [22] it was decided that the onto-
logy should be divided into modules. Three modules are planned: the Risk Core Concepts module,
Basic Security Concepts module and Safety and Security Requirements module (Fig. 1).
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Figure 1. Safety and Security ontology modules
3.9. Language, localisation and naming convention

The basic language of the ontology is English. The nonfunctional requirement stating that the
ontology should be available both in English and Polish can be easily accommodated by adding ad-
ditional annotations and labels combined with proper country code (”pl” for Polish). Switching
between languages is done by the solution utilising the ontology and has no influence on its con-
struction or behaviour of the reasoner.

Schober’s naming convention [23] was applied to the ontology. It advocates the usage of con-
text free and human readable names and discourages usage of names in the form of negations. Ad-
ditionally it was decided to use camel case for multi-word labels with names of classes starting
with uppercase (e.g. SampleClassName) and names of properties starting with lowercase (e.g.
samplePropertyName).

3.10. Evaluation and verification of the ontology

Consistency, completeness and adaptability of the created ontology were checked using
Protégé Ontology Tests, included in version 3.4.4 of Protégé editor [19]. Tests were performed
both for intermediate ontologies and for the final ontology and were based on questions defined in
Table 1. Results of the test were compared with the expected ones. Completeness tests were per-
formed manually by domain experts as there are currently no means of automatic coverage checks
[20, 29].

4. Defining the Set of Core Concepts

Establishing the set of core concepts is crucial for future ontology integration [3, 4]. To guar-
antee compatibility with existing ontologies and taxonomies and not to introduce heterogeneity for
future solutions, analysis of existing sources was conducted. Three groups of solutions were ana-
lyzed:

e Norms and standards defining security and safety - ISO 13335-1 norm and TAEA lexicon,

*  Existing ontologies - Fenz Herzog ontologies,

*  Literature regarding security and safety from different points of view.

4.1. Norms and standards
4.1.1. 1SO 13335-1 Norm

ISO 13335-1 norm [15], also in Poland known as Polish Norm PN-I-13335-1, defines risk
management in ICT security. Basing concepts this norm defines are: risk, asset, loss, vulnerability,
threat, safeguard and security requirement. It also defines relations between those concepts.

4.1.2. IAEA Glossary

IAEA (International Atomic Energy Agency) has created a glossary [14] that binds security
and safety directly with: safeguard, risk, threat, and protective measures.
4.2. Existing Ontologies
4.2.1. Fernz Ontology

Fenz created an expanded ontology [9] based on the following core concepts: control, control
type, standard control, organization asset, organization, security attribute, threat, threat source,
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vulnerability and threat origin. Those concepts were gathered based on extensive analysis of liter-
ature, including "An introduction to computer security: the NIST handbook" by Guttman and Ro-
back [12]. Furthermore, the risk management model is very similar to that represented by the
ISO 13335-1 norm.
4.2.2. Herzog Ontology

Herzog ontology [13] was based primarily on Schumacher’s book entitled "Security engineer-
ing with patterns: origins, theoretical model, and new applications" [24] and Kim’s ontology [17].
As a core, the following concepts were selected: organization asset, protective measure, defense
strategy, security goal, threat and vulnerability.
4.3. Literature
4.3.1. Security engineering

Anderson describing security [1] concentrates on its targets and attributes: confidentiality, in-
tegrity and availability. For describing security itself the following concepts were used: system,
subject, participant, identity, trusted, reliable, privacy, secrecy, anonymity, authenticity, vulnerab-
ility, threat, security breach, security, and security profile.
4.1.2. Software engineering

Sommerville [25] connects internal safety with: incident, threat, harm, level of threat, probab-
ility of risk and risk. External security is connected with: exposure, vulnerability, threat and sur-
veillance. Additionally, according to the author, security is connected with reliability, availability
and credibility.
4.4, Selection of Core Concepts

Table 2 presents the combination of occurrences of selected concepts in analyzed sources.
Only concepts occurring in two or more sources were presented. Whenever possible, the concepts
were generalized. As a result, words such as availability, reliability, confidentiality and integrity
were treated as security attributes rather than basic concepts; system and participant are treated as
assets and supervision as a form of safeguard.

Table 2. Concepts occurrence in different publications

Concept ISO IAEA Fenz | Herzog | Anderson | Sommerville
Security attributes X X X X
Vulnerability X X X X

Risk X X

Loss X X
Secugty measure (safeguard, su- X X X X X
pervision)

Threat X X X X
Object of protection (asset, prop- X X X X

erty)

Based on the aforementioned analysis the following concepts were selected as core concepts
for created ontologies: attack, threat, protection, security, safety, safeguard, risk, asset, harm, vul-
nerability, threat, security feature, availability, integrity, and confidentiality.

During construction of actual ontologies definitions of those concepts were taken directly from
the appropriate knowledge source on which given ontology is based.

5. Construction of ontology's base model
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The base model was constructed upon previously selected core concepts. Usage of OWL DL
requires the use of SHOIN logic for ontology modeling. This section presents base concepts that
are described using this model.

Security: Earlier in this paper security was described as state where there are no threats. It can
be expressed using Expression 1:

Security = State 1 —~Joccurrs.Threat )

Furthermore, security can be divided into internal and external security. The boundary
between those two types is not clear, so no new relationships will be introduced (Expression 2).

InternalSecurity L Security

&)
ExternalSecurity L Security
Security attributes: Security has a given set of attributes (Expression 3).
hasAttribute(SecurityAttribute) C Security ©))

The set of attributes depends on the domain of the model. ISO 13335-1 norm defines: confid-
entiality, authenticity, availability, integrity, accountability and reliability (Expression 4).

InformationSecurityAttributeIS013335 = {Confidentiality,
Authenticity, Availability, Integrity, Accountability, 4
Reliability} C AtrybutBezpieczefistwa

Vulnerability WordNet dictionary combines vulnerability directly with exposure by stating
"the state of being vulnerable or exposed" (Expression 5).

Exposure = State 1 Jexists.Vulnerability (5)

Vulnerability also exists when a subject has no protection against harm or threat (Expres-
sion 6).

Vulnerability =—JdexistsResistance.Harm

(6

L) —mJexistsResistance.Threat

Security policy: The meaning of security policy can be different depending on the context. In
the target domain of the constructed ontology, organization security policy and information secur-
ity policy can be distinguished. ISO 13335-1 defines security policy as "a set of general rules and
basic requirements defining how material and intellectual assets of an organization should be man-
aged, shared and protected from unauthorized use, destruction or modification" [15] (Expres-
sion 7).
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contains(SetOfSecurityPolicyRules
LI SetOfSecurityPolicyRequirements) @)
C SecurityPolicy

Risk: Risk is defined in many different ways which makes its meaning vague. In such case it is
recommended to choose the most commonly used definitions and model them as inseparable sub-
classes of the defined concept. Following this rule, we define information risk as a type of risk (Ex-
pression 8).

InformationRisk C Risk €))
ISO 13335-1 also defines risk as a probability of a loss (Expression 9).
isProbabilityOfOccurance.Loss L Risk 9)
Harm: WordNet defines harm as a material loss, moral loss or injury (Expression 10).

Harm = Materialloss UMoralLoss Ll Injury (10)

Safeguard: In conjunction with security, the literature often mentions concepts of safeguard,
protective measures and supervision [14]. In WordNet "safeguard is something that protects". It is
also a "a protective measure against threat" (Expression 11).

Safeguard = protects.SubjectO0fProtection LI ProtectiveMeasure an

1 counteracts.Threat

A protective measure in turn is something that counteracts other activity or an event (Expres-
sion 12).

ProtectiveMeasure = Activity (12)

M (Jcounteracts.Activity U Jcounteracts.Event)

Threat and danger: WordNet defines threat as something that is a source of danger (Expres-
sion 13), and danger as a state of being vulnerable to harm (Expression 14).

Threat = isSource0f .Danger (13)
Danger = State 1 dexists.Vulnerability (14)

Both WordNet and Fenz ontology state that threat can be a source of another threat (Expres-
sion 15).

JisSourcelf.Threat C Threat (15)

A\ MOST
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Subject of protection: Subject of protection is a concept with its meaning dependent on the
described domain. ISO 13335-1 defines organization assets as being the primary subject of protec-
tion in terms of information security (Expression 16).

OrganizationAsset L SubjectOfProtection (16)

6. Ontology implementation

The model defined in the previous section was fundamental to the construction of the final on-
tology. As mentioned before, it was divided into 3 modules, one consisting of three ontologies and
two consisting of one ontology each?.

6.1. Risk Core Concepts module

This module was based upon core concepts selected to match the domain of risk analysis: risk,
asset, vulnerability, threat and safeguard. This set was then extended by concepts derived from the
appropriate knowledge sources and their definitions according to methodology described in Sec-
tion 2.

Three ontologies were constructed based on the sources listed in Section 3.2. ENISA-based
ontology consists of 43 classes and 28 properties, NIST-based consists of 70 classes and 23 prop-
erties and the one based on Sommerville's book is composed of 40 classes and 22 properties.

The ontologies were then merged manually with support from Falcon-AO [16]. The tool was
used to compare ontology elements, and the results were introduced into the merged ontology
manually by usage of subClassOf, subPropertyOf, equivalentClass and equivalentProperty OWL
relations using Protégé editor. The following rules were applied:

¢ When the label or definition of concept or property pointed out that one of the analysed
elements had a broader meaning than the other, then subClassOf or subPropertyOf
relation was used,

e When the label or definition of concept or property pointed out that the analysed concepts
or properties are equal, then they were connected with equivalentClass or
equivalentProperty relation,

*  When the meaning of the concepts was different, the common parent node was created (if
needed) and the concepts were connected with subclass relation with that parent.

After the merge, namespaces of all ontologies were unified (with the names of concepts left
unchanged) and the ontology was verified for consistency. The final ontology creating Risk Core
Concepts module consists of 122 classes and 66 properties.

6.2. Basic Security Concepts module and Safety and Security Requirements module

The two remaining modules consist of a single ontology each and were created using the same
methodology as each ontology is composed of the Risk Core Concepts module. The Basic Security
Concepts module consists of 269 classes and 91 properties; the Safety and Security Requirements
module is composed of 195 classes and 56 properties.

6.3. Security and Safety Ontology

The three modules were integrated using the same procedure that was used during the creation
of the Risk Core Concepts module. The concepts belonging to each ontology module were com-
pared using Falcon-AO and then manually moved to the final ontology. The resulting general pur-

2 Each intermediate ontology, the modules, and the final ontology are available in OCS Portal and at http://kask.eti.pg.g-
da.pl/projekty/#Ontologia_bezpieczestwa in OWL format.
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pose ontology consists of 566 classes and 193 properties.
7. Conclusions

Security plays an increasingly important role in our everyday life. More and more complex
solutions are being developed, thus increasing heterogeneity of the environment in which they are
applied.

The proposed ontology tries to address that issue by providing a means for system interoperab-
ility in the domain of computer security. The proposed solution tries to unify knowledge gathered
from different sources, and by being a general-purpose ontology it introduces a means for combin-
ing different ontologies used in different systems.

According to Gruber's definition ontologies need to be shared. The proposed methodology
aims at increasing the possibility of ontology exchange. Constructing ontologies having existing
solutions in mind greatly improves its usefulness for other researches and increases possibility of
its reuse. The presented results show that both the process itself and even the selection of basic
concepts can influence how and even if the ontology will be usable outside its primary application
or whether it be suitable for integration with other ontologies.

The proposed ontology aims at being easily extendable providing a common platform for fu-
ture projects that will be able to interoperate with each other. By incorporating knowledge gathered
from current glossaries, taxonomies and ontologies those future projects will be able to integrate
easily with current solutions, thus reducing divergence among computer systems.
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UNIWERSALNA ONTOLOGIA BEZPIECZENSTWA

STRESZCZENIE

Bezpieczenstwo odgrywa coraz bardziej istotng role w naszym codziennym zy-
ciu. Uzytkownicy systeméw komputerowych wskazujq wiec na potrzebe utworzenia
jednego, wspdlnego i sformalizowanego modelu integrujgcych wiele opiséw i defini-
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cji bezpieczenstwa. Celem artykutu jest zaprezentowanie ontologii bezpieczenstwa
zaprojektowanej i zaimplementowanej w sposob umozliwiajqcy jej przysztq rozbudo-
we i integracje z innymi rozwiqzaniami. Zaprezentowano zaréwno samq ontologie
bezpieczenistwa jak i metodologie jej wytwarzania. Zaprezentowana metodlogia ba-
zuje na pryncypiach uniwersalnosci, co pozwala na jej zastosowanie w celu integra-
cji i rozbudowy zaréwno obecnych jak i przysztych systeméw.
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