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Abstract. Safety case is one of system safety lifecycle products and should be
consistent with other lifecycle products like hazard analysis results. In this pa-
per we present a method of safety case integration with hazard tables based on
the use of parametrized argument patterns. We describe a hazard table
metamodel, a safety argument pattern and a mechanism of pattern instantiation
using a linking table which represents references to system lifecycle artefacts.
We report and comment results of a feasibility study of pattern application for
medical device hazard analysis. Finally we discuss the opportunities of applying
such solution to safety case development and maintenance and the perspectives
of further development of this approach.

Keywords: safety case, hazard table, safety argument pattern, infusion pump,
medical device

1 Introduction

A safety case is a way of arguing system’s safety used in many industry sectors. In
recent years a growing interest in application of safety cases in healthcare can be no-
ticed [1-3]. Such interest is also reflected in regulatory requirements, in particular
U.S. Food and Drug Administration (FDA) published a guidance document for manu-
facturers of medical devices (infusion pumps), strongly recommending delivering
safety cases as a part of pre-market notification [4]. It is expected that the safety case
approach will be extended for other medical devices in the coming years. The men-
tioned guidance is complemented by other documents which address other safety-
related aspects of medical devices like software components [5] and security [6].
Safety cases are usually based on the results of hazard analysis. FDA recommends
tabular form of hazard analysis results presentation for medical devices containing
software premarket notifications [5]. The recommended standard describing the pro-
cess of hazard analysis for medical devices is ISO 14971 [7], which does not impose
any particular form of hazard analysis results presentation. Tabular presentation is
described by Jones and Taylor [8], who present an idea of transforming hazard tables
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into instantiations of argument patterns to be included in a safety case. They also pro-
vide an example of a generic pattern.

Our goal is to develop a method to establish and maintain relationship between
safety case elements and hazard analysis results through the pattern instantiation pro-
cess. We use NOR-STA tool [9-10] to develop safety cases and argument patterns.
The tool allows to save the safety argument in XML format conformant to OMG
SACM standard [11]. The approach we present is based on processing XML data for
safety cases and hazard analysis.

In section 2 we present the background and related work including safety cases for
medical devices, safety argument patterns and pattern instantiations. In section 3 we
describe the metamodel of hazard table and the safety argument pattern mapping to
hazard table elements. A case study of the instantiation process is presented in in sec-
tion 4. The achieved results and future work is discussed in Section 5. In Section 6 we
discuss the main conclusions to summarize the presented work.

2 Background

The work presented in this paper concerns safety cases for medical devices, safety
case patterns and pattern instantiation.

2.1  Safety cases for medical devices

Safety cases (or assurance cases as referred to in many papers) are a relatively new
tool for managing safety of medical devices. One of the first research reports on safe-
ty cases for medical devices was published in 2009 by Weinstock and Goodenough
[12]. They presented the example of an assurance case for the generic infusion pump
and discussed the applicability of assurance case approach for medical devices, espe-
cially in the context of FDA’s review processes. Ray and Cleaveland [13] introduce
an approach to the creation of assurance cases for pre-market submissions of medical
devices. It includes argumentation schemes of addressing hazards and providing miti-
gation mechanisms. Wassyng et al. [14] propose capturing the requirements of a
standard (or a guideline) in the form of an assurance case template. As already men-
tioned, Jones and Taylor [8] designed a safety argument pattern using data from haz-
ard tables documenting risk analysis process for a medical device.

A large repository of safety-related resources for medical devices can be found at
the Generic Infusion Pump Research Project website [15]. A number of contributions
from University of Pennsylvania was dedicated to several aspects of assurance cases
for medical devices e.g. a pacemaker assurance case [16], from_to pattern [17] or a
high-level safety argument for the PCA closed-loop system [18]. Also, Larson devel-
oped a draft assurance case for Open PCA infusion pump as an example to illustrate
how to apply FDA guidelines [19].


http://mostwiedzy.pl

A\ MOST

2.2 Safety Argument Patterns

The first ideas of safety argument patterns and their role in development of safety
cases were described by Kelly and McDermid in [20] and [21]. The first catalogue of
patterns was included in Kelly’s PhD thesis [22]. In the following years the concept
and applications of patterns were further elaborated, mostly by the researchers affili-
ated with the University of York (e.g. [23, 24]).

A number of pattern catalogues was published over the years: [22][25-28]. Recent-
ly, Denney and Pai summarized the existing catalogues and provided a description of
six new patterns [29]. An online pattern catalogue including a substantial set of pat-
terns derived from the available sources has been published by Gdansk University of
Technology in NOR-STA tool [30].

The process of pattern application is called instantiation and it requires to define
values for pattern parameters, which are specific for a given system [22]. Hauge and
Stglen [31] introduce a pattern-based method, called Safe Control Systems (SaCS),
which focuses on pattern compositions (integrating sets of patterns) and their instanti-
ations. Khalil et al. [32] describe a reusable pattern library for automotive safety cases
and the mechanism for their instantiation.

Denney and Pai [29] provide a formalized definition of safety argument patterns
which includes aspects of their instantiation. The mechanism of patterns instantiation
consists of an algorithm and data tables, which store traces between template elements
and their instantiations. The mechanism was implemented in AdvoCATE tool [33].
The presented instantiation requires interaction from the user of the tool, who is sup-
posed to provide concrete values for pattern parameters. The earlier paper of the same
authors [34] focuses on assembling parts of a safety case on the basis of external arte-
facts in tabular form: hazard tables and two kinds of requirements tables. Two argu-
ment patterns for representing contents of hazard tables and requirements tables are
proposed. The contents of a hazard table and the structure of corresponding argument
pattern are specific to NASA standards and guidelines.

Hawkins et al. [35] present a way of pattern instantiation using a weaving model,
which is the main source of information for the instantiation program. The weaving
model stores the dependencies between the elements of safety argument patterns and
reference information metamodels, as well as additional interdependencies. Reference
information models of various notations and tools, based on different metamodels
(e.g. system components, errors) can be used to provide values for pattern parameters.

3 Safety Case to Hazard Table Relationship

Safety cases refer to hazards, their causes and control measures. Our work is based on
the hazard table format specified in [8] which includes the following table columns:

e Hazardous situation — circumstances in which people, property or environment are
exposed to a hazard;

e Causes of the hazardous situation — events and circumstances necessary to the oc-
currence of hazardous situation;
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e Risk estimation before mitigation or severity of harm — risk arising from a hazard-
ous situation, calculated on the basis of probability of occurrence and severity of
consequences (or just severity if probability cannot be assessed);

e Control measure(s) — mechanisms applied by the manufacturer to reduce unac-
ceptable risk by addressing causes of the hazardous situation;

o Safety decision rationale — justification why a control measure is chosen and con-
sidered to be effective;

o Verification of effectiveness (methods & objective evidence) — verification wheth-
er control measure is effective in the context of design specifications and expected
behavior;

e Verification of implementation & objective evidence (validation) — validation
whether the control measure is fit for purpose in the context of device intended use.

We have specified a hazard table metamodel in the form of an UML class diagram to
precisely specify hazard analysis artefacts and their relationship (Fig. 1).

Cause Control Safety
controlled_by measure Justified_by decision

Hazardous
situation

0.7 0.7
01 0.1 verified_by validated_by

or / 0

caused_by

rationale

«enumerations» «enumerations»

Severity Probability

Catastrophic Frequent Verification of Validation
Critical Probable effectiveness

Serious QOccasional

Minor Remote

Negligible Improbable

Fig. 1. A metamodel of hazard table elements and their relationships.

The model in Fig. 1 corresponds to top-down approach. We accept optional relation-
ships (0..*) to address situations when hazard analysis is still in progress and is not
complete (for example control measures are not yet defined for a given cause). On the
other hand we do not accept low level artefacts (e.g. validation evidence) not connect-
ed to any control measure. The hierarchy presented in Fig. 1. can be directly mapped
to the safety case argument hierarchy. The mapping is described in Table 1.

Safety argument pattern presented in Fig. 2. is based on this hierarchical relation-
ship. The pattern is expressed in textual hierarchical notation used in NOR-STA soft-
ware tool [36]. The notation is compatible to OMG SACM and includes its main con-
cepts. The types of the elements are denoted by icons and by mnemonics: C — claim,
A — argumentation strategy, F — fact, R — rationale, Ctx — context. Argument elements
related to hazard table columns are marked with a corresponding column number (ID)
specified in Table 1. One should note that NOR-STA notation does not currently im-
plement structural abstraction relations such as multiplicity and choice. Temporary
solution presented in Fig. 2 is to describe the relation in UML-like style: “1..*”.
NOR-STA notation is planned to be extended to cover structural abstraction.
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D C0: All hazardous situations are mitigated
_ 1] Ctx0.1: System specification
. 1] Cix0.2: Hazard identification results

_] A0: Argument strategy over hazardous situations

_J R0: Rationale: After a thorough hazard identification, each situation is analyzed wrt. its causes

® D [1..%] C1: Hazardous situation {H1} is mitigated
_J Ctx1.1: Hazardous situation {H1} definition
.| Ctx1.2: Severity: {Sev}
_J A1: Argument strategy over hazardous situation causes
_] R1: Rationale: Mitigation by providing control measures for each cause
@ D [1..] €1.1: Cause {H1.1} is addressed by control measures
» 1] Cix1.1.1: Cause {H1.1} description
_J A1.1: Argument strategy by providing control measures
® _] R1.1: Safety decision rationale for the choice of control measures {H1.1.R}
@ [1..] C1.1.1: Control measure {H1.1.1} is effective
1] Ctx1.1.1.1: Control measure description
_]A1.1.1: Argumentation strategy by defining and fulfilling safety requirements
_J R1.1.1: Rationale for selecting and conducting V&V activities
a F1.1.1.1: Safety requirements definition
[j F1.1.1.2: Control measure’s effectiveness verified
© fi Evidence - verification
[j F1.1.1.3: Control measure validated

® &_J Evidence - validation

Fig. 2. A structure of a safety argument pattern based on hazard table.

Table 1. Mapping between a hazard table and a safety case.

ID |Hazard table column Safety case element

1 Hazardous situation Claim: Hazardous situation is mitigated

Context: Hazardous situation definition

2 Risk estimation/severity of harm | Context: Severity

Causes of the hazardous situation | Claim: Cause is addressed by control measures

Context: Cause description

4 Control measure(s) Claim: Control measure is effective
Context: Control measure description

5 Safety decision rationale Rationale: Rationale for the choice of control
measures

6 Verification of effectiveness Fact: Control measure’s effectiveness verified

— Methods & objective evidence [Eyidence: Verification evidence

7 Verification of implementation & | Fact: Control measure validated

objective evidence (validation)  ['eyidence: Validation evidence
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The presented safety argument pattern is simplified and does not cover issues like:
hierarchical hazard decomposition, re-evaluation of the residual risk following appli-
cation of control measures, mitigation strategies other than addressing causes of haz-
ardous situations. The real safety case would also have to be extended by arguments
and evidence demonstrating the confidence in safety claims. For example, one could
doubt whether hazard identification uncovered all hazardous situations. Such doubts
should be addressed by a separate confidence case or by local confidence arguments
supporting Rationale elements [37], in this case a confidence argument for RO in
Fig. 2.

4 Hazard Table Integration with Safety Case

Hazard analysis results mapping to safety case elements can be can be established in
the safety case pattern instantiation process. In this section we will present the use of
parametrized patterns to integrate safety case and hazard table and to track the rela-
tionships. First we will describe safety argument instantiation mechanism and then
present how it can be applied to safety case integration with hazard tables.

4.1 Pattern Instantiation Process

The objective of the instantiation process is to produce a safety argument compiled
from an argument pattern and references to the artefacts of types specified by pattern
parameters. Pattern parameters may refer to any system model or artefact.

Our basic assumption for pattern instantiation process is the use of XML represen-
tation for all system models, the safety case and patterns. We introduce a linking table
to track relationships between models. The linking table is divided into two parts:

e Abstract part is created for each pattern to specify the type of referenced models
and the type of target elements for each pattern parameter. For example we can
specify a pattern parameter to be related to a ControlMeasure type specified in the
hazard object model (Fig. 1).

e |Instantiation part defines relationships on detailed system model level. For each
pattern parameter a specific model element can be selected by the user or the pa-
rameter value is entered manually.

Both parts of the linking table are presented in their context in Fig. 3. During the in-
stantiation process, a user has to select elements of a specified type in the system
model. Let’s take an example of {H1} parameter in the pattern presented in Fig. 2.
The abstract linking table can specify that {H1} parameter is related to objects of
HazardousSituation type in the hazard table class model (Fig. 1). During the instantia-
tion process, the user will be asked to point to an XML file for hazard table data and
then select objects of the HazardousSituation type. As a multiplicity operator [1..*] is
defined for {H1} parameter in the template, the user will be asked to select any num-
ber of objects and an argumentation subtree will be created for each of them.
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parameters artefacts types
Abstract System
Safety \®-oooooroeeeoeood linking table [ TTTTTTTTTTTTTTT »|  metamodel
argument
pattern
Linking table
t
argumen artefacts objects
elements —
Instantiation system model
Instantiated \ € ~="""=="=="=""1 linkingtable [T >
safety case
argument

Fig. 3. Linking table and referenced models (arrows show references).

4.2 Integration with Hazard Table Case Study

We will demonstrate the instantiation process for a simple example of a hazard de-
composition argument. All the input information used in the process is represented in
XML formal, as well as the final output. From a technical point of view it is an XML
transformation process. We will present model excerpts in XML format or GSN-like
diagrams. NOR-STA tool generates graphical argument diagrams, however some
symbols used differ a bit from standard GSN, for example the context elements. We
assume the differences will not impede understanding of the diagrams.

The pattern presented in Fig. 4 is a fragment of the pattern from Fig. 2. As XML
representation takes much more space than the diagram, we present only a small ex-
cerpt containing claim C1 and context Ctx1.2, represented as XML in Fig. 5.

: [1..%] C1: Hazardous
Ctx1.1: Hazardous . [>{ :
< situation {H1} definition situation {H1} Ctx1.2: Severity: {Sev} }

is mitigated

R1: Rationale:
Mitigation by
providing control

measures for each cause

Al: Argument strategy
over hazardous
situation causes

l

[1..#] C1.1: Cause
{H1.1} is addressed
by control measures

Fig. 4. Safety case pattern excerpt for hazard decomposition by causes.
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<containsArgumentElement
content="Hazardous situation {Hl} is mitigated"
identifier="[1..%*] Cl" xmi:id="7" xsi:type="ARM:Claim">
<taggedvValue key="order" value="1"/>

</containsArgumentElement>

<containsArgumentElement
content="Severity: {Sev}"
identifier="Ctx1.2" xmi:id="9" =xsi:type="ARM:InformationElement":>
<taggedValue key="order" wvalue="2"/>

</containsArgumentElement>

<containsAssertedRelationship
source="T" target="9" xmi:id="30" xsi:type="ARM:AssertedContext"/>

Fig. 5. XML representation of C1 and Ctx1.1 elements of the pattern from Fig. 4.

There are three parameters in this pattern fragment: hazardous situation {H1}, severi-
ty {Sev} and cause {H1.1}. The abstract linking table (Table 2) allows us to map
these parameters to hazard analysis metamodel elements (Fig. 1).

Table 2. Abstract linking table.

Pattern parameters System metamodel
Pattern name Parameter name Model type Element type
HazardDecomposition H1 HazardAnalysis | HazardousSituation
HazardDecomposition Sev HazardAnalysis Severity
HazardDecomposition H1.1 HazardAnalysis Cause

To instantiate the pattern we will need a hazard model for the system under analysis.
Our safety case example refers to PCA infusion pump system [38]. Excerpt of the
hazard analysis in XML format is presented in Fig. 6. This fragment describes one
cause (sensor failure) for a hazardous situation ‘air in line’. The possible consequence
is the injection of air into the patient bloodstream which can be dangerous for patient
life and health.

<hazardElement
content="Air in line"
xsi:type="HA:HazardousSituation" =zmi:id="H1">
<attribute =si:type ="HA:Severity" xmi:id="S1" name="Critical"/>
<attribute xsi:type ="HA:Probability" xmi:id="P1" name="Occasional"/>
</hazardElement:
<hazardElement
content="Sensor does not signal error when air is present in IV line"
xsli:type="HA:Cause" xmi:id="Cl1l">
</hazardElement:
<relationship
xsl:type="HA:CausedBy"
xmi:id="HIC1" source="H1" target="Cl">
</relationship>

Fig. 6. Model excerpt for one hazardous situation and one of its causes.

During safety argument’s instantiation the user has to select value for each pattern
parameter. The value can be an element of the hazard model of appropriate type or the
value may be entered manually by the user. The result of this step is recorded in the
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instantiation linking table (Table 3). For each parameter, the table specifies corre-
sponding safety case elements (presented in Fig. 7) and system model elements (XML
excerpt of a hazard table in Fig. 6),

Table 3. Instantiation linking table.

Safety case System model
Parameter name Patt " = :
(abstract linking table) |~ aWerN FOOL ) g0 o ie g Filename emen
element id id
H1 C1 Cl,Ctx1.1 PCA_hazards.xmi H1
Sev C1 Ctx1.2 PCA_hazards.xmi S1
H1.1 C1 Cl1 PCA _hazards.xmi C1

The instantiation linking table directly points argument elements to the values of the
specified model elements.

D C1: Hazard <Air in line> is mitigated
_l Ctx1.1: Hazard <Alr in line> description
_ | ©tx1.2: Severity: <Critical>
_| A1: Argument strategy over hazard causes
_J R1: Rationale: Hazard is mitigated by providing control measures for all its causes

E €1.1: Cause <Sensor signals normal state ‘Fluid detected’ when air is present in IV line> is mitigated by control measures

Fig. 7. Excerpt from the instantiated argument pattern.

The instantiation linking table is not deleted after the instantiation as it allows for
tracking the relationship even in case the model changes. In case any hazard table
element is modified, the change can be propagated to dedicated safety case elements
provided objects identifiers are maintained.

5 Summary of the Case Study and Further Work

The presented case study demonstrates how the linking table can be used to establish
the lasting relationship between a safety case and a hazard table. The established rela-
tionship should be maintained throughout the system lifecycle. The linking table can
be used to track and propagate changes. Let’s consider a situation when a hazard
cause has been modified in the hazard table. Having the linking table filled in, we can
detect the change and react to it. When the change is to be propagated to the safety
case, we can re-instantiate safety case elements affected by the change or even restart
the whole instantiation process and produce new and up-to-date safety case. If we
want this process to be effective, we should forbid manual safety argument modifica-
tions or limit them to safety case areas not covered by the automatic instantiation
process.

Change propagation in the opposite direction is also possible, however we should
be careful in allowing changes to be propagated from a safety case to a hazard table.
From a technical point of view it will not be difficult to implement a two way change
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propagation mechanism. The issue is whether it is necessary and secure to allow
changing the safety case without the actual update of the hazard analysis.

Propagation of structural changes is more difficult and will require extending the
linking table with additional information. As a structural change we understand add-
ing or removing any model element. For example when a new hazard cause has been
identified. Change propagation would require creation of a new argument subtree.
And vice versa, when an element is deleted (let’s imagine we have to delete one of the
hazard causes) from the hazard table, the change propagation mechanism would cause
removal of the related argument parts as specified in the linking table.

We plan to extend the linking table to comprehend data necessary for propagation
of structural changes in the hazard table. This would enable continuous consistency
maintenance between a safety case and a hazard table.

The pattern described in Section 3 bears similarities to Extended Hazard Directed
Breakdown Pattern [29], however the latter includes hierarchical decomposition of
hazards into lower-level ones. This is possible with the use of loop construct which is
not available in NOR-STA notation (as NOR-STA data structure is based on directed
graph, not hypergraph). We can use dedicated Link elements to represent loops in
NOR-STA notation to achieve the same effect.

6 Conclusions

We presented the approach of integrating safety cases and hazard tables based on the
use of parametrized safety argument patterns. The essential concept is the use of the
linking table which stores references to the elements of safety case and hazard table
both on abstract (pattern parameters, hazard table columns) and instantiation (claims,
hazardous situations etc.) levels. On the abstract (pattern) level we map pattern pa-
rameters to metamodel elements and then on the instantiation level we map each pa-
rameter value to a particular model element. The linking table allows to track the
relationships and maintain consistency between the safety case and hazard table.

This approach can be generalized from the hazard table presented in this paper to
other system models, provided we can specify a metamodel and provide an XML
interface, for example for AADL specifications. The approach can also be applied to
other safety argument patterns however the user would need to specify appropriate
system models for all pattern parameters.

This paper presents work in progress and the linking table may evolve as the ap-
proach matures. The presented approach will be developed further to effective man-
agement and maintenance of the relationship between safety cases and hazard tables.
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