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Recently, the physically realistic protocol amplifying the randomness of Santha-Vazirani sources
producing cryptographically secure random bits was proposed; however, for reasons of practical relevance,
the crucial question remained open regarding whether this can be accomplished under the minimal
conditions necessary for the task. Namely, is it possible to achieve randomness amplification using only
two no-signaling components and in a situation where the violation of a Bell inequality only guarantees that
some outcomes of the device for specific inputs exhibit randomness? Here, we solve this question and
present a device-independent protocol for randomness amplification of Santha-Vazirani sources using a
device consisting of two nonsignaling components. We show that the protocol can amplify any such source
that is not fully deterministic into a fully random source while tolerating a constant noise rate and prove the
composable security of the protocol against general no-signaling adversaries. Our main innovation is the
proof that even the partial randomness certified by the two-party Bell test [a single input-output pair
(u*, x*) for which the conditional probability P(x*|u*) is bounded away from 1 for all no-signaling
strategies that optimally violate the Bell inequality] can be used for amplification. We introduce the
methodology of a partial tomographic procedure on the empirical statistics obtained in the Bell test that
ensures that the outputs constitute a linear min-entropy source of randomness. As a technical novelty that
may be of independent interest, we prove that the Santha-Vazirani source satisfies an exponential

concentration property given by a recently discovered generalized Chernoff bound.

DOI: 10.1103/PhysRevLett.117.230501

Introduction.—Random number generators are ubiqui-
tous, finding applications in varied domains such as
statistical sampling, computer simulations, and gambling
scenarios. Certain physical phenomena such as radioactive
decay or thermal radiation have high natural entropy, there
are also computational algorithms that produce sequences of
apparently random bits. In many cryptographic tasks, how-
ever, it is necessary to have trustworthy sources of random-
ness. As such, developing device-independent protocols for
generating random bits is of paramount importance.

We consider the task of randomness amplification, to
convert a source of partially random bits to one of fully
random bits. The paradigmatic model of a source of
randomness is the Santha-Vazirani (SV) source [1], a
model of a biased coin where the individual coin tosses
are not independent, but rather, the bits ¥; produced by the
source obey

Here, 0 <& <1

the source, the task being to convert a source with & < % into
one with & — 0. Interestingly, this task is known to be
impossible with classical resources, a single SV source
cannot be amplified [1].

In [2], the nonlocal correlations of quantum mechanics
were shown to provide an advantage in the task of
amplifying an SV source. A device-independent protocol
for generating truly random bits was demonstrated starting
from a critical value of &(~0.06) [2,3], where device
independence refers to the fact that one need not trust
the internal workings of the device. An improvement was
made in [4] where, using an arbitrarily large number of
spatially separated devices, it was shown that one could
amplify randomness starting from any initial & < % In [5],
we demonstrated a device-independent protocol which
uses a constant number of spatially separated components

is a parameter describing the reliability of
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its implementation. All of these protocols were shown to be

secure against general adversaries restricted only by the
no-signaling principle of relativity under a technical
assumption of independence between the source and the
device. In [6], a randomness amplification protocol was
formulated for general min-entropy sources and shown to
be secure against quantum adversaries without the inde-
pendence assumption, the drawback of this protocol being
that it requires a device with a large number of spatially
separated components for its implementation. Other pro-
tocols have also been proposed [7,8], for which full security
proofs are missing. For fundamental as well as practical
reasons, it is vitally important to minimize the number of
spatially separated components in the protocol. As such,
devising a protocol with the minimum possible number of
components (two spacelike separated ones for a protocol
based on a Bell test) while, at the same time, allowing for
robustness to errors in its implementation is crucial.

Let U, X denote the input and output sets, respectively,
of honest parties in a device-independent Bell-based pro-
tocol for randomness amplification. A necessary condition
for obtaining randomness against general no-signaling
(NS) attacks is that, for some input u* € U, output
x* € X, and a constant ¢ < 1, every no-signaling box
{P(x|u)} that obtains the observed Bell violation has
P(x =x*lu=u*) <, ie.,

I(x*,u*) st. V {P(x|u)} with B-{P(x[u)} =0
Px=x*lu=u*)<c<]1, (2)

where B is an indicator vector [with entries
B(x,u)] encoding the Bell expression and B - { P(x|u)} =
> xuB(x,u)P(x|u) = 0 denotes that the box {P(x|u)}
algebraically violates the inequality. Note that, while the
Bell inequality violation guarantees Eq. (2) for some x*, u*
for each NS box, here, the requirement is for a strictly
bounded common entry P(x = x*|u = u*) for all boxes
leading to the observed Bell violation. It is straightforward
to see that if Eq. (2) is not met, then the observed Bell
violation does not guarantee any randomness and a device-
independent protocol for obtaining randomness cannot be
built on the basis of this violation. If, in addition to the
necessary condition in Eq. (2), we also had for the same
input-output pair (u*, x*) that

¢<P(x=x*lu=nu"), 3)

for some constant ¢ > 0, then, clearly, all the outputs
for input u* possess randomness, and extraction of this
randomness may be feasible.

Here, we present a fully device-independent protocol
that allows us to amplify the randomness of any &-SV
source under the minimal necessary condition in Eq. (2). A
novel element of the protocol is an additional test (to the
usual Bell test) akin to partial tomography of the boxes that
the honest parties perform, to lower bound (in a linear

number of runs) P(x = x*|u = u*) = D - {P(x|u)}. Here,
D is an indicator vector with entries D(x,u) such that
D(x,u) = 1 iff (x,u) = (x*,u*). Additionally, this test
ensures that Eq. (3) is also met for a sufficient number of
runs, a detailed description is provided in the Supplemental
Material [9]. The protocol uses a device consisting of only
two no-signaling components and tolerates a constant error
rate. We show that the output bits from the protocol satisfy
universally composable security, the strongest form of
cryptographic security, for any adversary limited only by
the no-signaling principle.

Main result.—We present a two-party protocol to amplify
the randomness of SV sources against no-signaling adver-
saries; formally, we show the following (the detailed security
proof is presented in the Supplemental Material [9]).

Theorem 1 (informal).—For every e < % there is a
protocol using an &-SV source and a device consisting
of two no-signaling components with the following proper-
ties: (i) Using the device poly(n,log(1/y)) times, the
protocol either aborts or produces n bits which are y close
to uniform and independent of any no-signaling side
information about the device and classical side information
about the source (e.g., held by an adversary). (ii) Local
measurements on many copies of a two-party entangled
state, with poly(1 — 2¢) error rate, give rise to a device that
does not abort the protocol with probability larger than
1 —279"_ The protocol is not explicit and runs in
poly(n,log (1/y)) time. Alternatively, it can use an explicit
extractor to produce a single bit of randomness that is y
close to uniform in poly(log (1/y)) time.

Protocol—The protocol for the task of randomness
amplification from &-SV sources is given explicitly in
Fig. 1 and illustrated in Fig. 2; its structure is as follows.
The two honest parties, Alice and Bob, use bits from the
e-SV source to choose the inputs to their no-signaling boxes
in multiple runs of a Bell test and obtain their respective

Protocol I

1. The &-SV source is used to choose the measurement set-
tingsu = (uk,,u%,,) for n runs on the single device con-
sisting of two components. The device produces output
bits z = (x%,,,x%,,).

2. The parties perform an estimation of the violation of the
Bell inequality in the device by computing the empirical
average Ly (z,u) := £ 3"  B(xi,u;). The protocol is
aborted unless Ly, (x,u) < ¢ for fixed constant § > 0.

3. Conditioned on not aborting in the previ-
ous step, the parties subsequently check if
Sn(z,u) == 3" D(x;,u;) > pi. The protocol
is aborted if this condition is not met for fixed p1 > 0.

4. Conditioned on not aborting in the previous steps, the
parties apply an independent source extractor [10, 12]
to the sequence of outputs from the device and further
n bits from the SV source.

FIG. 1. Protocol for device-independent randomness amplifi-
cation from a single device with two no-signaling components.
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FIG. 2. An illustration of the protocol for randomness ampli-
fication using two no-signaling components. The bits from the
SV source (black arrows) are used as inputs (u}, u?) for the jth
run of the two spatially separated devices, with 1 < j < n, and
the corresponding outputs (x}, u?) are obtained. The inputs and
outputs of all the n runs (u, x) are subjected to two tests: a Bell
test for the violation of a specific Bell inequality and a (partial)
tomographic test counting a specific number of input-output pairs
(u*, x*). If both tests are passed (denoted by ACC), the outputs x
(orange arrows) are hashed together with further » bits 7 from the
SV source using an extractor.

Extractor

outputs. They check for the violation of a Bell inequality and
abort the protocol if the test condition is not met. The novel
part of the protocol is a subsequent test that the honest parties
perform which ensures, when passed, that a sufficient
number of runs were performed with boxes that have
randomness in their outputs. If both tests are passed, the
parties apply a randomness extractor to the output bits and
some further bits taken from the SV source. The output bits
of the extractor constitute the output of the protocol, which
we show to be close to being fully random and uncorrelated
from any no-signaling adversary.

Description of the setup.—The setup of the protocol is as
follows. The honest parties and Eve share a no-signaling
box {p(x,z|u’,w)} where ' =u',, = (v'f,...,u,) and
X =X, = (Xq,...,X,) denote the input and output,
respectively, of the honest parties for the n runs of the
protocol, with w and z being the inputs and outputs of the
adversary Eve. The devices held by the honest parties are
separated into two components with corresponding inputs
and outputs #’' and x', respectively, for i = 1, 2, i.e., ' =
(', u") and x = (x',x?). Note that u', x' themselves
denote the inputs and outputs of the n runs of the
protocol for party i, ie., '’ =u'l, = (u'},...,u'}) and
xt =xL, = (xi,....,x}). Here, for the jth run of the Bell
test, we have labeled the measurement settings of Alice u’ ]1
and those of Bob u’jz with the corresponding outcomes X}

and sz and denoted the joint inputs of Alice and Bob in this

run as u'; = (u'j,u'?) with corresponding joint output

X; = (x], xf) The honest parties draw bits u from the SV
source to input into the box; i.e., they set ' = u. They also
draw further n bits ¢, which will be fed along with the
outputs x into the randomness extractor to obtain the output
of the protocol s := Ext(x, #). The adversary has classical
information e correlated to u, t. The box we consider for the
protocol is, therefore, given by the family of probability
distributions {p(x, z, u, t, elu’, w)}.

Assumptions.—First, let us formally state the assumptions
on {p(x,z,u,t,elu',w)}, see, also, [5]. (i) No-signaling
(shielding) assumption: The box satisfies the constraint of
no signaling between the honest parties and Eve as well as
between the different components of the device

p(xlu',w) = p(x[u'),
p(zlu',w) = p(z|w),
pu) = p(x'lu’)  i=1,2. (4)

Each device component also obeys a time-ordered no-
signaling (TONS) condition for the k € [n] runs performed
on it

p(xilz 't wout e) = p(xplz.u'ly wou te) Y ke [n],

(5)

where u'L, == u'{, ..., u’}. (i) SV conditions: The variables
(u, t, e) form an SV source, that satisfies Eq. (1). In particular,
p(t|u, e) and p(ule) also obey the SV source conditions. The
fact that e cannot be perfectly correlated to u, ¢ is called
the private SV source assumption [5]. (iii) Assumption Al:
The devices donotsignal to the SV source; i.e., the distribution
of (u, t, e) is independent of the inputs (', w)

Zp(x,z, u,t,elu',w)=p(u,t,e) Vv (u,t,e,u’,w). (6)
X,Z

(iv) Assumption A2: The box is fixed independently of the SV
source

u',w) Vo (x,z,u',w,ute).

(7)

In words, the main assumptions are that the different
components of the device do not signal to each other and to
the adversary Eve. Additionally, there is also a TONS
structure assumed on different runs of a single component,
the outputs in any run may depend on the previous inputs
within the component but not on future inputs. Moreover,
we also assume that the structure of the box p(x, z|u', w) is
fixed independently of the SV source p(u,t,e); i.e., the
box is an unknown and arbitrary input-output channel
independent of the SV source. This precludes malicious
correlations such as in the scenario where for each bit string
u taken from the source, a different (possibly local) box
tuned to u is supplied, in which case the Bell test may be
faked by local boxes [13]. Finally, it is worth noting that no

plx,z|lu',w u, t,e) = p(x,z
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randomness may be extracted under the assumptions stated
above in a classical setting, whereas the Bell violation by
quantum boxes allows us to amplify randomness in a
device-independent setting.

Security  definition.—For  L,(x,u) = (1/n)Y ", x
B(x;,u;), the first (Bell) test in the protocol is passed
when L, (x, u) < 8. We define the set Accept-1 (ACC)) as
the set of (x, u) such that this test is passed

ACC, :={(x,u):L,(x,u) < &}. (8)

The ¢ is the noise parameter in the Bell test which is chosen
to be a positive constant depending on the initial € of the SV
source, going to zero in the limit of ¢ — % (see Theorem 8
in the Supplemental Material [9]). Similarly, we define
Accept-2 (ACC,) as the set of (x, u) for which the second
test is passed, i.e.,

ACCy = {(x, u): Sy (x, u) 2 pi }. ©)

We also define the set Accept (ACC) as ACC =
ACC{NACGC, of (x, u) for which both tests in the protocol
are passed and Accept-u (ACC,) as the cut

ACC, = {x:(x,u) € ACC}. (10)

After u is input as ' and conditioned on the acceptance
of the tests ACC, applying the independent source extractor
[14-16] s = Ext(x, t), one gets the box

p(s,z,elw, ACC) = Z Z p(x,z,u,t,e|lw, ACC).
u  Ext(x.t)=s
(11)
The composable security criterion is now defined in terms
of the distance of p(s, z, e|lw, ACC) to an ideal box p'd =
(1/|S])p(z, elw, ACC) with p(z,elw,ACC) = > p(s,z,
e|w, ACC). Formally, the security is given by the distance
d, defined as

d.:= g max g
w
s,e Z

1
p(s,z,e|w,ACC)—mp(z,e|w,ACC) )

(12)

Outline of the proof.—The proof of security of the
protocol is a modification of the proof we presented in [5]
with the crucial differences being due to the weak random-
ness that the two-party Bell inequality violation gives and an
additional partial tomographic test imposed on the device.
To amplify SV sources, one needs Bell inequalities
where quantum theory can achieve the maximal no-
signaling value of the inequality [2], failing which, for
sufficiently small ¢, the observed correlations may be faked
with classical deterministic boxes. However, Bell inequal-
ities with this property are not sufficient; this is exemplified
by the tripartite Mermin inequality [2,17]. This inequality is
algebraically violated in quantum theory using a GHZ state;
however, for any function of the measurement outcomes, one
can find no-signaling boxes which achieve its maximum
violation and for which this particular function is

deterministic thereby providing an attack for Eve to predict
with certainty the final output bit. While [4] and [5]
considered Bell inequalities with more parties, the problem
of finding two-party algebraically violated Bell inequalities
(known as pseudotelepathy games) [18] with the property of
randomness for some function of the measurement outcomes
was open. Unfortunately, none of the bipartite Bell inequal-
ities tested so far have the property that all no-signaling
boxes which maximally violate the inequality have random-
ness in any function of the measurement outcomes f(x) for
some input u in the sense that for all such boxes

SRS P <5k (13)

for some 0 <« < % We say that Bell inequalities with
property (13) guarantee strong randomness.

The Bell inequality we consider for the task of random-
ness amplification is a modified version of a Kochen-
Specker game from [19]. The inequality involves two
parties Alice and Bob, each making one of nine possible
measurements and obtaining one of four possible out-
comes, which is explained further in the Supplemental
Material [9]. Even though it does not guarantee the strong
randomness in Eq. (13) for any function of the measure-
ment outcomes f(x), for any input u, it has the redeeming
feature of guaranteeing weak randomness in the following
sense. For all no-signaling boxes which algebraically
violate the inequality, there exists one measurement setting
u* and one outcome x* for this setting such that

0<p(x=x"u=u")<y
V{p(xlu)} st B-{p(xlu)} =0 (14)

for some 0 < y < 1. The above fact is checked by linear
programming and is shown in Lemma 1 in the
Supplemental Material [9].

The novel technique in the form of a partial tomographic
test, subsequent to the Bell test, allows us to extract
randomness in this minimal scenario of weak randomness.
This simply checks for the number of times a particular
input-output pair (u*, x*) appears, the analysis of this test is
done by an application of the Azuma-Hoeffding inequality.
We show that the SV source obeys a generalized Chernoff
bound that ensures that with high probability, when the
inputs are chosen with such a source, the measurement
setting u* appears in a linear fraction of the runs. Thus,
conditioned on both tests in the protocol being passed
(which happens with large probability with the use of the
SV source and good quantum boxes by the honest parties),
we obtain that with high probability over the input, the
output is a source of linear min-entropy.

This allows us to use known results on randomness
extractors for two independent sources of linear min-
entropy [14,16], namely, one given by the outputs of the
measurement and the other given by the SV source. As
shown in Proposition 16 of [5], one can use extractors
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secure against classical side information even in the
scenario of general no-signaling adversaries by accepting
a loss in the rate of the protocol, i.e., increasing the output
error. The randomness extractor used in the protocol is not
an explicit extractor from [14]. Alternatively, there is an
explicit extractor that can be employed in the protocol that
has been found recently [16], but then, it can produce just
one bit of randomness. It also follows from [5] that there
exists a protocol to obtain more bits with an explicit
extractor using a device with three no-signaling compo-
nents by additionally employing a de-Finetti theorem for
no-signaling devices [20] (see Protocol II in [5]).

Conclusion and Open Questions.—We presented a
device-independent protocol to amplify randomness in
the minimal conditions under which such a task is possible
and used it to obtain secure random bits from an arbitrarily
(but not fully) deterministic Santha-Vazirani source. The
protocol uses a device consisting of only two nonsignaling
components, and works with correlations attainable by
noisy quantum mechanical resources. Moreover, its cor-
rectness is not based on quantum mechanics and only
requires the no-signaling principle.

Important open questions still remain. One interesting
question is whether the requirement of strict independence
between the SV source and the devices can be relaxed to
only require limited independence [13]. Another is to
amplify the randomness of more general min-entropy
sources that do not possess the structure of the Santha-
Vazirani source. Finally, a significant open problem is to
realize device-independent quantum key distribution with
an imperfect source of randomness, tolerating a constant
error rate and achieving a constant key rate.
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