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Summary

In recent years numerous standards related to the cybersecurity of smart grids have been published, which led to the
challenge for operators in obtaining indications that match their specific objectives and contexts. Although several studies
approached this problem by providing more or less comprehensive surveys and overviews of smart grid cybersecurity
standards, none of them was dedicated to the actual and important subject of cybersecurity controls. This paper aims at
filling this gap. A systematic literature analysis was conducted which resulted in the identification of nineteen broadly
recognised standards that specify cybersecurity controls applicable to the smart grid infrastructure. The publications are
described in respect to the con-trols they define and referred to evaluation criteria. In result this paper constitutes a
guideline on standardised cybersecurity controls for smart grids, where (criteria-based) indications help to select standards
for a particular smart grid area or specific goals. The method of the research as well as the standards’ selection and

evaluation criteria are presented.
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1 | INTRODUCTION

Assuring smart grid cybersecurity requires novel, multidisciplinary approaches that combine traditional and pioneering tech-
nologies and address non-technical aspects including managerial, policy or legall2, It is recommended to apply standardised
solutions and practices in the first place® as they were elaborated during a systematic, multiple-stage standard development
process and elected by consensus of numerous domain-experts coming from various environments and often different parts of
the world. In comparison to proprietary, “expert knowledge”-based solutions, standards offer the advantage of high assurance
of completeness and maturity, as well as other quality-related characteristics.

During the last decade a large number of smart grid standards have been published, which leads to the situation that operators
lose orientation in this abundance of literature. Especially if they are at the beginning of standard-based improvement process.
The research described in this paper contributes to resolving this problem by identifying standards that define controls for pro-
tecting cyber-physical and information systems in the smart grid. Cybersecurity controls are the (technical and non-technical)
safeguards or countermeasures (processes, policies, devices, practices, or other actions) that aim at protecting a system or assets
from cyberattacks and modify cybersecurity risks>®. This paper brings in all the standards that describe cybersecurity con-
trols applicable to smart grids into one place and characterises them in regard to the controls. This is based on a structured
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TABLE 1 The summary of literature identification.

Source All metadata | Title | Abstract | Keywords | In-depth review | Relevant
ACM DL 26 0 16 1 8 6
Elsevier SD 7,114 0 37 4 10 10
IEEE Xplore 602 3 184 17 37 27
Springer 3,190 0 n.a. n.a. 17 5
Wiley 3,683 3 34 3 8 4
EBSCOhost 265 5 123 6 22! 20!
Scopus 7,054 5 338 178 35 16
WoS 2582 3 n.a. n.a. 391 231
Total 22,192 19 732 209 176 112

! Search results repeated findings from searches in other databases.
2 Only Topic was analysed due to unavailability of all metadata option.

analysis that follows up the approach and the findings of the author’s earlier studies, which addressed smart grid cybersecurity-

related standards in general”, specifications of c ybersecurity r equirements® and c ybersecurity assessments for smart grids?.

Also (criteria-based) indications are provided that aim at helping the operators to choose the standards which are applicable
to their area and that address their individual goals. This is to altogether constitute a comprehensive guideline on standardised
cybersecurity controls for smart grids. As an outcome of systematic, three-stage literature analysis, 19 relevant standards or
de-facto standard@ were identified.

In the following sections, the method of the research together with standards’ selection and evaluation criteria are described.
Sectionﬁ presents the standards that operators can take as a reference when establishing protection measures in the smart grid.
Section dfis dedicated to the multilateral analysis that embraces the relationships between the controls in the identified standards,
covered smart grid areas and cybersecurity domains. Finally, after discussing related studies, concluding remarks are brought in.

2 | RESEARCH METHOD

The analysis followed the systematic method of Webster and Watson '%, which aims at completeness and repetitiveness of the
review process. In the approach, a literature search begins with the analysis of the most established literature sources, article
databases and proceedings. After that, citations in the identified documents are reviewed to determine earlier publications of
relevance. This step is called backward analysis. In the following stage, i.e. forward analysis, the documents that refer to the
main articles recognised in the previous steps are searched for, using a scientific database. The approach is concept-centric —
concepts determine the organisation of a literature analysis as well as its closure (no new concepts are found)!?. The study
comprised three key stages — the literature identification, literature analysis and standards’ selection.

Literature identification. At this stage, a search for the key phrases: “smart grid”, “security” and “standard” was performed
in the resources of the most recognised publishers in the area of computer science, cybersecurity, electric power systems etcﬂ
as well as in cumulative databases that store information from various publishet@ In the first attempt, 22,192 documents were
found for which any of metadata matched the key phrases. To delimit the number of results, in the second attempt, the searching
concerned only publications’ titles, keywords and abstracts. This resulted in around 700 documents. Reading the descriptions
of these publications allowed for distinguishing 176 publications that appeared relevant to the study. Further analysis, which
included browsing the documents’ contents, ended with the designation of 112 papers that describe standards related to smart
grid cybersecurity (see Table . Among them, 10 studies! 1213416181920 jhcluded more comprehensive results, while
the majority only referred to some standardisation initiatives or standards.


http://mostwiedzy.pl

MOST WIEDZY Downloaded from mostwiedzy.pl

\

Literature analysis. This stage aimed at identification of smart grid standards and standardisation actions and consisted of
reading (entirely or partially) the 112 papers recognised in the previous step. Also references included in the papers were analy-
sed and traced. In effect, several standardisation actions were distinguished 721222324 55 well as some supplementary reports
(e.g..

The standardisation actions concentrated mostly on providing new specifications, but often they also pointed to related under-
takings in the field. The work of IEC proves particularly useful, with the Smart Grid Standards Map2®, that enables interactive
analysis of relationships between standards and electric power grid elements, as well as facilitated access to information on
the norms (see Figure [T )). In this research, the map is used for illustrating the relations between the identified standards and
the elements of smart grid infrastructure (see the applicability criterion, Table 2 ]). The relationships of NIST, NERC, DHS
and other US standards, which are missed in the IEC map, were supplemented by the author. When searching for smart grid
standards that refer to cybersecurity issues, the standardisation actions and the 10 more comprehensive scientific studies on stan-
dardsI2IBIATSITEIISION0 gpotted during the literature identification phase, were analysed in the first place, in order to avoid
any duplication of work.
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FIGURE 1 Smart grid components based on the IEC Smart Grid Standards Map28.

Standards selection. To systematically select the standards that describe cybersecurity controls applicable to the smart

grid, the selection criteria were formulated based on the analysis of the literature dedicated to the evaluation of stan-
dards 2950532333435 363 73839M0MTE23H4. Namely, the standards should satisfy the following requirements:

(a) being referenced in smart grid standard identification studies or papers,
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TABLE 2 Standards’ evaluation criteria.

Criterion Description
Scope The thematic area addressed by the standard.
Type The level of technical detail or more higher-level guidance.

Applicability | The elements of the smart grid infrastructure to which the standard can be applied.

Range The geographical coverage of the standard (national or international).
Publication | The publication date of the standard.

Relevance The level of relevance to cybersecurity controls. Standards that are directly dedicated to cybersecurity
measures or practices, focus on them or contain detailed descriptions of the controls, are depicted
as highly-relevant. The low level of relevance is associated with standards that only mention some
cybersecurity controls.

(b) being developed by a standardisation body or a governmental institution,
(c) including definitions and descriptions of cybersecurity controls that can be utilised in smart grids, and
(d) being available in the English version.

The third (c) criterion requires particular attention as it specifically distinguishes the norms that are in the scope of this study.
Namely, the standards need to define and describe cybersecurity controls which can be directly applied or adapted to the smart
grid environment. The application of this criterion results in that important documents, such as IEEE C37.240%, Protection
Profile for the Gateway of a Smart Metering System“® or Privacy and Security of the Advanced Metering Infrastructure*’, are
excluded from the focus of this analysis. The first two publications concentrate on cybersecurity requirements, while the third
defines a Common Criteria-based cybersecurity profile for AMI gateways.

After applying the criteria to the standards recognised during the literature analysis, 19 standards or standards’ series were
distinguished. (An example of a standards’ series is IEC 62443 or AMI C12, while the singled standards that are part of the
series, are IEC 62443-3-3 or AMI C12.12.) The documents are presented in Tables [3 ][5 ] To facilitate the comparison of
standards, the evaluation criteria demonstrated in Table [] were introduced, in an analogous way as for the selection criteria.
Moreover, the descriptions of the norms that focus on the security controls-related contents are provided in Section [3]

3 | RESULTS

The standards identified during the analysis are presented in Tables[3 |-[5 | There, the main features of the standards according to
the criteria described in Section 2] are illustrated. Additional details on the documents are provided in the following subsections.

3.1 | Smart grid or power systems’ standards that describe security controls and practices

This section presents norms devised for the electricity sector or the smart grid, in particular, that contain descriptions of cyberse-
curity controls. The first three standards, i.e. NRC RG 5.71, IEEE 1686 and Security Profile for AMI, are depicted highly-relevant
(see Table [3”)) because they are focused on cybersecurity measures that apply either to the entire power system or to its spe-
cific area (e.g. substations). The next two publications, i.e. NISTIR 7628 and IEC 62351 are not cybersecurity controls-centric.
However, they contain sections dedicated to the controls. The remaining standards (see Section [3.1.6) describe only selected
cybersecurity practices that can be applied to protect the smart grid.

3.1.1 | NRCRG 5.71

The US Nuclear Regulatory Commission (NRC) Regulatory Guide (RG) 5.71 Cyber Security Programs for Nuclear Facilities™
guides through the life cycle of a cybersecurity programme for nuclear infrastructures. According to the standard establish-
ing the programme requires 1) the analysis of computer systems and networks; 2) identification and documentation of critical
digital assets (CDAs); 3) deployment of security controls and 4) implementation of the activities that enable sustaining of the
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TABLE 3 Smart grid or power systems’ standards that describe security controls and practices.

No.| Standard Scope Applicability Type Range | Pub. | Relevance
1 | NRCRG5.71 Cybersecurity All components General uUsS 2010 | High
of nuclear
infrastructures
2 | IEEE 1686 Cybersecurity Substations Technical | World- | 2007 | High
wide
3 | Security Profile for | Cybersecurity AMI General uUsS 2010 | High
AMI
4 | NISTIR 7628 Smart grid cyberse- | All components General uUsS 2014 | Moderate
curity
5 | IEC 62351 Security of commu- | All components Technical | World- | 2007- | Moderate
nication protocols wide 2016
6 | IEEE 2030 Smart grid interoper- | All components Technical | World- | 2011- | Low
ability wide 2016
7 | IEC 62541 OPC UA security | All components General World- | 2015- | Low
model wide 2016
8 | IEC 61400-25 Wind power | Wind power plants | Technical | World- | 2006- | Low
plants-IACS wide 2016
communication
9 | IEEE 1402 Physical and | Substations General World- | 2008 | Low
electronic security wide
10 | IEC 62056-5-3 AMI data exchange | AMI Technical | World-| 2016 | Low
security wide
11 | ISO/IEC 14543 Home electronic sys- | Home Electronic | Technical | World-| 2006- | Low
tem security System wide 2016
TABLE 4 Standards that describe security controls and practices applicable to IACS.
No. | Standard Scope Type Range Published | Relevance
12 | IEC 62443 (ISA 99) | TACS cybersecurity | Technical | Worldwide | 2008-2015 | High
13 | ISO/IEC 27019 IACS cybersecurity | General Worldwide | 2013 High
14 | NIST SP 800-82 IACS cybersecurity | Technical | US 2015 High
15 DHS Catalog IACS cybersecurity | General US 2009 High

TABLE 5 General application standards that describe security controls and practices which can be adopted to smart grid.

No. | Standard Scope Type Range Published | Relevance
16 | ISO/IEC 27001 and 27002 | IS management General Worldwide | 2013 High
17 | NIST SP 800-53 IS management General (0N 2013 High
18 | NIST SP 800-64 Security of systems in development | Technical | US 2008 High
19 | NIST SP 800-124 Security of mobile devices General UsS 2013 High

programme. All these steps are explained in detail in the main chapters of the standard and additionally compiled into a security
programme template presented in Appendix A. The security measures that address the third step of the process are presented in
Appendices B and C. They are based on high impact baseline controls from NIST SP 800-53 and NIST SP 800-82 adapted to the
characteristics of the nuclear energy sector. Appendix B includes technical security measures, while Appendix C — operational

and managemen

48]
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3.1.2 | IEEE 1686

IEEE Std 1686-2013 IEEE Standard for Intelligent Electronic Devices Cyber Security Capabilities describes security controls
for IEDs. The measures respond to critical infrastructure protection programmes (e.g. NERC CIP). They are primarily dedicated
to protecting the activities related to access, operation, configuration, firmware revision, and data retrieval from IEDs. In Annex
A, a sample table of compliance is presented.

3.1.3 | Security Profile for AMI

Security Profile for Advanced Metering Infrastructure provides a set of baseline controls for protecting the Advanced Metering
Infrastructure (AMI) components. The controls are an outcome of a four-step process which included: 1) the analysis of smart
grid use cases; 2) risk assessment; 3) domain analysis; and 4) the analysis and adaptation of the controls specified in the DHS
Catalog (see Section [3.2.4). These steps are explained in Chapter 4. The set of security controls is relatively extensive. For
each measure, besides its description, a rationale of application is provided, and when applicable — potential enhancements or
supplemental guidance. The document can be used to support the procurement process by serving as reference material for
utilities and vendors~Y.

3.1.4 | NISTIR 7628

The NIST Internal or Interagency Report (IR) 7628 Guidelines for Smart Grid Cyber Security approach for building cyberse-
curity includes determining the logical interface categories to which belongs the analysed system, and based on that to identify
the security requirements that are associated with the interfaces. The standard is focused on security requirements, however in
Annex B also cybersecurity measures are presented which respond to them. They fall into seven areas including power system
configurations and engineering strategies, local equipment monitoring, analysis, and control, or centralized monitoring and con-
trol (see Table[AZ ). In addition, a table is provided which gives examples of controls that respond to particular cybersecurity
requirements defined in the standard.

A separate document NISTIR 7628 User’s Guide, A White Paper published in February 2014 describes in detail the process
of establishing cybersecurity in a smart grid organisation. The document distinguishes 8 major activities that constitute the
process. All of them are related to risk management based on the DOE Electricity Subsector Cybersecurity Risk Management
Process (RMP)>L. The guide is delayed to its companion NISTIR 7628 as it refers to its previous release from 2010. NISTIR
7628 addresses the entire smart grid, with its all components, but it can also be tailored to smart grid specific elements>Z.

3.1.5 | IEC 62351

IEC 62351 Power systems management and associated information exchange is a group of standards dedicated to the information
security of power systems’ control equipment, including EMS (Energy Management Systems), IACS, distribution automation,
and others. Currently, the IEC 62351 group comprises 12 publications. The standards are detailed and technically oriented. [EC
62351-3 to 62351-6 focus on the security of communication protocols®?. IEC 62351-7 defines abstract data object for network
system management (NSM) that can be mapped to any communications protocol. The NSM is a means to assure high level
security in information infrastructures. IEC 62351-8 is a detailed specification of RBAC in the context of power systems, while
IEC 62351-9 is dedicated to key management and IEC 62351-14 to security event logging. IEC 62351-10 describes the security
architecture for power systems based on fundamental security controls and provides a mapping of security-related standards to
the components of power system>4.

3.1.6 | Smart grid or power systems’ standards with lower relevance to cybersecurity controls

IEEE Std 2030 series is dedicated to smart grid interoperability. Privacy and security techniques and principles are briefly
described in IEEE Std 2030 IEEE Guide for Smart Grid Interoperability of Energy Technology and Information Technology
Operation with the Electric Power System (EPS), End-Use Applications, and Loads, IEEE Std 2030.2-2015 Guide for the Inter-
operability of Energy Storage Systems Integrated with the Electric Power Infrastructure> and IEEE Std 2030.3-2016 IEEE
Adoption of Smart Energy Profile 2.0 Application Protocol Standard>>.

IEC 62541 OPC unified architecture is a series of platform-independent, interoperability standards for secure communication
of IACS. IEC TR 62541-2:2016 OPC unified architecture — Part 2: Security Model describes a complete security model for the
architecture, which includes possible threats and security functions aiming to mitigate them. These functions are evaluated in
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regard to their effectiveness®®. IEEE 1402 Guide for Electric Power Substation Physical and Electronic Security is a type of a
straightforward manual devoted to electric substations physical and electronic security. It contains brief descriptions of different
types of intrusions as well as security methods to eliminate them. An interesting and useful part of the standard is Chapter 7
on the evaluation of the methods where the results of surveys regarding the effectiveness of the security measures are provided.
In Chapter 8 preparation of a security plan as well as its basic elements are explained. A sample security assessment form is
presented>”.

IEC 62056 series specifies data exchange for electric meter reading, tariffs and load control. I[EC 62056-5-3 Electricity meter-
ing data exchange — The DLMS/COSEM suite — Part 5-3: DLMS/COSEM application layer describes security techniques in
Device Language Message Specification (DLMS) and COmpanion Specification for Energy Metering (COSEM)>8., ISO/IEC
14543 Information technology — Home electronic system (HES) architecture consists of 20 standards dedicated to different com-
ponents of home control systems, as well as to communication and interoperability aspects. In ISO/IEC 14543-5-1:2010 and
ISO/IEC 14543-5-7:2015 security mechanisms for Intelligent Grouping and Resource Sharing (IGRS) protocols are described.
IEC 61400-25 Communications for monitoring and control of wind power plants series specifies the uniform information model
and protocols for communication between wind power plants and Industrial Control Systems. IEC 61400-25-3 describes selected
security aspects.

3.2 | Standards that describe security controls and practices applicable to IACS

This section presents standards that specify security controls for industrial control and automation systems (IACS). IACS consti-
tute an essential part of the smart grid responsible for monitoring and control of industrial processes involved in the entire energy
supply chain, from generation to distribution. Their protection is indispensable for the proper functioning of the electricity grid.

3.2.1 | IEC 62443 (ISA99)

The ISA99 standards, developed by ISA99 Committee (ISA — the International Society of Automation), address the electronic
security of Industrial Automation and Control Systems (IACS). Since 2009 these standards have been adopted in the IEC 62443
series, by the IEC Technical Committee 65 Industrial-process measurement, control and automation Working Group 10, which
proceeds in strong collaboration with ISA99 Committee®?. A drawback of this situation is some compatibility issues as the
standards published by the IEC are based on older versions of ISA99 documents. For instance, various publications (e.g. NIST
SP 800-829Y) refer to ISA-62443-2-1 as to the standard which guides through the process of developing an IACS security
programme, while the current version of the publication is focused on IACS-ISMS requirements and it has another title. At the
same time, the IEC version (IEC-62443-2-1) is still concentrated on the IACS security programme. The standards and the status
of their development are presented in Table [} IEC-62443-2-1, ISA-62443-2-2, ISA-62443-2-3 and ISA-62443-3-1 include
descriptions of controls and practices for protecting IACS®L,

IEC 62443-2-1 Industrial communication networks — Network and system security — Part 2-1: Establishing an industrial
automation and control system security program describes the foundational elements of a Cybersecurity Management System
(CSMS) for industrial communication networks (see Figure [3_)) and guides through the process of their development. These
elements are primarily related to policies and procedures, and they are personnel-oriented. The publication introduces necessary
background, discusses various types of IACS and the differences between IACS and classical ICT. It explains the process of
performing risks assessment for IACS indicating specific problems, such as for instance the mandatory inclusion of non-cyber
assets or safety. Chapter 4 describes the development of IACS security programme. The publication is general in scope and
relatively extensive (164 pages). A substantial amount of informative guidance is located in Annexes. Published in 2010, the
standard is based on the guidance in ISO/IEC 27001 and ISO/IEC 17799 which renders it slightly outdated. Also the title can
be misleading as in reality the standard is CSMS-centric, directed toward describing the CSMS. These issues are addressed by
the companion ISA 62443-2-1 document (the most recent version dated November 2015). However, it is still in a draft version
intended for the only internal use of ISA99 and associated parties©! 0316463,

ISA 62443-2-2 Security for industrial automation and control systems — Implementation Guidance for and IACS Security
Management System has a “planned” status (see Figure 2 ). There is a draft version available (from April, 2013) where some
controls are left undefined. The standard, similarly to ISO 27019, follows the convention of ISO 27002. The security approach
in these standards is to identify assets, perform risk analysis, accommodate relevant requirements (legal and other) and to select
security controls. In ISA-62443-2-2 security requirements are described and security controls are mapped to them3.
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FIGURE 2 IEC 62443 standards and the status of their development©2.

IEC/TR 62443-2-3:2015 Security for industrial automation and control systems — Part 2-3: Patch management in the IACS
environment provides extensive guidance on secure software patching which is particularly critical and specific to IACS. In
Annex B the complete life cycle of secure patching is described®?.

IEC/TR 62443-3-1:2009 Industrial communication networks — Network and system security — Part 3-1: Security technologies
for industrial automation and control systems is entirely dedicated to the extensive presentation of current security technologies
that can be applied to protect IACS. Each control is discussed in regard to the threats it mitigates, its deployment, limitations
and further development directions, as well as the particularities of applying the control to the IACS environment. The existence
of IACS-specific implementations is evaluated, references to supplementary literature and other recommendations and indica-
tions are provided. The categories of controls include authentication and authorisation, communication filtering and network
separation, encryption and data validation, logging, vulnerability analysis, malware detection, security management, or physical
security controls®3,

3.2.2 1 ISO/IEC 27019

ISO/IEC TR 27019 Information technology — Security techniques — Information security management guidelines based on
ISO/IEC 27002 for process control systems specific to the energy utility industry, similarly to ISA-62443-2-2 adapts ISO/IEC
27002 (guidance on the implementation of the information security management system, see Section [3.3.1) to IACS. It also
follows the structure of ISO/IEC 27002. Both standards refer to the older version of ISO 27002 which was published in 2005,
while the current (subsequent) edition of the norm was released in 2013 (ISO/IEC 27002:2013). For the security controls which
can be directly applied to IACS, ISO/IEC 27019 sends to the original for further guidance. For other controls, additional IACS-
specific indications are provided. Moreover, there are new controls defined particularly for IACS. These controls are described
in line with other measures and additionally enlisted in Annex A [3.3.1/%.
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FIGURE 3 The elements of IACS Cybersecurity Management System specified in IEC 62443-2-1.

Although ISO/IEC 27019 presents some similarities to ISA-62443-2-2 (mainly regarding the structure and the approach),
these standards need to be distinguished as they differ substantially. The TACS-specific descriptions of controls are different.
Selected controls are extended in one standard while left unchanged in the other. ISO/IEC 27019 defines new controls while

ISA-62443-2-2 adheres to the controls of ISO/IEC 27002. Finally, the ISA-62443-2-2 is still in a draft version, and its IEC
counterpart does not exist%0.

3.2.3 | NIST SP 800-82

NIST SP 800-82 Guide to Industrial Control Systems (ICS) Security is another publication dedicated to protecting IACS. Sim-
ilarly to the IEC 62443-3-1, the document addresses various IACS architectures (DCS, SCADA, PLCs and other) and has a
diverse readership, from control engineers, integrators, and architects, to researchers and vendors. According to the authors, it
is technical in nature®?,

Key security objectives defined in NIST SP 800-82 include reducing the access to IACS networks (e.g. through network
separation, DMZ, multilayer, access control) and limiting physical access to IACS, protecting against exploits, detecting secu-
rity incidents, establishing a multidisciplinary security team, effective communication and information sharing, fault tolerance,
graceful degradation, system restoration and defence-in-depth. Consequently, an IACS protection strategy should comprise
TACS-centric policies and procedures, awareness and training, security through the whole life cycle (from design to disposal)
of IACS components, multi-layered network with critical operations occurring in the most secure subnetwork and other which
are directly derived from the security objectives. All these elements are thoroughly explained in the document®?.

The development process of a security programme specified in NIST SP 800-82 (see Figure[d ]) reflects the approach presented
in IEC 62443-2-1 (see Section@ and comprises similar elements. In fact, NIST SP 800-82 directs to IEC 62443-2-1 for
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further details on the activities which constitute the overall process. Additional guidance on IACS security measures is presented
in Appendix G, where an extensive description of security controls is provided. The controls are based on NIST SP 800-53,
however, for each of them, the IACS-specific indications and enhancements are provided. Choosing the controls for a particular
IACS should be based on risk assessment®,
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FIGURE 4 The elements of IACS security programme development according to NIST SP 800-82.

3.2.4 | DHS Catalog

The Department of Homeland Security (DHS)’ Catalog of Control Systems Security: Recommendations for Standards Devel-
opers defines an extensive set of 250 controls that can be applied to protect IACS used in various industries. For each control,
(under a perhaps misleading heading — “Requirement”), the description of recommended security practices and mechanisms is
provided. In addition, supplementary guidance and control enhancements are presented when applicable. The controls originate
from various sources, and their organisation follows the structure of NIST SP 800-53, which results in a 19 categories classifi-
cation of controls. The sources of controls are not indicated explicitly, however, Appendix A contains a cross-referencing table
where all the controls from the DHS Catalog are referred to 15 other standards. The standards include AGA, FIPS, IEC 62351,
ISA99,1SO 27001, ISO 17799, NER CIP, NIST SP 800-53 and other. DHS Catalog is focused on the presentation of the controls.
The standard does not present additional guidance on selecting the controls to a particular system configuration or industry®©Z.

3.3 | General application standards that describe security controls and practices which can be
adopted to smart grid

In this section universal cybersecurity standards that contain descriptions of cybersecurity controls are presented. These publi-
cations are not the electricity sector or the smart grid-oriented. However, the presented protection measures and practices can
be successfully adapted to protect the smart grid.

3.3.1 | ISO/IEC 27001 and 27002

The ISO/IEC 27000 series (or ISO27k for short) is a long-recognised set of standards dedicated to the protection of information
assets in organisations through establishing and operating an information security management system (ISMS). ISO/IEC 27001
specifies the requirements for a correct realisation of an ISMS through its complete life cycle. The process is risk management-
centric and its essential part constitute risk assessments performed periodically. To mitigate the risks identified during the
assessments a list of 114 security controls that address 35 security objectives is presented in a table in Annex A. A detailed
guidance on implementation of these controls is provided in ISO/IEC 27002 (code of practice).
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The ISO/IEC standards not only are widely recognised and applied by thousands of organisations worldwide but also consti-
tute a foundation for other security standards, guides, regulations and frameworks. For instance, IACS-specific ISO/IEC 27019
or ISA 62443-2-2 (see Section [3.2.2]and [3.2.1)) are directly based on ISO/IEC 27002, while NIST SP 800-53 and its followers
(e.g. NIST SP 800-82) or the DHS Catalog refer to them broadly. Many of these derivative standards are based on ISO/IEC
27001:2005 and ISO/IEC 27002:2005 while in 2013 new versions of these publications have been published which entail spe-
cific changes. The 2013 standards not any longer refer to the Plan-Do-Check-Act model, direct more attention to evaluating
the performance of an ISMS based on metrics and redefine several concepts including risk assessment, controls’ selection or
continual improvement 862,

3.3.2 | NIST SP 800-53

NIST SP 800-53 Revision 4: Security and Privacy Controls for Federal Information Systems and Organizations specifies baseline
sets of controls for protecting information systems in the US public administration that have been derived from various types of
legislative and regulatory documents, standards and business requirements. The controls, grouped into 18 families which reflect
distinctive security topics, address various aspects of security, including policy development and management, awareness and
training, contingency planning, incident response, personnel security, systems acquisition and more. Although the publication
is dedicated to federal institutions, it has been widely recognised worldwide and applied by various organisations (not only
governmental)ZC,

The control baselines are specified in a way that enables their high customisation, which facilitates the development of
cost-effective protection strategies and systems. Controls’ definitions include organisation-specific parameters and control
enhancements. Three baseline sets of controls are specified that respond to the three levels of systems’ criticality (low, moder-
ate and high) defined in the Federal Information Processing Standard (FIPS) 199. Extending from a lower baseline set to higher
is based on implementing additional controls and control enhancements. Additionally, the concept of overlays was introduced
in the newest (fourth) standard release. The overlays enable designating control baselines tailored to particular organisation’s
needs, mission or business functions, technologies or environments. At the same time the IACS-specific guidance present in the
earlier releases was moved to NIST SP 800-82 (see Section [3.2.3). An important part of NIST SP 800-53 is dedicated to the
explanation of the control selection process which should be part of an organisational risk managementZ,

3.3.3 | NIST SP 800-64

NIST SP 800-64 Security Considerations in the System Development Life Cycle guides through the process of incorporating
cybersecurity principles and practices into the life cycle of IT system development. The guidelines are based on the classical
software development model — the waterfall model, in which five stages are distinguished in the standards. These include ini-
tiation, development or acquisition, implementation or assessment, operations and maintenance, and disposal. There security
controls are defined by means of security activities associated with each phase. The descriptions are detailed and accompanied
by implementation tips. Although the standard uses the waterfall model as a reference, it should apply to other software devel-
opment approaches’.. However, supplementing the norm with indications on security in agile development might be, perhaps,
of a value.

3.3.4 | NIST SP 800-124

NIST SP 800-124 Guidelines for Managing the Security of Mobile Devices in the Enterprise provides specific guidance on
security of mobile devices. The standard describes technologies for mobile devices management together with the required
security capabilities and explains their application through the entire life cycle of mobile solutions. Analogously to NIST SP

800-64 (see Section [3.3.3)), the five-stages waterfall model of a system life cycle is taken as a reference’2.

4 | STANDARDS’ ANALYSIS

This section presents the results of the analysis of the standards and cybersecurity controls they define. Specifically, the rela-
tionships between the controls have been investigated as well as the coverage of smart grid domains and cybersecurity areas.
These topics are described in Sections .1} .2]and [4.3]
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4.1 | Relationships between cybersecurity controls in the standards

The relationships between cybersecurity controls in the identified standards are presented in Figure [5 | Unidirectional solid
arrows indicate which norms served as an input during the development of other specifications of cybersecurity measures and
practices. For instance, the controls defined in NRC RG 5.71 are derived from NIST SP 800-53 and NIST SP 800-82 (see Section
[3-T1] Dashed bidirectional arrows show congruence between standards as far as cybersecurity controls are concerned. NIST SP
800-53 is highly convergent with ISO 27001 in the sense that practically for all the controls defined in ISO 27001 its NIST SP
800-53 equivalents can be found. Moreover, in Appendix H, NIST SP 800-53 provides mapping tables where the relationships
between the individual controls in the two documents are presented. Dashed unidirectional arrows indicate that a standard refers
to cybersecurity measures or practices defined in another publication. As an example, IEEE 2030 advises consideration of ISO
27000 standards when developing a security programme.
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FIGURE 5 Relationships between cybersecurity controls in the identified standards. Unidirectional solid arrows indicate which
standards served as an input during the development of other specifications of cybersecurity measures and practices. Dashed
bidirectional arrows show congruence between standards as far as cybersecurity controls are concerned. Dashed unidirectional
arrows indicate that a standard refers to cybersecurity measures or practices defined in another publication. Horizontal lanes
depict the scope of the standards in regard to cybersecurity requirements, their level of generality and/or thematic coverage.

Horizontal lanes depict the scope of the standards in relation to cybersecurity controls, their level of abstraction and the
coverage of smart grid areas. E.g. the cybersecurity measures specified in ISO 27001 and 27002 are universal, applicable to
organisations of various types and size. The controls defined in IEC 62351, on the other hand, are dedicated to concrete com-
munication protocols in the smart grid. IEEE 1686 specifies measures for particular smart grid components (IEDs), while the
measures from NIST SP 800-124, NRC RG 5.71 or IEEE 1402 are more suitable for specific smart grid areas (field operations,
power plants, substations).
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4.2 | Smart grid areas addressed by controls

A mapping between smart grid areas and standards that define cybersecurity controls for them is presented in Figure[6 | The
smart grid areas follow the smart grid reference architecture specified by the IEC (see Section [2)). All smart grid domains are
covered with control specification to a lesser or greater extent. The only exception is “Cable and overhead lines” which has
entirely physical character. Standards such as IEEE 1686, NRC RG 5.71 or IEC 62443 (ISA 99) propose cybersecurity controls
specifically dedicated to the indicated areas (substations, power plants and IACS — respectively). NISTIR 7628, on the other
hand, is a broad scope publication on smart grid security, which coverage spans over multiple smart grid domains. However,
some of them (e.g. energy markets or electric system operation) are addressed only limitedly.
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FIGURE 6 Mapping between smart grid areas and standards that specify controls to protect them. Standards marked with
asterisk and italic letters cover the indicated smart grid area only to a small extent.
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4.3 | Cybersecurity areas addressed by controls

Cybersecurity areas addressed by the controls specified in the analysed standards are presented in Tables[AT |-[A4 ]in Appendix
[Al It becomes evident that standards with a common root, such as NIST SP 800-82 and DHS Catalog, which have been developed
in reference to NIST SP 800-53 (see Section[d.1)), cover similar cybersecurity areas.

S | RELATED WORK

The smart grid stocktaking actions associated with standardisation initiatives described in Section [2] that aimed at recognising
existent standards relevant to cybersecurity, aimed at achieving a general overview of the situation, rather than achiev-
ing scientific completeness or correctness of the conduct. Consequently, they did not require applying and demonstrating
a systematic method of the research. As a result the studies bring in various standards and present them from different
perspectives 2SSO ITSIORS AR TRIR3IS0R7S]

Also, scientific reviews that concentrate on identifying smart grid cybersecurity standards U 23UAISIOUTISION0 ex hibit differ-
ent levels of exploration-depth, completeness and objectiveness, in the majority being just unconstrained overviews of standards
and specifications connected to smart grid cybersecurity. None of them is devoted to the topic of cybersecurity measures that
can be utilised in smart grids.

Among the studies, the work of Wang et al. in2 stands out, as it is well-based on transparent criteria (standard source,
relevance to smart grid cybersecurity and representativeness). As a result 17 publications were recognised, including NERC
CIP, NISTIR 7628, IEEE 1686-2007, NIST SP 800-82 as well as DHS Catalog'l2. It is the only study that provides details of a
systematic method used in the evaluation, nor selection/evaluation criteria.

The research described in this paper follows up the earlier author’s studies on standards dedicated to cybersecurity aspects
of smart grids”, cybersecurity requirements for smart grids®, and security assessments in smart grids®. It applies the same
systematic and repeatable research method (details of which are openly provided), based on transparently stated selection and
evaluation criteria, in order to achieve the highest possible degree of completeness.

The current study is devoted to cybersecurity controls, i.e. the technical and non-technical measures of protecting a system
or assets from cyberattacks, that can be utilised in the smart grid infrastructure. To the best of author’s knowledge, there are no
concurrent works that address this topic, despite its significance and validity. As a result, this review provides a form of a guide
through smart grid standards that specify cybersecurity controls — 19 standards and guidelines are described from the security
controls perspective, referred to each other and related to evaluation criteria. All of them have been referred to the IEC smart
grid architecture (see Fig.[I ) to depict the relationships between standards and smart grid components.

6 | CONCLUSIONS

Several standards exist that define cybersecurity controls applicable to smart grids. Some of them, such as NRC RG 5.71 or
IEEE 1686 are directly dedicated to this topic, other address it as one of the covered areas. Norms such as ISO 27001 or NIST
SP 800-53, on the other hand, while not devoted to smart grids, can be straightforwardly adapted to them, especially as far as
their corporate part is concerned. Certain standards (NIST SP 800-82 and DHS Catalog) highly overlap regarding the controls
which they define, other, although also are derived from a common origin, are complementary to each other IEC 62443 (ISA
99) and ISO/IEC 27019).

It becomes evident that ISO 27001, ISO 27002 and NIST SP 800-53, while highly congruent, they are also complementary to
each other. They have similar coverage of cybersecurity measures and areas, but they group cybersecurity controls in different
categories (see Table[A4 ) and describe them with varying levels of details. Certification processes are available and established
for ISO standards. NIST SP 800-53, on the other hand, provides more detailed descriptions of controls. A possible control
implementation approach could be to aim at satisfying ISO compliance requirements, using the NIST’s publication for guidance.

Among the standards with cybersecurity measures and practices dedicated to IACS, DHS Catalog and NIST SP 800-82 repre-
sent visible convergence as they both originate from NIST SP 800-53 and cover practically the same control areas. DHS Catalog
is entirely focused on controls, while NIST SP 800-82 additionally explains the process of development and establishment a
cybersecurity programme for IACS. Moreover, NIST SP 800-82 is periodically reviewed and updated. Its most recent version
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was issued in 2015, and this is a second revision to the original release from 2011. DHS Catalog, on the other hand, is dated
2009 and since that time no modifications or amendments have been done to it.

Similarly, IEC 62443 (ISA 99) and ISO/IEC 27019, which are also IACS-oriented, contain intersecting parts, as the standards
centre around ISO/IEC 27001. In particular, ISO 27019 and ISA-62443-2-2 follow the structure of ISO/IEC 27001, while IEC
62443-2-1 is based on its guidance. It must be noted though, that the latter has not been officially published, while the available
draft version is incomplete. IEC/TR 62443-3-1:2009, on the other hand, provides an extensive explanation of IACS-specific
security technologies independent from ISO 27001.

Other smart grid areas that are well covered by standards, as far as cybersecurity controls are concerned, are the AMI infras-
tructure and nuclear power plants, for which security measures are defined in Security Profile for AMI and NRC RG 5.71,
consequently. For power plants of lesser criticality than nuclear power plants, NRC RG 5.71, NIST SP 800-53 and NIST SP
800-82 can be used together as a reference, with the approach of replacing the high-impact controls from NRC RG 5.71 with
lower impact controls.

IEEE 1402 is dedicated to the physical security of electric substations, but it also shortly describes selected cybersecurity
controls. In regard to the in-the-field operation of technical personnel, NIST SP 800-124 explains in detail the measures for
protecting the use of mobile devices. Specific areas of the home electronic system (HES) and wind power plants are covered
by specifications in IEC 61400-25-3 and SO/IEC 14543. As far as electric power devices are concerned, IEEE 1686 specifies
cybersecurity controls for IEDs and IEC 62056-5-3 addresses selected control areas of electric meters. IEC 62351 and IEC 6254
centre around power grid and IACS communications.

NISTIR 7628 and IEEE 2030 embrace the elements of the entire smart grid architecture, with a strong focus on their interop-
erability. The former focuses on cybersecurity, but it is predominately devoted to requirements and privacy aspects, depicting
only selected cybersecurity controls. The latter is not dedicated to cybersecurity but contains cybersecurity-related contents.
It refers to ISO 27001 and NISTIR 7628, but includes additional explanations or the implementation process (in Annex B) or
security engineering.

Certain disproportions can be observed in relation to the smart grid domains coverage by cybersecurity controls. IACS and
corporate parts of smart grids are particularly well covered. Nuclear power plants and substations operators will also find useful
guidance on controls in NRC RG 5.71, IEEE 1686. Operators of other types of power plants can tailor the guidance from NRC
RG 5.71, with the aid of NIST SP 800-53 and NIST 800-82.

The areas that require further standardisation developments in regard to cybersecurity controls are:

e markets,
e the operation of the entire power system,

e clectric vehicles.

APPENDIX
A CYBERSECURITY AREAS ADDRESSED BY CONTROLS

Tables[AT |—[A4 ]depict the areas of cybersecurity which are addressed by the controls specified in the analysed standards.
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TABLE A1 Cybersecurity areas addressed by controls specified in smart grid or power systems’ standards highly focused on
cybersecurity measures and practices.

NRC RG 5.71 IEEE 1686-2013 Security Profile for AMI

Access controls Audit trail Access control

Audit and accountability Communications port access Audit and accountability

Awareness and training Electronic access control Incident response

Configuration management Firmware quality control Information and document management
Contingency planning/continuity of | IED configuration software Survivability

safety, security, and emergency pre-

paredness

Critical digital asset and communica- | IED cyber security features System and communication protection
tions protection

Defense-in-depth Supervisory monitoring and control System and information integrity
Defensive strategy System development and maintenance
Functions

Identification and authentication
Incident response
Maintenance

Media protection

Personnel security

Physical and environmental protection

Security assessment and risk manage-
ment

System and information integrity
System and service acquisition
System hardening

TABLE A2 Cybersecurity areas addressed by controls specified in smart grid or power systems’ standards moderately relevant
to cybersecurity measures and practices.

NISTIR 7628 IEC 62351

Centralized monitoring and control Event logging

Centralized power system analysis and control Intrusion detection systems

Local equipment monitoring, analysis, and control Key management

Power system configurations and engineering strategies | Monitoring and control of networks and protocols
Testing Monitoring and management of end systems
Training Role-based access control

Security of communication protocols
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TABLE A3 Cybersecurity areas addressed by controls specified in the standards that describe measures and practices applicable
to IACS.

IEC 62443 ISO/IEC 27019 NIST SP 800-82 DHS Catalog

Auditing Access control Access control Access control
Authentication and | Asset management Audit and accountability | Audit and accountability
authorization

Data validation

Business continuity man-
agement

Awareness and training

Configuration
management

Encryption and data vali-
dation

Communications and
operations management

Configuration
management

Incident response

Filtering, blocking, and
access control

Compliance

Contingency planning

Information and
document management

Management, Human resources Identification and | Media protection
authentication
Measurement Information security | Incident response Monitoring and review-

incident management

ing control system secu-
rity policy

Monitoring and detection
tools

Information systems
acquisition, development

and maintenance

Maintenance

Organizational security

Operating systems

Organisation of informa-
tion security

Media protection

Personnel security

Physical security control

Physical and
environmental security

Personnel security

Physical and
environmental security

Security policy

Physical and
environmental protection

Risk management and
assessment

Planning

Security awareness and
training

Program management

Security policy

Risk assessment

Security program man-
agement

Security assessment and
authorization

Strategic planning

System and communica-
tions protection

System and communica-
tion

System and information
integrity

System and information
integrity

System and services

acquisition

System and services

acquisition

System development and
maintenance
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TABLE A4 Cybersecurity areas addressed by controls specified in general application standards that describe cybersecurity
measures and practices which can be adopted to smart grid.

ISO 27001 and 27002

NIST SP 800-53

NIST SP 800-64

NIST SP 800-124

Access control

Access control

Business impact assess-
ment

Access control

Asset management

Audit and accountability

Configuration
management

Applications’ security

Business continuity man-
agement

Awareness and training

Continuous monitoring

Audit

Communications and
operations management

Configuration
management

Detailed plan for certifi-
cation and accreditation

Configuration settings

Compliance

Contingency planning

Developmental, func-
tional, and security
testing

Continuous monitoring

Human resources

Identification and
authentication

Disposal or transition
plan development

Media sanitization

Information security

incident management

Incident response

Hardware and software
disposal

Secure data communica-
tion and storage

Information systems
acquisition, development

and maintenance

Maintenance

Information preservation

Security awareness train-
ing

Organisation of informa-
tion security

Media protection

Information
authorisation

system

Security policy

Physical and | Personnel security Information system cate- | System and communica-
environmental security gorisation tions protection
Security policy Physical and | Media sanitisation System and information

environmental protection

integrity

Planning

Operational ~ readiness

review

User and device authenti-
cation

Program management

Privacy impact assess-
ment

Risk assessment

Risk assessment

Security assessment and
authorization

Secure information sys-
tem development

System and communica-
tions protection

Security architecture

definition

System and information
integrity

Security assessment

System and services

acquisition

Security controls selec-
tion and documentation

Security documentation

Security integration

Security planning

System closure
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