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Abstract. Contemporary approaches to the estimation of cybersecurity
costs in organisations tend to focus on the cost of incidents or technolog-
ical investments. However, there are other, less transparent costs related
to cybersecurity management that need to be properly recognised in or-
der to get a complete picture. These costs are associated with everyday
activities and the time spent by employees on cybersecurity-related ac-
tions. Such costs constitute a substantial component of cybersecurity
expenditures, but because they become evident only during scrupulous
analyses, often they are neglected. This paper presents new developments
on CAsPeA — a method which enables estimating the cost of these activ-
ities based on a model derived from the Activity-Based Costing (ABC)
and the NIST SP 800-53 guidelines. The application of the method is il-
lustrated by a case study of a civil engineering enterprise. The method’s
evaluation based on comparative analysis in respect to SQUARE is de-
scribed.
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1 Introduction

With the dynamically evolving threat landscape, the number of organisations
forced to bear the costs associated with cybersecurity incidents is inevitably
raising. According to the study of Accenture Security and Ponemon Institute [1],
during the last five years, the average number of security breaches (in the study
defined as ‘successful cyberattacks that cause business disruptions’) increased
67%?. The attacks cost enterprises on average 13 million US dollars (USD) each
year [1] which corresponds to the costs’ increase of 12% in the last five years. The
expenses are associated with interruptions in performing business operations,
loss of data, loss of revenue and damaged information system assets. The cost
of data loss represents the largest cost component (5,9 million USD).

! The study covered 355 organisations worldwide from various economic sectors.
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On the other hand, enterprises which decided to acquire security intelligence

and threat sharing systems noted around 2 million USD on technology sav-
ings. Also, investments in cybersecurity automation, Al and machine learning
resulted in around 2 million USD of savings. At the same time, expenditures on
advanced perimeter controls have not brought in the expected financial returns

[1].

Proper decisions in cybersecurity investments are crucial for the operation of

contemporary enterprises. The investments compete for funds with other areas
of company activities and thus they require rational economic justifications [2].

To

plan effective cybersecurity strategies [3], practical tools for measuring the

cost of cybersecurity are demanded [4].

Activities in Information Security Management (https://zie.pg.edu.pl/cybsec/

In response to this demand, CAsPeA — the Cost Assessment of Personnel

caspea) was introduced [5-8]. The method enables evaluations of the costs of
employees’ effort and time spent on cybersecurity-related actions during their
daily work. These costs regard, for instance, participation in cybersecurity train-
ing and awareness sessions, setting up protections for devices and applications, or
adopting organisational cybersecurity policies and procedures. Such costs con-
stitute a substantial component of cybersecurity spendings, but because they
become evident only during scrupulous analyses, often they are neglected.

This paper presents the recent developments on the method. After a brief

discussion of the relevant terminology (Section 2) and the analysis of related
studies (Section 3), the key characteristics of CAsPeA are presented (Section

1),

The method’s application based on a case study of a civil engineering com-

pany is described in Section 5. The main goal of the case study is to demon-
strate the straightforwardness of CAsPeA-based estimations. As a part of the
method’s evaluation, CAsPeA was subject to a comparative analysis with re-
spect to SQUARE. The analysis is presented in Section 6. The paper concludes
with closing remarks.

2

Costs of cybersecurity

Costs of cybersecurity management can be defined as the evaluated use of re-
sources in monetary terms [9,10]. These costs are associated with various types
of measures and activities that are aimed at reducing cybersecurity risks, includ-
ing technical as well as organisational. They embrace [10]:

the costs caused by information security incidents,

costs of information security management,

costs of security controls,

and the costs of capital induced by information security risks.

In the Detica’s research [11], classification of costs associated with cybercrime

is presented, which distinguishes between:

costs in anticipation of cybercrime that include the costs of security controls,
insurance costs, and the costs of compliance with security standards,
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— costs as a consequence of cybercrime comprising direct losses, such as disaster
recovery costs and indirect losses related for instance to reduced competi-
tiveness,

— costs in response to cybercrime, for instance, compensation payments to vic-
tims, fines imposed by regulatory bodies or the costs of legal or forensic
conducts,

— indirect costs associated with cybercrime, including the costs resulting from
damage of reputation, loss of trust of customers or reduced public sector
revenues.

Anderson et al. [12] propose an alternative framework for categorising the
costs of cybercrime presented in Figure 1.

Defence costs

Indirecfﬁ losses Cost to society

Criminal revenuei Direct losses

Cybercrimes Supporting
infrastructure

Fig. 1. Framework for categorising the costs of cybercrime. Source [12]

3 Related work

The studies of the cost of cyber-crime focus on the identification of reliable data
on cyber incidents and their structured analysis [12,11,13,14]. For instance,
Riek et al. [15] developed an instrument to measure the costs of cyber-crime
for consumers that incorporates the findings of earlier studies in this domain
and applied it to obtain data in six European countries. Farahmand et al. [16]
discussed the criteria for categorising enterprise information assets and provided
a three-dimensional scheme for probabilistic evaluation of the impact of security
threats.

Sawik [17] studied the problem of the optimal selection of cybersecurity mea-
sures to reduce the impact of information flow disruptions in enterprises’ sup-
ply chains given a constrained budget. Various Stochastic Mixed Integer Pro-
gramming models were applied to the analyses. Cybersecurity investments with
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nonlinear budget constraints were researched by Daniele and Scrimali [18] and
Nagurney et al. [19]. A dynamic model of security investments that acknowledges
the trade-off between confidentiality and availability of information was intro-
duced by Ioannidis et al. [20]. Another dynamic model is described by Tatsumi
and Goto [21]. In 2010 Bshme et al. [22] presented a model which extends the
iterated weakest link (IWL) model with penetration testing.

Among the studies on cyber-insurance, Bandyopadhyay and Mookerjee [23]
constructed a model for deriving the overall optimal decision to purchase cyber-
insurance based on the determination of the impact of secondary loss in struc-
turing the use of cyber-insurance and backward analysis of multiple incident
scenarios. Bartolini et al. [24] analysed the processes performed by insurance
companies that aim at evaluating an enterprise’s cybersecurity risk level. Pal et
al. [25] developed a model for deriving optimal cyber-insurance contracts which
considers two types of cyber-insurance agency strategies: welfare maximising or
profit maximising [25]. Shetty et al. [26] devised a model to study the effects of
cyber-insurance on user security and their welfare in which a probability of a
successful attack depends on the individual security of a user and on the network
security (independent of the user).

Other interesting economics-based security studies include the work of Havakhor

et al. [27] who investigated the capital market’s response to an organisation’s cy-
bersecurity investments. The study demonstrated that properly communicating
cybersecurity investments to investors would likely reduce information asymme-
tries surrounding enterprises’ risks and result in the cost of capital reduction.
Rodrigues et al. [28] proposed a framework for evaluating the economic impact
of cybersecurity measures in distributed ecosystems with several participants.
The framework provides models for cost estimations and the mapping of rela-
tions between interdependent systems and their components. Chessa et al. [29]
proposed a cooperative game-theoretic approach to quantify the value of per-
sonal data in networks. Robinson et al. [30] presented an application of stated
preference discrete choice experiments (SPDCEs) to analyse and quantify the
security and privacy preferences and views of individuals.

Cost calculators are straightforward applications for deriving rough cost fig-
ures based on the input data characterising a given organisation e.g. the number
of users, the number of servers or the cost of electricity, training, bandwidth
etc. Publicly available cost calculators include Data Breach Risk Calculator of
the Ponemon Institute and IBM [31], CyberTab [32], Websense Hosted Email
Security Calculator [33] and Small Business Risk Calculator [34]. In addition,
it is popular to apply widely recognised financial metrics including the Rate
of Return, maximum Net Present Value or the Return on Investment [4, 35] to
analyse the results of the estimations.

As far as the methods for calculating the costs related to implementing se-
curity controls are concerned only few proposals have been developed including
I-CAMP [36], I-CAMP II [37], SAEM [38] or SQUARE [39]. Cyber Incident Cost
Assessment (CICA) is also mentioned in the literature, but its documentation
is unavailable. The methods’ descriptions can be found, for instance, in [5, 10,
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40, 35,41]. Radziwill and Benton [42] developed a mapping between the NIST
Cybersecurity Framework (CSF) and the costs of quality that can be adopted
by organisations that apply the framework to plan, manage, and improve their
cybersecurity operations. In addition, the mapping enables linking elements in
accounting systems that are associated with cybersecurity operations and risk
management to a quality cost model.

The Cost/Benefit Analysis-based framework developed by the System Qual-
ity Requirements Engineering (SQUARE) Team from Software Engineering In-
stitute (SEI) [39] is a method that earned interest of researchers and practitioners
[43-46, 6]. The method estimates the costs of computer security-related projects
conducted in small enterprises based on threat categories that are publicly avail-
able from national surveys. For each category of threats, costs, benefits, baseline
risks, and residual risks can be estimated assuming average yearly probabilities
of categorised threats and averaged extent of financial loss resulting from the
exposure to threats in the categories [39]. The results of SQUARE calculations
can be used to obtain the cost of mitigation of a vulnerability which Zineddine
specifies as [47]:

cvj = ACLvj — pCSv;; (1)

Ad+pu=1 (2)

where C'Lv; is the cost of damage resulting from the exploitation of the vul-
nerability v;. C'Lv; can be calculated based on the SQUARE findings. C'Svy;; is
the cost of alleviating the vulnerability v;. A and v are coefficients that can be
arbitrarily set, within the range depicted in (2), by an organisation depending
on the targeted level of security. In Section 6 a comparative analysis of CAsPeA
in respect to SQUARE is presented.

The analysis of the related work revealed that the studies and methods fo-
cus on cybersecurity investments into technical or organisational cybersecurity
controls and financial losses resulting from security breaches. The costs are in-
vestigated individually or introduced into a cost-benefit analysis. Also, they are
studied at different levels, from micro- to macroeconomic. However, the insight
into the costing component associated with personnel activities related to cy-
bersecurity management in companies and organisations has been missing.

4 Method description

CAsPeA — (Cost Assessment of Personnel Activities in Information Security
Management (https://zie.pg.edu.pl/cybsec/caspea) — is a method that
complements the portfolio of the available methods for estimating the cost of
cybersecurity management by enabling the estimation of the costs of human
effort and time spent on cybersecurity-related actions during their daily work
[5-8]. These costs regard, for instance, employees’ participation in cybersecurity
training, managing secure configurations of utilised hardware and software or
reading cybersecurity policy documents. Such costs constitute a substantial com-
ponent of cybersecurity spendings, but because they become evident only during
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scrupulous analyses, often they are neglected. By enabling their estimations, the
method should provide a more complete view of the costs of cybersecurity. In
the following text, the highlights of the methods are provided. More detailed
descriptions can be found in [5-8].

To enable the calculations, the Activity-Based Costing (ABC) system was
selected and adapted to the costing model [5-8]. The advantage of the ABC
is that it recognises activities (human or machine operations) as fundamental
objects that induce costs in enterprises. In CAsPeA, the total cost in organisation
is calculated as a sum of costs of all activities performed in an enterprise. Then,
to derive the costs of activities, proper cost centres must be assigned to them
using relevant cost drivers. Duration driver in the form of working time expressed
in hours was chosen as the activity cost driver.

For the reference list of the activities to be included in the model, NIST SP’s
800-53 list of security controls was selected after a thorough literature analysis.
The list embraces multiple cybersecurity areas that altogether comprehensively
address the organisational cybersecurity context. Examples of the areas include
the AT Awareness and Training, CM Configuration Management or PS Person-
nel Security [48]. Another strength of the document is that it is fully compatible
with ISO/IEC 27001 (see the mapping between the documents in Appendix H,
Table H-1 of NIST SP 800-53) — the most recognised cybersecurity standard
worldwide.

The method enables estimations based on a baseline set of input data that
characterise an organisation such as the number of employees that utilise com-
puter devices, average hourly pay rates of personnel that performs or is responsi-
ble for security activities or hire/termination rate/promotion/demotion/transfer
rates. Minimum, maximum, average and usual duration times are assigned to
the cost drivers and the posts of personnel performing or responsible for rele-
vant cybersecurity activities (e.g. IT administrators, users or Human Resources
Management professionals) associated with resource cost drivers.

Based on the input data, the total cost of staff activities related to infor-
mation security management, the cost of exclusive IT security professionals’
activities, the minimum amount of work time of information security profes-
sionals indispensable for assuring sufficient level of information security in an
organisation and the related minimum required quantity of information secu-
rity professionals are calculated. Each of the parameters is represented by its
minimum, maximum, average and the usual value.

To facilitate calculations, a spreadsheet was developed and updated period-
ically. It comprises four worksheets that correspond to subsequent steps of the
assessment process. The Organisation data worksheet (see Figure 2) enables en-
tering all required input data, such as the number of employees, human resources
metrics or hourly pay rates. The worksheets List of activities (see Figure 3) and
Cost of information security professionals comprise formulae for calculation of
the total cost of activities. In the Assessment results worksheet (see Figure 4)
the outcomes of the assessment are presented.
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1 Number of users 46|

Planned number of information security q
2 |professionals
3 Hirerate 10%
4 Termination rate 10%
5 Promotion/demotion/transfer rate 10%
6 Mobile devices usage index 25%

Average number of outsiders having access to &
7 the system
8

Average
hourly gross
pay rate
9 Resource cost drivers [euro]
10 Information security professionals 8.9
11 1T administrators 4.4
12 'Human Resources Managt 1t professionals 4.6
13 Users 4.16
14 Senior-level executives or gers 7.6
15 Physical security officers 4.87
16 Physical security officers guards 2.23
17 Budget Planning and Control professionals 5.65
18 =
10
» 1. Organisation data ... (¥ < »

Fig. 2. The Organisation data worksheet provides fields for all the required input data,
such as the number of employees, human resources metrics, or hourly pay rates.

5 Case study

This section illustrates the application of CAsPeA in a case study of a civil engi-
neering company that specialises in designing public and private sector objects
including hospitals, industrial and technological facilities or shopping centres.
The designs represent various types of structures and buildings in practically
all branches of industry, and vary from complex endeavours that cover all func-
tions and components of completely new facilities (starting from their ‘founding
stone’) to the projects that focus on enhancing or reorganising existing construc-
tions. Figure 5 presents the structure of the IT system of the enterprise. The
main goal of this case study is to demonstrate how straightforward is the process
of estimating the costs with CAsPeA.

5.1 Input data
The company employs 48 workers including;:

— executives (2),

— secretaries (2),

— accountants (3),
— architects (38),

— auxiliary staff (1),
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-

Fig. 4. The Assessment results worksheet shows the outcome of the cost assessment.

— cleaning staff (2).

In the first step of the cost assessment process, the number of employees who
can use the information system was determined. In the company the majority
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Fig. 5. Information system of the civil engineering design company

of the workers had their personal working stations apart from the cleaning staff.
Thus, 46 employees were authorised to use the information system. Further data
required for the calculation of cost estimates were as follows:

— percentage of personnel hired in the current year (hire rate) — 10%,

— percentage of workers that terminated their employment in the current year
(termination rate) — 10%,

— the rate of employees’ promotions, demotions and transfers — 10%,

— mobile devices usage index (imaui) — 25%,

— the approximate number of external users authorised to access the organi-
sation’s information system — 5.

The average hourly gross pay rates necessary to estimate the total cost of
information security activities were based on the data from Sedlak&Sedlak con-
sulting? and converted to US dollars (USD) from Polish Zloty with a rounded
average exchange rate equal to 4°. Roughly, the rate can be also used to interpret
the values in Euro. The input data are presented in Figure 2.

5.2 Results
The obtained cost estimates are presented in Tables 1 and 2.

2 Available at http://www.wynagrodzenia.pl/. Last access: 10.10.2020.

3 Source: www.exchangerates.org.uk/USD-EUR-exchange-rate-history.html. Last
access: 10.10.2020.
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Table 1. The estimate of the total yearly cost of activities associated with information
security management in the enterprise, depending on whether Physical Access Monitor-
ing and Control (PAMC) activities are included/excluded. The values were converted
to US dollars (USD) from Polish Zloty with a rounded average exchange rate equal to
4.

Total cost of activities [USD]

Excluding PAMC
Minimum|Maximum | Average Usual
10,075.69| 70,656.62 | 40,366.16 (24,464.70
Including PAMC
Minimum|Maximum | Average Usual
21,031.81{210,991.83|116,011.82(39,686.95

Table 2. Estimates of parameters associated with information security professionals:
cost of their activities, the number of required working hours, and the required number
of posts. The values were converted to US dollars (USD) from Polish Ztoty with a
rounded average exchange rate equal to 4.

Cost of ctivities [US

Minimum |Maximum| Average | Usual
9,062.29 |65,035.58 |37,048.93|22,608.66
Required working hours
Minimum |Maximum| Average | Usual
1,018.23 | 7,307.37 | 4,162.80 | 2,540.30
Required positions
Minimum |Maximum| Average | Usual
1.0 4.0 2.5 1.5

The results show that there are two factors which highly influence the esti-
mated total cost of cybersecurity management. The first of them is whether the
organisation already manages its physical security. Then, if it does, the second
question regards the extent to which the cost of the management is attributed
to information security.

If an organisation already manages its physical security and monitoring and
control of physical access to the information system, then the estimated total
cost of activities is around 24,465 US dollars (USD) during a year (see Table
1). This estimate is coherent with an expectation of the cost of security man-
agement in the system of this scale. It is worth to note that the major part
(around 92%) of the cost is associated with the activities performed by infor-
mation security professionals (see Table 2), and only around 1,856 USD will be
spent on the activities of other employees. The evaluation indicates also that
for managing information security in the company, employing one information
security professional is sufficient.
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A significantly different situation occurs when the organisation starts to con-
sider its physical security only after evaluating the decision of the establishment
of information security management and associates the physical security just
with the protection of its information assets. Then, the estimated cost boosts
significantly, and it reaches the value of approximately 39,687 USD (see Table
1). This is due to the fact, that in this case, the activities linked with physical
security become dominant. Precisely, the activities connected to PE-3 Physical
Access Control and PE-6 Monitoring Physical Access security components, are
expensive. The cost of the activities reached as much as 15,222 USD, which
corresponds to around 38% of the total activities cost.

Such a high cost of physical access control and monitoring activities stems
from the fact that the activities require the continuous presence of guards and
security specialists. To estimate the cost, the following assumptions were made:

— Information system physical access control requires the continuous presence
of a security guard for 12 hours (from 8:00 am to 8:00 pm) in weekdays (on
average 250 days during a year).

— Information system physical access monitoring is part of the entire monitor-
ing of the organisation headquarters and requires on average one tenth its
time. The headquarters are monitored 24 hours a day, each day of a year.
The monitoring requires the continuous presence of at least one guard or
security professional.

In this perspective, the yearly cost of activities associated with the estab-
lishment and maintenance of information security may constitute a significant
position in the organisation’s budget, depending on the turnover. This fact would
need to be taken into careful consideration in the organisation tactical planning.
At the same time, it must be borne in mind that at the other end lies much
higher cost, which the organisation will have to meet in the event of failure
caused by a successful computer attack.

Other estimates that refer to the total cost of work of IT security profession-
als, namely the minimum amount of work time of information security profes-
sionals indispensable for assuring sufficient level of information security in the
organisation and the related number of information security professionals — re-
main the same as they are independent of physical security (Table 2). It is worth
to note that in everyday practice the first scenario is much more common than
the second, as most organisations protect their physical resources, whether on
their own or by delegating this task to security agencies.

For the organisation, the estimated cost is acceptable. The performed esti-
mation provides an incentive for extending the existing cybersecurity level.

6 Comparative analysis with SQUARE

As a part of the method’s evaluation, CAsPeA was subject to a comparative
analysis with respect to SQUARE (see Section 3) based on two existing small
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and medium enterprises that operate in the global and national (Polish) market:
a boatyard and an IT support company.

The boatyard designs and builds customised luxury sailing and power cata-
marans and super-yachts from 17 to 60 meters (60 to 200 feet). The company
operates on the world market carrying out orders from individual clients. It spe-
cialises in the unit production, where the projects and their implementation are
always accommodated to the requirements of an orderer. The company very in-
tensively utilises information technologies during yacht design and in production
management. Additionally, the entire documentation is stored in the electronic
form and printed only on demand. Thus, for the company, it is paramount to
assure the security of the data.

The IT support company provides IT support for a publishing group which
is one of the largest publishers in Poland. The company creates and maintains
a wide portfolio of internet applications. The most popular of them is an adver-
tisement service recognised in all country regions and the internet issue of one
of the oldest journals. The internet traffic reaches as much as a few million page
hits daily for each service. The company databases store hundreds of thousands
of personal data.

6.1 Input data

The boatyard employs in total around 200 workers. The number is approximated
because the quantity of production personnel varies depending on the actual
production needs. In the boatyard, the production personnel, which constitutes
the majority of the workforce has a very limited (practically null) access to the
system, while the system users are management, designers and engineers. Further
analysis reveals that 35 workers are authorised to use the information system.

Additional data required for the calculation of cost estimates were as follows:
HR - hire rate — 34,29%, TR - termination rate — 28,57%, PDTR - promotion /-
demotion /transfer rate — 8,57%, imdu; — mobile devices usage index — 25,71%,
approximate number of people outside of the organisation who have access to
the organisation’s IT system — 6. The data are summarised in the table 3.

Table 3. Input data for the boatyard.

Indicator Value ‘
Number of users 35
Planned number of information security professionals 0

HR - hire rate 34.29%
TR - termination rate 28.57%
PDTR - promotion/demotion/transfer rate 8.57%
Umdui 25.71%
Approximate number of outsiders with access to the organisation’s IT system| 6
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The average hourly gross pay rates necessary to estimate the total cost
of information security activities were estimated based on the data from Sed-
lak&Sedlak consulting?. The analogous input data for the IT support company
are presented in the table 4.

Table 4. Input data for the IT support company.

Indicator Value ‘
Number of employees 104
Number of users 95
Planned number of information security professionals 1

HR - hire rate 24.21%
TR - termination rate 26.32%
PDTR - promotion/demotion/transfer rate 32.63%
tmdui 42.11%
Approximate number of outsiders with access to the organisation’s IT system| 30

6.2 Results obtained with CAsPeA

Boatyard Based on the input data presented in Table 3, the estimates sum-
marised in Table 5 and Table 6 were obtained®. The cost estimates are reasonable
for a company which in average sells 3-5 yachts a year for the price varying be-
tween 700,000 — 6,000,000 Euro (around 800,000 — 7,000,000 US dollars).

Table 5. The estimate of the total yearly cost of activities associated with cybersecurity
management for the boatyard. The values were converted to USD from Polish Ztoty
with a rounded average exchange rate equal to 4.

Total cost of activities [USD]

Minimum|Maximum | Average Usual
18,861.60(198,967.79|108,914.70(34,715.46

IT support company The cost values estimated for the IT support company
are presented in Table 7 and Table 8. The cost figures acquired with CAsPeA
are adherent to the operational reality of the IT support company. With a yearly
revenues at the level of millions of USD, the average values of the cost seem to
be affordable.

* Available at http://www.wynagrodzenia.pl/

® The values were converted to US dollars (USD) from Polish Ztoty with a rounded
average exchange rate equal to 4. Roughly, the rate can be also used to interpret the
values in Euro.
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Table 6. Estimates of parameters associated with cybersecurity professionals for the
boatyard. The values were converted to US dollars from Polish Zloty with a rounded
average exchange rate equal to 4.

Cost of activities [USD]
Minimum |Maximum| Average Usual

6,622.23 | 50,719.39 |28,670.81(17,214.45
Required working hours

Minimum |Maximum| Average Usual
741.69 | 5,680.57 |3,211.13 | 1928.02
Required positions

Minimum |Maximum| Average Usual
0.5 3.0 2.0 1.0

Table 7. The estimate of the total yearly cost of activities associated with cybersecurity
management in the IT support company. The values were converted to US dollars from
Polish Zloty with a rounded average exchange rate equal to 4.

Total cost of activities [USD]

Minimum|Maximum | Average Usual
21,221.10|244,726.62|132,973.86|39,026.87

6.3 Results obtained with SQUARE

The same data as for CAsPeA, supplemented with the costs of implementation
and a prognosis of a number of incidents of each threat category were used for
the input for the SQUARE estimation.

Boatyard The security cost estimation resulted in selecting four most attrac-
tive, by means of cost-benefit ratio, scenarios for the implementation of security
measures in the company. The highest priority was assigned to the scenarios
aiming at protecting from malware, social engineering and cyber-extortion, be-
cause these attacks are among the biggest threats to the computer systems of
companies (see Table 9).

It is worth to note the relatively high cost-benefit indicators (higher than for
the IT support company). This is primarily due to the assumed lower implemen-
tation costs, lesser geographical distribution and the number of security staff.
Also, there is no need for additional security officer positions or the extension of
duties since the implementation of the projects is relatively straightforward.

The IT support company Similarly as in the previous case, four security im-
plementations projects were determined based on SQUARE analysis of a total
cost around 12,000 US dollars (USD) yearly. The company can save on them up
to 900,000 USD a year, which results from potential avoiding security incidents
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Table 8. Estimates of parameters associated with cybersecurity professionals for the
IT support company. The values were converted to US dollars from Polish Zloty with
a rounded average exchange rate equal to 4.

tes [USD]
Minimum |Maximum| Average Usual

8,104.62 |90,897.56 (49,501.09(20,141.04
Required working hours
Minimum |Maximum| Average Usual
907.723 |10,180.53 | 5,544.12 | 2,255.80
Required positions
Minimum |Maximum| Average Usual
0.5 5.5 3.0 1.5

and the associated costs of the damages and their restoration. Also in this case,
the highest priority was assigned to the projects aiming at protecting from mal-
ware, social engineering and cyber-extortion. The results are presented in Table
10.

6.4 Results analysis

The analysis reveals significant differences between the maximum and usual es-
timated cost values. This result can be connected to the observation of Xie [39]
that for the enterprises which normally do not perform cybersecurity activities,
even very small investments and thoughtful organisational changes bring influ-
ential benefits. The upper limit for the security investments does not exist [35].
According to the law of diminishing returns, with the increase of IT security
spendings, the marginal benefit achieved from them will be decreasing. There
is an opinion among the experts [49], that as it is impossible to reach perfect
security no matter how big are the efforts, the security expenses should be kept
rational. A good boundary can be defined by potential financial losses due to a
security breach.

SQUARE is scenario-oriented. It supports identifying the most profitable
ways of protecting an organisation from cybersecurity threats. Thus, the main
output of the method are the cost values and financial determinants of different
defence scenarios connected to threat categories. CAsPeA, on the other hand,
focuses on obtaining the total cost of all human activities related to achieving
‘general’ cybersecurity level (i.e. protection from various threat types) in an
organisation. In this context, the CAsPeA calculation spreadsheet (presented
in Section 4) turns out to be inflexible to accommodate different scenarios of
cybersecurity provision. Currently, modifications are possible only by explicitly
altering the spreadsheet formulas. Enriching the method with a module that
enables such estimations would provide an added value and would enable better
alignment with SQUARE (e.g. allowing for comparison of results).
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Table 9. Yearly cybersecurity costs’ estimates obtained with SQUARE for four pro-
tection scenarios (associated with threat categories) of the boatyard. The values were
converted to US dollars from Polish Zloty with a rounded average exchange rate equal
to 4.

Total Total Total
Cat Imple- |Benefit Value of Value
Category faPegory Benefit men- |to Cost/Project Unpro- |of Pro-
of Threats :. reven- tation |Value tected tected
tons Costs |(B/C) System |System
[USD] [USD] [USD]
Social  en- ..
. . Training
gineering
and proce-|107,616.65(4,000.00 |26.90 103,616.65|-75,744.44 |31,872.22
and cyber-
- dures
extortion
Viruses,
WOrIS, Anti- 519,034.68/2,000.00 [259,52  |517,034.68|-59,670.52 |459,364.16
spyware, malware
spam
Phishing, gz;a Ce(;-f
identity . . 32,010.11 |2,250.00 (14,23 29,760.11 |-7,898.84 [24,111.26
tification
theft
Schemas
Botnets, Network
traffic mon-
unautho- itorin 23,335.00 {1000.00 |23,33 22,335.00 |-2,228.16 |21,106.84
rised use tools &

The estimations obtained with SQUARE are highly influenced by the input
data — the bypass rate and the probability of incident occurrence when there are
no security measures in place (basis risk) as well as the expected annual loss for
each threat category. For both, CAsPeA and SQUARE estimations, the amount
of the costs matches the companies’ financial capacities. The results are realistic
and based on the broad knowledge security incidents and the protection methods.
The overall feedback received during the analysis was that both methods could
support the organisations’ investment decision processes. At the same time, it
becomes evident that the methods diverge in scope. CAsPeA concentrates on the
cost of the NIST SP 800-53-indicated activities involved in providing IT security
(human factor), while SQUARE is threat category-driven. Also, at the moment,
CAsPeA does not contain the entire cost-benefit analysis apparatus is it lacks
the ‘benefit’ part of the cost-benefit equation. Thus, the best option is to use
the methods in a complementary manner.

7 Conclusions

The paper presented the recent developments on CAsPeA — a method for the
assessment of the cost of employees’ activities connected with the establishment
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Table 10. Yearly cybersecurity costs’ estimates obtained with SQUARE for four pro-
tection scenarios (associated with threat categories) of the IT support company. The
values were converted to US dollars from Polish Zloty with a rounded average exchange
rate equal to 4.

Category of

Category
of Preven-

Benefit

Total
Imple-
men-

Benefit
to

Net

Cost |Project

Total

Total

Value of|Value

Unpro-

of Pro-

Threats tions [USD] |tation Value Value tected |tected
Costs (B/C) |[USD] System |System
[USD] [USD] |[USD]
S.0c1al. o Training 101
BIMCCHNE  1and  proce-|107,616.65(6,500.00 [16.56 ’ -78,244.4429,372.22
and  cyber- 416.65
. dures
extortion
Viruses, Anti-
worms, spy- 519,034.68(3,000.00 {173.01 516,034.68|-60,670.52 |458,364.16
malware
ware, Spam
Firewalls,
Unauthorised software 43 350 06 [2,000.00 [16.68  |31,350.06 |-4,128.73 [20,221.33
access updates,
IDS
Theft of mo-\Hard disks|z) 500 41 11 000.00 32.38  |31,380.01 |-2,001.44 [30,378.56
bile devices |encryption

and the operation of cybersecurity management system. The use of the method
was illustrated in a case study of a civil engineering company. The study demon-
strated that CAsPeA can effectively support the decision process of an enterprise
with regard to the investments into information security. Applying CAsPeA re-
quires only a few straightforward steps and parameters to obtain rough esti-
mations. Additionally, the study evidenced that physical security can become a
dominant component in the cost cybersecurity management and thus it should
be appropriately considered. In the particular application, the cost estimated
with CAsPeA turned out to be acceptable for the organisation and provided an
incentive for extending their existing cybersecurity level. This can be a certain
prognostic for other companies considering investments in their cybersecurity
management systems.

As a part of the method’s evaluation, a comparative analysis of CAsPeA
and SQUARE was performed. The study was separate from the case study and
regarded applying both solutions to evaluate the costs in two enterprises: a boat-
yard and an IT support company. The analysis showed that the methods should
not be taken as alternatives but as complementary solutions. SQUARE guides
through the entire cost-benefit analysis process but focuses on particular pro-
tection scenarios without detailed consideration of the human factor. CAsPeA,
on the other hand, provides estimations for all activities involved in the cy-
bersecurity management and is human actions-centric but misses the ‘benefit’
part of the cost-benefit analysis. These observations gave additional insight into


http://mostwiedzy.pl

A\ MOST

18

where CAsPeA can be improved. For instance, extending the method with a
module that enables flexible definitions of investment scenarios or covering the
entire cost-benefit analysis are prospective development directions. Other further
studies include:

enhancing CAsPeA with activities linked to the security controls of the sec-
ondary and tertiary NIST SP 800-53 baselines,

developing a dedicated version based on ISO/IEC 27001,

performing a comparative analysis with the ISO/TEC 27001-based version,
including technical cybersecurity controls into the CAsPeA estimations,

researching the applicability of CAsPeA in various contexts (e.g. entrepreneurial

sectors) and analysing its fitness and accuracy (e.g. for instance depending
on the sector).
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