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Abstract: This paper presents a method for the joint detection and direction of arrival (DOA) esti-
mation of low probability of detection (LPD) signals. The proposed approach is based on using the
antenna array to receive spread-spectrum signals hidden below the noise floor. Array processing
exploits the spatial correlation between phase-delayed copies of the signal and allows us to evaluate
the parameter used to make the decision about the presence of LPD transmission. The DOA estima-
tion is based on the covariance between signals received by sensors for the fixed geometry of the
antenna array. Moreover, the paper provides a method for mitigating narrowband interferences
prior to signal detection. The presented methods were verified through simulations which proved
that the confident detection of a one-second transmission in an additive white Gaussian noise chan-
nel is possible even when the noise is 24 dB higher than the power of the received signal. The per-
formance of DOA estimation is analyzed in a wide range of signal-to-noise and interference-to-noise
ratios. It is found that the DOA may be estimated with an RMS error not exceeding 10 degrees, even
if interference occupies 15% of the analyzed frequency band.

Keywords: low probability of detection; spread spectrum; covert transmission; signals intelligence;
electronic reconnaissance; electronic support measures; electronic warfare

1. Introduction

The covert transmission of radio frequency (RF) signals is required in various wire-
less systems, and mainly used for military purposes. These may include voice communi-
cation, data transmission, positioning, and radars [1-3]. Such transmissions are termed as
low probability of detection (LPD) signals. As opposed to cryptographic or physical layer
security techniques, they are intended not only to protect the information from unauthor-
ized access, but to disable a potential eavesdropper from knowing that transmission is
actually conducted [4].

Electronic reconnaissance units are obliged to monitor the RF spectrum in order to
detect and intercept any illicit transmission potentially containing secret tactical or intel-
ligence information. Thus, effective methods for detecting LPD signals are necessary.
Moreover, knowledge about specific signal parameters is desired, which could be possi-
bly used to intercept transmitted information or to locate the source of emission.

The aspect of detecting LPD signals has been analyzed mainly from an information-
theoretic point of view. Most papers assume the transmission model in which Alice (A)
covertly sends information to Bob (B) in the presence of warden Willie (W). The analyses
provided in these papers mainly focus on the possibility of transmitting a finite amount
of data through an additive white Gaussian noise (AWGN) channel with given energy-
per-bit, depending on the extent of warden’s knowledge about channel parameters [5-
10]. Such highly theoretic research provides useful information about the limits of unde-
tected communication; still, it does not cover the methodology of detecting LPD signals.
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This paper focuses on the problem from warden’s point of view as he monitors the
RF environment, including channel A-W, being a branch of primary communication chan-
nel A-B. It is assumed that warden does not know the transmission parameters like trans-
mit power, bandwidth, modulation, exact carrier frequency, etc. However, LPD transmis-
sion is intended to be hidden in ambient noise, thus, it is likely to follow the statistical
properties of pseudorandom signals. Moreover, due to the presence of a harmonic carrier
component, it is considered to be a cyclostationary process [11]. These features may be
exploited to develop detection methods for weak spread-spectrum signals [12].

Besides the detection of LPD transmission, it is desired to locate its source or estimate
the direction from which the covert signal arrives. Some authors recommend using a time
difference of arrival (TDOA) method, where source location is determined based on rela-
tive propagation delays [13,14]. The delay between a given pair of receivers is estimated
through cross-correlation. At least three spatially separated receivers are required in this
case, which limits the scope of application. In [15], the covariance information is used for
beamforming optimization in MIMO systems. In this paper, the estimate of the covariance
matrix is used to determine the direction of arrival (DOA) of the LPD signal.

Non-cooperative LPD detection methods (i.e., using a single receiver) may rely either
on simple radiometric approach [16] or on various transformations of received wave-
forms. In [17], the detection is based on the analysis of correlation fluctuations. The au-
thors of [18-20] make use of higher-order statistics to detect spread spectrum phase shift
keying (PSK) signals, where the order of statistic depends on the order of modulation, e.g.,
fourth-order for QPSK. In [21], a power spectral density (PSD) reprocessing method is
proposed to evaluate the period of pseudorandom code in weak spread spectrum signals.
A detection method for a weak hydroacoustic signal is presented in [22], where a correla-
tion between segments of the received waveform is analyzed.

In this paper, a new scheme is proposed that may be applied to detect pseudo ran-
dom spread spectrum signals with very low signal-to-noise ratio (SNR). The presented
method is based on multi-antenna reception in order to exploit the spatial correlation
properties of weak components. The application of antenna arrays is considered in some
works to improve the covertness of LPD transmissions [23,24]. In [25], a spatial correlation
between stochastic signals is analyzed for SNR of —13 dB and higher. However, the poten-
tial of antenna arrays in detecting weak signals has not been fully recognized.

The performance of weak signal detection is strongly affected by the presence of
other signals in an analyzed frequency band, especially narrowband interference. It is nec-
essary to remove such components prior to an LPD detection procedure. Interference mit-
igation is typically performed in the frequency domain [14,19]. A multi-antenna receiver
may mitigate interference in the spatial domain, however, due to excess hardware com-
plexity caused by the requirement for a large number of antennas, this approach is not
considered in this paper. A simple frequency-domain algorithm is proposed instead.

This paper shows that it is possible to detect pseudorandom LPD transmissions at
SNR considerably lower than —20 dB and estimate their direction of arrival with root mean
square error (RMSE) not exceeding 10° in presence of narrowband interference.

The remainder of this article is organized as follows. The next section describes the
mathematical model used to represent LPD transmission, detection, and direction-of-ar-
rival estimation. The third section describes the verification of proposed algorithms
through simulations. Next, a comparison with other solutions is provided. Finally, con-
clusions and possible research directions are given.

2. System Model

It is assumed that LPD transmission has a form of direct-sequence spread spectrum
(DS-SS) signal, where the carrier phase is keyed with a sequence being a modulo-2 sum of
a data sequence and a pseudorandom code sequence. As the detector does not have
knowledge about any of these sequences, the LPD signal may be simply modeled as an
M-PSK signal being modulated with a pseudorandom sequence, assuming that the
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spreading code period is significantly longer than that the duration of a single bit of trans-
mitted data. Low-order modulation schemes, i.e., BPSK or QPSK, are expected in LPD
applications, as they provide a relatively low bit error rate (BER) for low SNR values,
compared to higher order PSK or QAM modulations.

The complex form of transmitted BPSK signal is described as follows:

sppsk (t) = /2Py - c(t) - e/27et, (1)

where P; is the transmit power, f, represents carrier frequency ,and c(t) is a bipolar se-
quence corresponding to modulo-2 sum of data sequence and the spreading code. As the
LPD signal is spread on a wide frequency range, it is subject to inter-symbol interference
(ISI) due to multipath propagation. In order to mitigate the effect of ISI, root-raised-cosine
(RRC) filtering is applied to the baseband waveform of the transmitted signal [26]. Thus,
the c¢(t) component may be modeled as:

c(t) = Xiziler - 8(t = IT,) * hpgc(t)], (2)

where ¢; € {—1,1} is the [-th element of the pseudorandom sequence, T, is the duration
of a single chip, and hppc represents the impulse response of RRC filter. Similarly, a
QPSK modulated signal may be modeled as combined binary modulations of in-phase (I)
and quadrature (Q) carrier components:

Sopsk (t) = \/P_T cr(t) - cos(2mf,t) — j - /Pr - co(t) - sin(2mft), 3)

where ¢; and ¢, represent independent pseudorandom baseband components.

2.1. Detection of LPD Transmission in AWGN Channel

Assuming transmission in AWGN channel, the received signal may be modeled as
[27]:

J’(t) =a- S(t - Tprop) + T](t), 4)

where a = ,/Pr/Pr represents signal attenuation, Py is the received signal power, and
Tprop i the propagation delay. Complex additive noise 7(t) has independent real and
imaginary components which follow Gaussian distribution N (0, 02/2). For a given SNR
expressed in decibels, noise variance may be evaluated as:
0% =Py- 1070, ®)

The proposed detection method is based on the evaluation of cross-correlation func-
tion (CCF) between outputs of any two sensors of the receiving antenna array. It is as-
sumed that the physical separation between sensors is small enough so that respective
spatial channels between transmit antenna and each receive antenna are strongly corre-
lated. In contrast, noise components at the sensors’ outputs are assumed to be independ-
ent from each other.

The CCF for sensor outputs y; and y, is generally defined as [16]:

r(7) = f Vi®) -yt + )dt (6)

where ()* represents complex conjugate and 7 is the relative time delay between com-
ponents. When processing digital waveforms of finite duration, CCF is usually calculated
using forward and inverse fast Fourier transform (FFT/IFFT) [28]:

r[k] = IFFT{[FFT(y,[nD]" - FFT(y,[n]} 7)

where n is the sample index and is k the time offset between waveforms expressed in a
number of samples.
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If a signal is present on both sensor outputs, and SNR is high enough, a distinct peak
is observed in the magnitude of CCF. Assuming that the relative propagation delay is
much shorter than the sampling period, the maximum value occurs for r[0].

The detection procedure may be formulated as a hypothesis test, where:

Hy: y(@©) =n(®)
Hy: y@t)=a- s(t — ‘L'pm,,) +7(t)

The decision whether H; is true is based on the value of the parameter y is defined
as the peak-to-floor ratio of the CCF magnitude:

(8)

_ max|r|

9
rfloor ( )
where 174, is the average value of |r| after discarding 10% of the largest samples and
10% of the smallest samples.
The probability of correct detection is defined as:

Py = P(y > Yenr|Hy), (10)

where ¥, is the decision threshold evaluated for the acceptably low probability of false
alarm:

Prg = P(y > Yenr|Ho), (11)

As arule of a thumb, Py, is expected to not exceed 1%, however, it may be set lower
for more critical applications.

The analysis of P; as a function of SNR provides information about the lower
bounds of signal quality required for confident detection, e.g., P; > 99%.

Apart from SNR, the value of y changes with the duration of analysis. Assuming
that LPD transmission is active throughout the whole period of reception, extending the
duration of observation allows signal detection, with satisfactory confidence level, at
lower SNR.

2.2. Direction-of-Arrival Estimation

Using an antenna array provides the means for spatial processing of received signals,
which include DOA estimation. Subspace-based algorithms such as MUSIC [29] or ES-
PRIT [30] are commonly used in such applications. However, these are generally applied
only to signals which are distinguishable from noise, especially narrowband ones. This
case does not refer to low-power spread-spectrum signals. As an alternative, an approach
based on phase interferometry is proposed. In this method, DOA is estimated by evaluat-
ing relative carrier phase delays between sensors of the array. Since the geometry of re-
ceiving antenna array is known, the given DOA corresponds to specific phase delays. If
the carrier wavelength was known, two-element antenna array would be sufficient to es-
timate DOA in a 180 degree range. However, the carrier frequency of the LPD signal is
generally unknown, thus, an additional sensor is required to create a set of equations.

A uniform circular array (UCA) consisting of three sensors was chosen, due to its
symmetry and relatively small form factor. The arrangement of sensors is presented in
Figure 1.
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Figure 1. Geometry of uniform circular antenna array used for direction finding.

The distance between array elements should be kept close to the half of expected
carrier wavelength. It may be set to be the half of wavelength in the center of the analyzed
frequency band, assuming that the bandwidth is at least one order of magnitude smaller
than center frequency. Under this condition, phase delays relate to DOA according to the
following equations:

A1, = 5% cos(6) (12)

2nd T
Mgy == cos (9 - §) , (13)
where Ag;; is the relative phase delay between wave impinging on j-th and i-th sensor,
0 represents the DOA, and 4, is the carrier wavelength. It should be noted that there may
exist a displacement between the phase center and physical center of each antenna. Thus,
a proper array calibration is required [31].
From the Equations (12) and (13), a formula for DOA calculation is derived:

(14)

28013—A
0 = arctan (M)

V3Ap1,
The phase delays may be evaluated from the estimate of the input covariance matrix
R, as arguments of its respective elements [32]:

Ad;; = arg(R;;) = arg [(Yi -y)(y; — STJ)H]/ (15)

where y; represents the samples vector of the signal received through the i-th sensor,
() is the mean value, and () is the Hermitian transpose.

As the distance between array sensors is approximately half-wavelength, when the
signal arrives from the direction parallel to the baseline, the phase delay is close to —m or
m. In such a case, phase wrapping may affect the phase delay estimation and cause a sig-
nificant error in the estimated DOA. To avoid such a situation, phase wrapping is cor-
rected based upon the value of the phase delay between the other pair of sensors (see
Algorithm 1).
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Algorithm 1 Phase delay correction procedure
Input: Adis, Adis > estimated phase delays between sensors
Output: Adiocorrs Af13corr > corrected phase delays between sensors

B maz(|Adial, [Ap1a])
AL!BIQ('UJ'J“ — A{fal‘?
AP13corr +— AP1g
if 3 > 0.97 then
if |A\ﬁ12| > ‘A\ﬁlg‘ then
if A@¢12 <0 and Agq3 > 0 then
‘ﬁ{r?’chm"r' — A%‘alZ + 2
end if
if Agqs > 0 and Agq3 < 0 then
‘ﬁ{r?’chm"r' — A%‘E‘IZ —2m
end if
else
if Ags < 0 and Agy3 > 0 then
A@l?»(:m'r — A%"’-‘"ll‘l —2m
end if
if A@lg > 0 and A@lp, < 0 then
Aﬁl?»(:m'r A Aﬁ"lfﬂ + 27
end if
end if
end if

2.3. Mitigation of Narrowband Interference

Signals with relatively high power spectral density residing in the analyzed fre-
quency band need to be mitigated before the detection of low-power spread-spectrum
signal is performed. Otherwise, a number of overlapping correlation peaks may exist,
making it practically impossible to detect the peak corresponding to the LPD transmission
and estimate the DOA.

A method based on FFT blanking is proposed to excise the frequency spectrum com-
ponents that contain interferences. First, the FFT spectrum covering the whole analyzed
frequency band is uniformly divided into a number of narrow sub-bands. The average
value of the PSD is calculated in each sub-band, and a threshold is set as a median value
from the results. Next, the frequency bins contained in sub-bands where the mean PSD
exceeds the threshold value are nulled (their magnitude is set to zero). Nulling is per-
formed in all three spectra of the outputs of respective sensors in the antenna array. Even-
tually, inverse FFT is performed to restore the time domain form of analyzed waveforms.

It is expected that the detection of LPD transmission should be possible when nar-
rowband interferences occupy up to 15% of the analyzed frequency band.

3. Performance Evaluation

The performance of proposed methods was assessed through a series of simulations
in MATLAB. First, the detection limits were evaluated in terms of the SNR and duration
of analysis. Next, the DOA estimation error was estimated both in the AWGN channel
and in the presence of narrowband interference.

3.1. Signal Detection

The initial conditions for simulation were set as follows. The test waveform of 1 sec-
ond duration was generated with a sampling rate of 2 Ms/s. The noise PSD was uniform
in the whole analyzed frequency band. The carrier frequency of the LPD signal was offset
by -200 kHz from the center frequency, and the pseudorandom code chip rate was set to
0.5 Mchip/s. The RRC filter with a roll-off factor of 0.25 was applied, which limits the LPD
signal bandwidth to approximately 640 kHz. The LPD signal was combined with Gauss-
ian noise, and its variance was adjusted to obtain the desired SNR value between -30 dB
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and -10 dB. Figure 2 shows a power spectrum of the LPD signal compared with spectrum
of the same signal plus noise at SNR —20 dB. As the noise variance was significantly greater
than the power of signal, the resulting frequency spectrum is flat, meaning that simple
spectrum analysis does not discover the presence of the signal.

-150

-200

iy y

PSD [dBm/Hz]

-250

Signal plus noise
Signal

-300 . . . . .
-1 -08 -06 -04 -0.2 0 02 04 06 08 1

Frequency [Hz]

Figure 2. Power spectra of LPD signal with and without additive white Gaussian noise.

In the first simulation, the value of the y parameter was estimated as a function of
SNR. A series of 1000 Monte Carlo trials was conducted for each SNR value. The results
are presented in Figure 3. Due to clarity of presentation, y is plotted in logarithmic scale.
It is visible that for SNR above 26 dB, the relation is nearly linear. The lower bound is
reached for the y value observed when white Gaussian noise is received without signal.
This value was estimated to be approximately 6.6 dB, and is independent from noise var-
iance and the duration of observation.

~v [dB]

-30 -28 -26 -24 -22 -20 -18 -6 -14 -12 -10
SNR [dB]

Figure 3. Peak-to-floor ratio as a function of signal-to-noise ratio.
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The influence of the LPD signal duration on y was evaluated as well. Simulations
were repeated for durations between 0.5 s and 5 s with SNR —15 dB. The results plotted in
Figure 4 show that the y value grows proportionally to the square root of the signal du-
ration. For example, if duration is extended four times, y doubles (increases by 3 dB).
This means that a longer observation period may result in better detection performance.
However, in practice, LPD transmissions are kept as short as possible to make the detec-
tion more difficult.

2 T T T T T T T T

15 . . . . . . . .
0.5 1 1.5 2 25 3 35 4 4.5 5

LPD signal duration [s]

Figure 4. Peak-to-floor ratio as a function of signal duration at SNR =-15 dB.

The simulations were conducted both for a BPSK and QPSK modulated LPD signal.
In each case, the results were very similar, as shown in Figure 5, proving that detection
performance does not depend on the order of PSK modulation. It was also verified that
the bandwidth of the LPD signal does not affect the value of y at a given SNR, as long as
the signal spectrum is fully contained in an analyzed frequency band.

B
.

y [dB]

o]

w ©

T T

R SRS
-+

: +
* +
75 ; % [ i ¥ b
| |
7F ! | H [ I -
I I I - ‘ . i I
65 $ EH B3 5 [::l = i § ¥ 8
L L L o L L L L
5l i
—28.5 dB —28.5 dB -27.5 dB-27.5 dB—26.5 dB —26.5 dB —25.5 dB —25.5 dB —24.5 dB —24.5 dB —23.5 dB-23.5 dB22.5 dB 22.5 dB

BPSK QPSK BPSK QPSK BPSK QPSK BPSK QPSK BPSK QPSK BPSK QPSK BPSK QPSK

Figure 5. Box plot of peak-to-floor ratio for BPSK and QPSK as a function of SNR.

In order to estimate the probability P;, detection threshold values were evaluated
first. For probabilities of false alarm Py, of 1% and 0.1%, the approximate y;, values (in
linear scale) are 5.1 and 5.4, respectively. For these threshold values, the probability of
detection was estimated as a function of SNR. The results are presented in Figure 6. It may
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be seen that probability of detection exceeds 99% at SNR of —24 dB for both P, limits.
When SNR is -25 dB, P, is approximately 81% for Pr, < 1% and approximately 64% for
Prq < 0.1%. Thus, it may be stated that an SNR of 24 dB is the minimum signal quality
level required for confident detection, assuming that the LPD signal is continuously re-
ceived within a 1 second period.

0.9

0.8

0.7

0.6 -

0.4

0 ‘ ‘
-29 -28 -27 -26 -25 -24 -23 -22
SNR [dB]

Figure 6. Probability of detection as a function of signal-to-noise ratio.

3.2. Accuracy and Precision of DOA Estimation

The specific geometry of the antenna array and nonlinear equations relating DOA
with carrier phase delays cause the accuracy or precision of DOA estimation to vary with
the actual DOA. The mean error and root mean square error (RMSE) were investigated as
functions of DOA. DOA was changed with 1° step in range from -180° to 179°. For each
direction, 100 Monte Carlo trials were conducted, assuming that the LPD transmission is
received during 1 second with an SNR of -15 dB. In the simulation, it was assumed that
the center frequency f, of the analyzed band is 1 GHz, and that the distance between
array sensors is:

d=2=% (16)

where c¢ is the velocity of wave propagation. Like in the previous simulation, the carrier
frequency of the LPD signal was offset by —200 kHz from fj.

In case of a mean error, being a measure of estimation accuracy, it was found that,
independently from DOA, it tends to zero when the number of trials is increased. This
means that in the AWGN channel, for perfectly calibrated sensor array, there is no sys-
tematical error between the estimated DOA and true DOA.

On the other hand, the precision of estimation, represented by RMSE, depends on the
true DOA. The results plotted in Figure 7 show that error changes harmonically within a
180° period. A maximum RMSE of approximately 0.42° is observed for DOAs —150° and
30°, i.e., when signal impinges on the array from the direction perpendicular to the base-
line connecting sensors 2 and 3. In contrast, when the signal arrives from the direction
parallel to this baseline, a minimum error of approximately 0.25° occurs.
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0.55

0.5

0.45

RMSE(6) [°]
2 [=)
& s

e
W

-150  -100  -50 0 50 100 150
e[°]

Figure 7. DOA estimation RMS error at SNR = -15 dB.

In further simulation, the influence of SNR on DOA estimation precision was inves-
tigated. Three DOAs were selected, respective to different RMSE levels, i.e., 30°, 75°, and
120°. The results are shown in Figure 8. It may be seen that DOA may be estimated with
RMSE not exceeding 1° when the SNR is not lower than -18 dB.

RMSE(#) [°]

=24 =22 =20 -18 -16 -14 =12 -10
SNR [dB]

Figure 8. DOA estimation RMS error as a function of SNR.

3.3. Narrowband Interference Mitigation

When multiple signals are present in an analyzed frequency band, each of them con-
tributes to the peak of CCF. This results in an increase in the false detection rate. Interfer-
ence cancellation techniques are applied to mitigate the impact of undesired signals, but
their residuals may still affect the correlation peak. This presents difficulty in assessing
the actual performance of LPD detection. However, DOA estimation may still be evalu-
ated, assuming that an angular separation exists between the source of interference and
the source of the LPD signal.
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Simulations were conducted for two scenarios. In the first case, a single narrowband
interference was introduced with an interference-to-noise ratio (INR) of 0 dB. Its wave-
form was generated similarly to an LPD signal, while the symbol rate was set to 25
ksymb/s, which resulted in approximately 32 kHz bandwidth after RRC filtering. The car-
rier frequency was offset by +100 kHz with respect to the center frequency and +300 kHz
with respect to the carrier frequency of LPD signal.

In the second scenario, it was assumed that interferences occupy approximately 15%
of the analyzed frequency band. The interference from the previous scenario was repli-
cated nine times and located uniformly within the analyzed frequency band. It may be
seen in Figure 9 that three interference components exist in the band occupied by the LPD
signal. As each interference is approximately 32 kHz wide, they all occupy 288 kHz, which
corresponds to 14.4% of the 2 MHz band. The power of the combined interferences was
adjusted to keep 0 dB INR level. The INR represents the ratio between the total power of
interference and the variance of noise in the whole analyzed frequency band.

140 -140

-160 -160

i ot e

-280

signal Signal
Interference Interference
_300 _a00 . n n N " n n . . ‘

-1 08 -06 -04 -02 0 02 04 06 08 1 -1 -08 -06 -04 -02 0 02 04 06 08 1

Signal plus noise and interference _280 ‘ Signal plus noise and interference

Frequency [Hz] Frequency [Hz]
(left) a single interference (right) multiple uniformly distributed interferences

Figure 9. Power spectra of LPD signal in presence.

In both scenarios, the LPD signal arrived from direction 6 = 30°, while interference
DOA was set to 100°.

The result of interference mitigation is visible in the frequency spectrum for both sce-
narios as shown in Figure 10. The bins in the green plot are nulled in the frequency ranges
where the original PSD (red plot) exceeds the threshold level. At the same time, all bins
where PSD is below the threshold, including the majority of the bins in the LPD signal
band, are preserved.

-140

PSD [dBm/Hz]
PSD [dBm/Hz]

b
8

—240 Before interference mitigation

After interference mitigation

Before interference mitigation
After interference mitigation

60 -260
-1 08 -06 04 02 0 02 04 06 08 1 -1 08 -06 -04 -02 0 02 04 06 08 1

Frequency [Hz] Frequency [Hz]

(right) multiple uniformly distributed interfer-

(left) a single interference
ences

Figure 10. Power spectra before and after mitigation.
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The performance of interference mitigation was assessed through simulations for
various INR levels at SNR —15 dB. The RMSE of the estimated DOA was evaluated for
three angles of arrival mentioned in p. 3.2. The INR range was set from -20 dB to 20 dB.
For each angle and each INR value, 100 trials were conducted. The results are presented
in Figure 11. In case of a single narrowband interference, the RMSE for INR lower than 5
dB does not exceed 1° in most cases. For larger INR, the error increases to approximately
3° when interference power is 20 dB above noise. The deterioration of interference miti-
gation in this case is caused by the fact that, although the main spectral lobe of interference
is nulled, its side lobes are too low to be effectively nulled, still causing substantial distor-
tion to the LPD signal.

— ) = 30° 8
L
0=120° 7L
25
6
s ?f ] =5
= f B
=15 ] @4l
4 o
3
.l ]
sl
05 1 N —
0 ) < ) e : - ) 0 ) - ) S ) ‘ )
-20 -15 -10 -5 0 5 10 15 20 -20 -15 -10 -5 0 5 10 15 20
INR [dB] INR [dB]
(left) a single interference (right) multiple uniformly distributed interferences

Figure 11. DOA estimation RMS error after mitigation.

In the second scenario, a local maximum is visible in the RMS error plot. It is caused
by the fact that the power of interference is equally distributed into nine frequency com-
ponents. When the INR is approximately at —17 dB, the PSD of interference is too low to
fully mitigate it, yet it is high enough to negatively affect the DOA estimation. Similar to
the first scenario, the increase in the DOA estimation error is observed when the INR ex-
ceeds 5 dB. In general, the RMSE in the second scenario is greater than in the first scenario,
but does not exceed 9°. Assuming Gaussian distribution, it may be considered that indi-
vidual DOA estimates are in the sector of approximately +27° from true DOA. The accu-
racy of estimation may be further improved through averaging the results.

4. Comparison with Other Solutions

In order to assess the described method of LPD signal detection, it is compared with
other solutions proposed in the literature. The comparison is based on the minimum SNR
value which is required to obtain the acceptable probability of correct detection, i.e., P;.

According to the results given in [13], an SNR of at least —15 dB is required to obtain
60% probability of detection with 5% false alarm probability. The duration of observation
is not specified. The approach proposed in this paper requires approximately 10 dB lower
SNR to achieve the same result at a 1% false alarm rate for one-second of continuous trans-
mission.

Some LPD detection procedures are based on the observation of peaks at detector
output. In [16], an SNR of at least 14 dB is required to observe a clear peak. However, the
probability of false alarm is not evaluated.

The method proposed in [17] is analyzed in time and frequency domains. The latter
performs better, providing a 50% probability of detection at —25 dB. This is similar to the
results obtained in this paper. However, it has some drawbacks. It is applicable only to
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QPSK modulation, and it requires a large number of accumulations over time. Without
accumulations, a P; of 50% is achieved for SNR -20 dB.

The approach given in [19] achieves similar detection performance to the method
described in this paper, yet it is applicable only for QPSK signals.

In [21], a P; of over 90% is achieved for an SNR above -5 dB, which is a relatively
high value. However, the results are obtained for hydroacoustic signals in a real-world
environment, which substantially differs from an AWGN channel.

The above comparison proves that the proposed method outperforms other ap-
proaches in terms of the probability of detection and independence of PSK modulation
order. Moreover, it is joint with DOA estimation, which is unprecedented in LPD detector
solutions.

5. Challenges and Further Research

The outcome of this paper is intended to be further verified through laboratory and
real-world experiments with the use of a multi-channel phase-coherent software-defined
radio (SDR) receiver.

It should be noted that the performance of DOA estimation depends on the distance
between array elements. The typical spacing between sensors is kept approximately at
half carrier wavelength. In practice, the carrier frequency of the LPD signal is unknown,
and it is necessary to scan various frequency bands in a possibly wide range. This compli-
cates the design of antenna array in terms of element spacing. One solution to this problem
is to mechanically adjust the sensor separation, depending on the center frequency of the
currently scanned band. Another possibility is using a switchable antenna array, com-
posed of sub-arrays designed for different frequency bands. Eventually, special pro-
cessing techniques for sparse arrays may be applied to resolve phase ambiguity, e.g., [33].
It must also be noted that elements of the array should be properly designed to cover a
possibly wide frequency band and provide high efficiency [34].

The limitation of the proposed method is that it only provides information about the
DOA of LPD transmission, while its other parameters, including carrier frequency and
bandwidth, remain unknown. The carrier frequency estimation based on wavelength A,
derived from (12) or (13), is inaccurate. Thus, it is recommended to combine the proposed
method with other techniques aimed at evaluating other parameters of interest.

6. Conclusions

The results of simulations proved that the proposed method may successfully detect LPD
signals in extremely low SNR conditions and in the presence of narrowband interference oc-
cupying up to 15% of the analyzed frequency band. Using an antenna array consisting of only
three sensors is sufficient to estimate the DOA, with accuracy required to roughly point the
source of covert transmission. Higher accuracy may be achieved with longer signal acquisi-
tion, assuming that the signal is present throughout the whole period of observation.

The main contributions of this paper are:

e  describing the model of LPD signal transmission,

e introducing the method for detecting spread spectrum signals at extremely low SNR, in-
cluding the definition of decision parameter y,

e  proposing the algorithm for the DOA estimation of LPD transmission based on the co-
variance of received signals,

e describing the simple method for mitigating narrowband interference in a frequency do-
main,

e  verification of proposed methods through simulations and comparison with other tech-
niques from the literature.

Funding: This research received no external funding.

Conflicts of Interest: The author declares no conflicts of interest.


http://mostwiedzy.pl

A\ MOST

Electronics 2021, 10, 2566 14 of 15

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

Bash, B.A.; Goeckel, D.; Towsley, D.; Guha, S. Hiding information in noise: fundamental limits of covert wireless communica-
tion. IEEE Commun. Mag. 2015, 53, 26-31

De Palo, F.; Galati, G.; Pavan, G.; Wasserzier, C.; Savci, K. Introduction to Noise Radar and Its Waveforms. Sensors 2020, 20,
5187.

Grzesiak, K.; Piotrowski, Z.; Kelner, J. A Wireless Covert Channel Based on Dirty Constellation with Phase Drift. Electronics
2021, 10, 647.

Yan, S.; Zhou, X.; Hu, J.; Hanly, S. Low Probability of Detection Communication: Opportunities and Challenges. IEEE Wirel.
Commun. 2019, 26, 19-25.

Bash, B.A.; Goeckel, D.; Towsley, D. Limits of Reliable Communication with Low Probability of Detection on AWGN Channels.
IEEE ]. Sel. Areas Commun. 2013, 31, 1921-1930.

Lee, S.; Baxley, R.J.; Weitnauer, M.A.; Walkenhorst, B. Achieving Undetectable Communication. IEEE ]. Sel. Top. Signal Process.
2015, 9, 1195-1205.

Bloch, M.R. Covert Communication over Noisy Channels: A Resolvability Perspective. IEEE Trans. Inf. Theory 2016, 62, 2334—
2354.

Wang, L.; Wornell, G.W.; Zheng, L. Fundamental Limits of Communication with Low Probability of Detection. IEEE Trans. Inf.
Theory 2016, 62, 3493-3503.

Sobers, T. V.; Bash, B. A.; Guha, S.; Towsley, D.; Goeckel, D. Covert communication in the presence of an uninformed jammer.
IEEE Trans. Wirel. Commun. 2017, 16, 6193-6206.

Sun, R.; Zeng, S.; Zhu, X. Limits of Covert Communication over AWGN Channels in the Presence of Multiple Wardens. In
Proceedings of the 2018 International Conference on Networking and Network Applications (NaNA), Xi’an, China, 12-15 Oc-
tober 2018; pp. 143-146.

Gardner, W. Signal interception: a unifying theoretical framework for feature detection. IEEE Trans. Commun. 1988, 36, 897-906.
Gelli, G; Izzo, L.; Paura, L. Cyclostationarity-based signal detection and source location in non-Gaussian noise. IEEE Trans.
Commun. 1996, 44, 368-376.

Gardner, W.; Spooner, C. Detection and source location of weak cyclostationary signals: simplifications of the maximum-likeli-
hood receiver. IEEE Trans. Commun. 1993, 41, 905-916.

Ahnstrom, U.; Falk, J.; Handel, P.; Wikstrom, M. Detection and direction-finding of spread spectrum signals using correlation
and narrowband interference rejection. In Nordic Matlab Conference, Copenhagen, Denmark, 21-22 October 2003; COMSOL A/S:
Seborg, Denmark, 2003.

Hassan, A.K.; Moinuddin, M.; Al-Saggaf, U.M.; Aldayel, O.; Davidson, T.N.; Al-Naffouri, T.Y. Performance Analysis and Joint
Statistical Beamformer Design for Multi-User MIMO Systems. I[EEE Commun. Lett. 2020, 24, 2152-2156.

Dybdal, R.B.; Soohoo, K.M. LPI/LPD detection sensitivity limitations. In Proceedings of the 2014 IEEE Military Communications
Conference, Baltimore, MD, USA, 6-8 October 2014; pp. 1657-1662.

Burel, G. Detection of spread spectrum transmissions using fluctuations of correlation estimators. In IEEE Int. Symp. on Intelli-
gent Signal Processing and Communication Systems (ISPACS'2000), Honolulu, Hawaii, USA, 5-8 November 2000; Volume 11,
p- BS).

Zhao, Z.; Xing, G.; W, J. The detection methods based on the fourth-order moment slices and the accumulation for DSSS/QPSK
signal. In Proceedings of the 2006 8th international Conference on Signal Processing, Guilin, China, 16-20 November, 2006;
Volume 4.

Katulski, R.J.; Stefanski, J.; Studanski, R.; Was, R. DS CDMA radio transmissions detection. In Proceedings of the 2008 IEEE
Conference on Technologies for Homeland Security, Boston, MA, USA, 12-13 May, 2008; pp. 36—40.

Zhao, Z.; Pu, ]. A detection method of DS-CDMA signal based on the quadratic fourth-order moment chip. In Proceedings of
the 2009 International Conference on Networks Security, Wireless Communications and Trusted Computing, Wuhan, China,
25-26 April 2009; Volume 2, pp. 759-762.

Zhang, T.; Zhang, W.; Dai, S.; Ma, G.; Jiang, Q. A spectral method for period detection of pn sequence for weak ds-ss signals in
dynamic environments. In Proceedings of the 2009 International Conference on Networks Security, Wireless Communications
and Trusted Computing, Wuhan, China, 25-26 April 2009; Volume 1, pp. 266-269.

Nie, D.; Xie, K.; Zhou, F.; Qiao, G. A Correlation Detection Method of Low SNR Based on Multi-Channelization. IEEE Signal
Process. Lett. 2020, 27, 1375-1379.

Li, X.; Hwu, J.; Ratazzi, E.P. Array Redundancy and Diversity for Wireless Transmissions with Low Probability of Interception.
In Proceedings of the 2006 IEEE International Conference on Acoustics Speed and Signal Processing Proceedings, Toulouse,
France, 14-19 May 2006; Volume 4, p. IV.

Zheng, T.X,; Wang, HM.; Ng, D.W.K,; Yuan, J. Multi-antenna covert communications in random wireless networks. IEEE Trans.
Wirel. Commun. 2019, 18, 1974-1987.

Ramirez, D.; Via, ].; Santamaria, I.; Scharf, L.L. Detection of Spatially Correlated Gaussian Time Series. IEEE Trans. Signal Process.
2010, 58, 5006-5015.

Tranter, W.H.; Rappaport, T.S.; Kosbar, K.L.; Shanmugan, K.S. Principles of Communication Systems Simulation with Wireless Ap-
plications; Prentice-Hall: Hoboken, NJ, USA, 2004; Volume 1.

Proakis, J.G.; Manolakis, D.G. Digital Signal Processing; MPC: New York, NY, USA, 1992.


http://mostwiedzy.pl

A\ MOST

Electronics 2021, 10, 2566 15 of 15

28.
29.
30.
31.
32.
33.

34.

Rabiner, L.R.; Gold, B. Theory and Application of Digital Signal Processing; Prentice-Hall: Hoboken, NJ, USA, 1975.

Schmidt, R. Multiple emitter location and signal parameter estimation. IEEE Trans. Antennas Propag. 1986, 34, 276-280.

Roy, R.; Kailath, T. ESPRIT-estimation of signal parameters via rotational invariance techniques. IEEE Trans. Acoust. Speech,
Signal Process. 1989, 37, 984-995.

Vasarelli, C.; Roos, F.; Durr, A; Schlichenmaier, J.; Hugler, P.; Meinecke, B.; Steiner, M.; Waldschmidt, C. Calibration and Di-
rection-of-Arrival Estimation of Millimeter-Wave Radars: A Practical Introduction. IEEE Antennas Propag. Mag. 2020, 62, 34—45.
Gabriel, W. Using spectral estimation techniques in adaptive processing antenna systems. IRE Trans. Antennas Propag. 1986, 34,
291-300.

Fu, H,; Abeywickrama, S.; Yuen, C.; Zhang, M. A Robust Phase-Ambiguity-Immune DOA Estimation Scheme for Antenna
Array. IEEE Trans. Veh. Technol. 2019, 68, 6686—6696.

Shirkolaei, M.M. Wideband linear microstrip array antenna with high efficiency and low side lobe level. Int. ]. RF Microw.
Comput. Eng. 2020, 30, 22412.


http://mostwiedzy.pl

