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ABSTRACT This paper aims to review the main research points regarding DC fast charging stations. At the
beginning, the paper addresses an overview of DC fast charging standards, galvanic isolation, EV powertrain,
and some examples of real DC fast chargers. This part highlights that DC fast chargers are usually connected
to an AC network or microgrid, whereas DC microgrids would be a better choice to increase the charging
efficiency and reduce the costs. However, the lack of standards in terms of protection and metering made
their spread limited for the moment. Moreover, the paper describes the power converter topologies typically
adopted in DC fast charging stations and emerging solutions to interface EVs with both 400 V and 800 V
powertrains. Then, the paper explains the main architectural features of DC fast charging stations connected
to DC networks or microgrids because of their potential to become the standard infrastructure in this field.
Furthermore, the energy management strategies for DC fast charging stations are discussed, taking into
account their relevant goals. Finally, cybersecurity issues of charging stations are covered, also considering
their impact on grid and electric vehicle supply equipment, and providing a particular discussion regarding
DC fast charging stations.

INDEX TERMS Electric vehicles, DC fast charging stations, power converters, energy management, cyber-
security.

I. INTRODUCTION
Electric vehicles (EVs) have known significant growth over
the years and are one of the solutions leading towards the
green energy transition. EV registrations increase every year,
in particular in China, Europe, and the USA, as shown
in Fig. 1 [1]. However, one of the main issues affecting
EV sales is range anxiety in comparison to the higher au-
tonomy of traditional internal combustion engine vehicles
(ICEVs). One way to address this issue is to improve battery

technology, and many research works focus on this topic. For
example, the methods to improve the cathode performance in
lithium-ion batteries (LIBs) for EV applications are reviewed
in [2]. Moreover, the limitations of LIBs when charging at
a high current rate and the consequent battery degradation
are addressed in [3]. Furthermore, the thermal management
of LIBs based on forced air is discussed in [4]. However,
LIBs also have an environmental impact that must concern
governments, manufacturers, and scientists [5]. Recycling
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FIGURE 1. EV registrations in the period 2016–2021 [1].

LIBs is a practical way to decrease their environmental im-
pact [6].

Another way to address the range anxiety issue is to develop
a wide fast charging infrastructure that allows EV owners
to recharge their EVs in a short time range, comparable to
the refueling time of ICEVs. For example, Tesla supercharg-
ers allow to add up to 300km in 15 minutes [7]. DC fast
charger distribution increased more or less with the same
speed as EV registrations, as shown in Fig. 2(a) [1], [8].
Moreover, Fig. 2(b) shows that China is the leading coun-
try by the number of EV chargers [8]. However, planning
the charging infrastructure taking into account the limitations
of the power distribution networks is one of the main chal-
lenges that electricity distributors have to face in the coming
years [9].

Various reviews addressed different DC fast charging as-
pects. International standards and main architectural features
of EV charging were dealt with in [10] and [11]. The main
power converters adopted in DC fast charging stations and
their related control methods were addressed in [12]. Some
examples of real chargers and their power converter topolo-
gies were shown in [13]. MV extreme fast charging power
conversion technology based on the solid-state transformer
(SST) was addressed in [14], [15], [16]. The grid impact
of DC fast charging stations was examined in [17]. En-
ergy storage systems for DC fast charging stations were
discussed in [18]. Even though these reviews covered numer-
ous power converters adopted in DC fast charging stations
and are milestones in this field, the arrival of new EV mod-
els with 800 V powertrains on the market creates the need
for low-cost single-stage DC-DC converter topologies capa-
ble of interfacing both the traditional 400 V and the new
800 V powertrains. Moreover, since DC fast charging stations
connected to DC networks and DC microgrids are expected
to be dominant in the future due to the higher efficiency,
fewer power converters needed, and reduced costs compared
to a traditional AC network, the given paper aims to give
a detailed explanation of their main architectural features.
In recent years, some manufacturers of power electronic

converters have been proposing to use 400 V/800 V interface
converters as a temporary solution to fix compatibility issues
between the existing charging infrastructure and forthcoming
EVs [19]. Hence, the industry requires universal and low-cost
power electronic solutions enabling future-proof EV charging
infrastructure.

Furthermore, various reviews have also addressed energy
management and related topics of EV charging stations.
A review on vehicle-to-everything (V2X) technologies was
addressed in [21] and the energy management strategies
in vehicle-to-grid (V2G) with integrated renewable energy
sources (RESs) were reviewed in [22]. A review of energy
management strategies for EV charging stations was also
given in [23]. Even though these reviews give a good perspec-
tive of energy management issues in EV charging stations,
they do not specifically address energy management strategies
for DC fast charging stations. This research gap is covered in
the given paper.

Finally, this paper also reviews the main cybersecurity is-
sues in DC fast charging stations. This point is usually not
connected to the standards, infrastructure, and power conver-
sion technology of DC fast charging stations, but it was added
to give a complete perspective of the challenges regarding DC
fast charging stations, where communication infrastructure
and associated cybersecurity measures are inseparable parts
of the whole system.

The main contributions of this review paper are stated as
follows to highlight the difference with the previous reviews
in the same field:

1) This paper reviewed the standards of DC fast charging
stations, taking into account new updates and emerging
standards, such as the MW charging system, omitted in
the previous reviews. Moreover, the differences between
the new 800 V EVs and the traditional 400 V EVs have
been explained. Yet, examples of real chargers have
been provided, also taking into account new charging
solutions based on a common DC-bus.

2) The main converter topologies adopted in DC fast
charging stations have been reviewed. Moreover,
emerging converter topologies that were not addressed
in previous reviews have been covered to demonstrate
universal single-stage charging solutions compatible
with both traditional 400 V EVs and emerged 800 V
EVs.

3) The main architectural features of DC fast charging
stations with common DC-bus and located inside DC
networks or microgrids have been discussed with exam-
ples of real chargers and patented solutions. Moreover,
MW charging has been covered, taking into account
architecture and issues. Safety, protection, and isolation
requirements have also been addressed. Yet, the inte-
gration of battery energy storage systems (BESSs) into
DC-connection fast charging stations and the case study
of the integration of DC fast chargers into traction grids
have been discussed.
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FIGURE 2. Fast chargers availability. (a) Fast chargers per EV available in different regions in the years 2016-2021 [1], [8]. (b) Breakdown of publicly
available EV fast chargers in 2021 [8].

TABLE 1. Comparison of Research Topics Addressed in Review Papers on DC Fast Charging Stations

4) The energy management strategies adopted in DC fast
charging stations have been reviewed and classified
based on their goals and their optimization approaches.

5) Cybersecurity issues related to EV charging and DC fast
charging stations have been reviewed, and their impact
on the power grid, charging station, and power convert-
ers have been addressed

In order to highlight the differences with respect to the cur-
rent state of the art on DC fast charging stations, the different
topics addressed in the given work have been compared to
other review papers as shown in Table 1. The importance of
the prior review papers cannot be overstated, but the fast pace
at which this topic develops warrants regular updates on the
state of the art, including topics like cybersecurity that were
not considered till recently. As can be observed from the table,
this study provides a unique combination of topics that reflect
the latest advancements in DC fast charging stations and their
implementation issues. In particular, this paper addresses new
standards available on the market, such as ChaoJi and MW
charging. Moreover, tailored power converter solutions to in-
terface both 400 V and 800 V based-EVs are reviewed for
the first time in this research work. Such converters are really

important to keep high conversion efficiency when charging
EVs with different battery voltages, ideally from 200 V to
1000 V to interface old, new, and coming technologies. DC
fast charging architectures based on DC microgrids have been
reviewed for the first time as well, also including the integra-
tion into traction grids and MW charging stations. Several new
energy management works specifically intended for DC fast
charging stations have also been reviewed in a comprehensive
way to highlight the importance of optimization strategies
in the charging infrastructure. Furthermore, cybersecurity for
DC fast charging stations has been discussed for the first
time, detailing the cyber attacks and the approaches to deal
with them, as well as analyzing their impact on the charging
and electrical infrastructure. The research works linking the
electrical layer and the cyber layer of the DC fast charging
stations have been reviewed in this paper for the first time.

This paper is divided into the following sections. Section II
gives an overview of DC fast charging standards, implica-
tions related to galvanic isolation, EV powertrains currently
available on the market, and commercial EV fast chargers.
Section III reviews the power converter topologies adopted in
DC fast charging stations connected to the LV grid and to the
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MV grid and emerging converter topologies to create a univer-
sal interface for 400 V and 800 V EVs. Section IV explains the
main architectural features of DC fast charging stations based
on a DC network or microgrid. Section V discusses energy
management strategies adopted in DC fast charging stations.
Finally, Section VI introduces the main cybersecurity issues
of charging stations in general, also providing a discussion
focused on DC fast charging stations.

II. OVERVIEW OF DC FAST CHARGING SYSTEMS
This section explains the main features of DC fast chargers.
In particular, charging levels are categorized into classes to
explain why DC fast charging is needed and what the dif-
ference is with the other types of charging methods for EVs.
Then, a comparison between 400 V and 800 V EV architecture
will follow to understand which kind of EVs are currently
available on the market and how their architecture can affect
the development of DC fast charging stations. Finally, exam-
ples of commercial fast chargers currently available on the
market will be discussed to give a real perspective of such
a technology.

A. CHARGING STANDARDS
The charging standards for EV charging can be first divided
into AC and DC charging. AC charging standards are usually
associated with slow charging and are characterized by the
presence of on-board battery chargers [11]. The SAE J1772
standard is the one used in the United States, Japan, and South
Korea, and it has a maximum power of 1.9 kW in level 1 and
19.2 kW in level 2. The IEC 61851 is the charging standard
used in Europe and Australia, and it has a maximum power of
13.3 kW in mode 1 and 22 kW in modes 2-3. GB/T is the AC
charging standard used in China and India. It provides a max-
imum power transfer of 12.8 kW. In November 2022, Tesla
opened its charging standard, and it is now called the North
American Charging Standard (NACS) [25]. In AC charging,
NACS provides a maximum of 7.7 kW for mobile connection
and 20 kW for wall connection [13], [26], [27].

DC fast charging is instead associated with off-board bat-
tery charging because the power provided by an off-board
charger is too high to be delivered through an on-board
charger, and it would occupy too much space inside the
EV [11]. The first widely-adopted DC charging standard is
CHAdeMO, a standard spread globally, which offers a max-
imum power of 400 kW and an output voltage from 50 to
1000 V. CCS type 1 and type 2 offer both 350 kW maximum
power and from 200 V to 1000 V output voltage. The first
one is used in the United States and South Korea, whereas
the second one is used in Europe and Australia. GB/T is
adopted in China and India and offers a maximum charging
power of 237.5 kW with an output voltage from 250 to 950 V.
NACS offers a maximum charging power of 350 kW with
an output voltage from 300 to 480 V, which then is not ad-
equate for 800V drivetrain [13], [14], [26]. CHAoJi is a new
standard born from the collaboration between the CHAdeMO

and GB/T standards with the aim of further increasing the
charging power of DC fast chargers. It offers a maximum
charging power of 900 kW and a maximum output voltage
of 1500 V [17], [24], [26]. Finally, the megawatt charging
system (MCS) was proposed by CharIN to be considered by
standards development organizations in 2018. It is rated for
up to 3.75 MW of charging power with an output voltage
of 500–1250 V and an output current of 3000 A [28]. Even
though such a standard offers a very high charging rate, its
output voltage is not meant for traditional 400 V EVs, and
so, it cannot be considered a universal solution for light-duty
(LD) and heavy-duty electric vehicles (HD-EVs). A harmo-
nized universal standard for LD-EVs and HD-EVs is currently
missing, which could potentially lead to copativility issues in
charging infrastructure for EV owners and companies. The
specifications of the existing standards are summarized in
Table 2.

It is worth mentioning that the dropping popularity of
CHAdeMO charging stations leaves a gap in the market of
V2G solutions. Rapidly proliferating CCS charging standard
does not provide market-ready V2G DC-connected solutions
yet. On one side, DIN 70121 communication protocol cur-
rently used in CCS EV chargers does not fully correspond
to the needs of the V2G market. On the other hand, the
existing powerline communication hardware implemented in
the CCS chargers is compatible with the latest updates to the
ISO 15118-20 communication interface. A simple software
update would enable the next generation of communica-
tion and control features along with updated cybersecurity.
The current roadmap of the CCS 2.0 standard development
by CharIN e.V. states that aggregated level-4 V2G bidi-
rectional charging will be specified around 2025 based on
the ISO 15118-20 [29]. On the positive side, many of the
deployed CCS chargers are V2G-ready and, with updated
software, would be able to implement the forthcoming addi-
tions to the standard.

B. EV POWERTRAIN: 400 V VS. 800 V
In order to understand the advancements in the DC fast charg-
ing technology, it is important to understand what are the
typical bus voltages adopted in an EV powertrain and how
they affect the maximum allowed charging power of an EV.
EV manufacturers have traditionally adopted 400 V buses in
the powertrains of their vehicles. However, companies are
now considering adopting the 800 V architecture because
this allows them to reduce the charging current, decrease
the cabling size, and reduce the overall weight of the EVs.
Another important advantage is that the 800 V architecture
would enable an increased charging power for EVs, making
the charging duration comparable to the refueling of ICEVs.
However, a first disadvantage of the 800 V architecture is that
the battery needs to have twice the number of cells connected
in series, which leads to a more complex battery management
system (BMS) architecture and increased costs. Moreover, the
inverters that are usually used in EVs are made of 600 V
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TABLE 2. Standards for DC Fast Charging Stations [13], [14], [17], [24]

TABLE 3. Examples of EVs Available on the Market

IGBTs, whereas the 800 V architecture would require 1200 V
MOSFETs or IGBTs, which in turn increases the costs of the
system as well [30], [31].

Another problem raised from this development is the com-
patibility of EV chargers with different types of powertrain
architecture. EVs with the 800 V architecture are usually
equipped with an onboard DC-DC converter to interface
chargers that were developed for a 400 V architecture. In
this sense, the lack of a common architecture can cause a
decreased charging efficiency and force manufacturers to in-
crease the costs of EV chargers to make them compatible
with different powertrain architectures. As it is possible to
see from Table 3, the 800 V architecture effectively enables
high power charging rates. Several manufacturers have been
able to reach charging speeds of 350 kW, uncovering the full
potential of the 800 V powertrains [30]. On the other hand,
the Tesla Model Y Long Range and Tesla Model 3 Long
Range are two examples employing the 400 V architecture
with a power charging rate comparable to that of the 800 V
architecture.

C. CURRENT DEVELOPMENTS IN EV FAST CHARGERS
DC fast charging stations can be connected to an AC net-
work/microgrid or to a DC network/microgrid. Consequently,
the fast charging stations could be referred to as AC-connected
and DC-connected to highlight this difference [26]. AC-
connected fast charging stations are more adopted than DC-
connected ones because they provide reliable protection and
metering standards. However, they require a DC-DC con-
version stage per each charger, which means an increase in
cost and a decrease in efficiency. On the other side, DC-
connected fast charging stations require only one rectification
stage interfacing the grid, which decreases costs and improves
efficiency. However, DC-connected fast charging stations, and
more in general low voltage DC networks and microgrids,
lack protection and metering standards, which is the reason
why AC-connected fast charging stations are currently more
common [11], [14]. AC-connected and DC-connected fast
charging systems are shown in Fig. 3(a) and (b), respectively.
Several examples of the commercial AC-connected and DC-
connected fast EV chargers are given in Table 4.

An example of the higher efficiency of DC-connected
fast charging stations was given in [26], where the Tritium
PKM150 is shown to have an efficiency of 97% [34]. On
the other side, the PHIHONG 150 Series is an AC-connected
charger with an efficiency of about 94% [33]. This example
shows the potential of DC-connected fast charging stations as
the fast charging solution of the future, making DC-connected
fast charging stations the main focus of this paper. Also, they
allow for straightforward integration of on-site renewable en-
ergy generation and energy storage systems and enable their
grid-interactive operation.

III. POWER CONVERTERS FOR DC FAST CHARGING
STATIONS
The choice of converter topology for fast charging stations is
extremely important, as it directly determines the applicability
of the charging station in each specific case. In particular,
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FIGURE 3. DC fast charging systems. (a) AC-connected fast charging station. (b) DC-connected fast charging station [26].

TABLE 4. Examples of AC-Connected and DC-Connected Fast Charging Stations Available in the Market [11], [14]

selecting both the AC-DC stage when connecting to AC grids
and the DC-DC stage when connecting directly to DC grids
is crucial. For this reason, this section aims to review the
most common AC-DC and DC-DC converters used in DC
fast charging applications. Moreover, this section analyzes
the converter solutions that are adopted in MV applications.
Then, emerging solutions proposed in literature or patented
by companies will also be discussed.

A. AC-DC CONVERTERS
The three-phase PWM rectifier is a bidirectional topology
made of three switching legs, each of them with two IGBTs
or MOSFETs, and antiparallel diodes. This topology can be
used to reach the power factor of one and low total harmonic
distortion (THD), thanks to its high controllability and the
capability to decouple active and reactive power [26]. On the

other side, a traditional diode rectifier is not a suitable choice
for EV charging stations because it has a high input harmonic
content, absorbing reactive power from the grid, which can-
not be mitigated due to the lack of controllable switches.
This phenomenon reduces the efficiency and deteriorates the
voltage of the grid, which cannot be allowed considering the
future spread of EV charging stations [38]. Furthermore, this
topology is of boost-type, which means that its output voltage
is higher than the peak value of the input AC line-to-line
voltage [14], [39]. Three-phase PWM rectifier has already
been analyzed for EV charging station applications in various
papers [14], [38], [39], [40], [41], [42], [43], [44], [45].

Another converter topology that can be used as an AC-DC
stage in DC fast charging stations is the neutral-point-clamped
(NPC) converter. It is made of three switching legs, each com-
prising four switching devices and two diodes used to clamp

1578 VOLUME 5, 2024

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

http://mostwiedzy.pl


TABLE 5. Comparison of AC-DC Converter Topologies

the output voltage to the voltage of the neutral point [26].
Considering the advantages of this topology compared to the
three-phase PWM rectifier, the NPC converter offers a lower
THD and provides less stress on the switching devices. More-
over, this topology can be exploited to create a bipolar DC
architecture, which can be useful for DC fast charging stations
with different battery voltages (e.g. 400 V to 800 V for EVs
and 1000V for electric trucks). However, the disadvantage of
a bipolar architecture is the complex control or extra circuitry
needed to balance the voltage of the DC-link capacitors [14],
[26], [46], [47]. Studies on NPC for DC fast charging stations
have been already discussed in literature [48], [49], [50] as
well as the comparison between NPC and two-level three-
phase PWM rectifier [51], [52], [53], [54].

The Vienna rectifier is a unidirectional topology made of a
three-phase rectifier and three bidirectional switches. It was
synthesized as a combination of the traditional three-phase
rectifier and the boost converter to provide power factor cor-
rection (PFC) [55]. The main features of this topology are high
power density, high efficiency, and very low THD. Moreover,
it ensures less stress on the switching devices because of the
neutral point as in the NPC converter [26], [56], [57]. Vienna
rectifier has already been discussed in the literature on EV fast
charging applications [14], [58], [59], [60], [61], [62], [63],
[64]. Furthermore, the bidirectional version of the Vienna
rectifier is essentially a t-type converter, which substitutes
the diodes with MOSFETs. T-type converter maintains the
features of the Vienna rectifier and allows the vehicle-to-grid
(V2G) operation mode, making it a suitable candidate for DC
fast chargers of EVs [26], [65], [66], [67].

The baseline AC-DC converter topologies are summarized
in Table 5.

B. ISOLATED DC-DC CONVERTERS
The DC-DC conversion stages in DC-connected fast charg-
ing stations are typically isolated because IEC 61851-23 [68]

states that DC fast charging stations with multiple outputs
require isolation in each output, and a low frequency trans-
former per each output would be too expensive. Thus, the
following subsection discusses isolated DC-DC converter
topologies, which are usually used in real applications and
adopted by the manufacturers.

One of the basic circuits to provide galvanic isolation in EV
charging stations is the phase-shift full-bridge (PSFB). The
PSFB is an unidirectional topology made of an active full-
bridge on the primary side and a diode bridge on the secondary
side. This topology is used for high-power and high-voltage
applications such as DC fast charging stations [26], [69], [70].
An appealing feature of this converter is the zero voltage
switching (ZVS) turn-on of the switching devices, which,
however, cannot be exploited at light-load [26], [71].

In order to provide bidirectional power flow, the sec-
ondary side diode bridge in PSFB can be replaced by an
active full-bridge, which creates a bidirectional dual active
bridge (DAB) topology. The DAB converter is a well-known
topology providing high power density and soft-switching ca-
pabilities, suitable for various applications such as microgrids,
aerospace, and on/off-board battery chargers for EVs [26],
[72], [73], [74]. A variation of the classical DAB topology
is the three-phase DAB. This topology is adopted in high-
power applications that require high power density. Compared
to the traditional DAB topology, the three-phase DAB con-
verter offers lower turn-off peak currents in the switching
devices, lower apparent power, reduced high-frequency losses
due to the more sinusoidal waveforms of the currents going
through the transformer windings, and lower rms currents in
the input and output filtering capacitors, which in turn allows
using electrolytic capacitors instead of the more expensive
foil ones [75], [76]. However, its more complex structure
does not allow the use of modulation techniques targeting
extended soft-switching of the power devices. The phase shift
modulation between the two bridges of the converter is, in
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fact, the only possible modulation, which in turn can reduce
the efficiency of the converter itself [76].

Series resonant converters are a family of converters featur-
ing a high-frequency transformer providing galvanic isolation
and a series resonant tank made of an inductor and a ca-
pacitor. The first side can be a half-bridge, full-bridge, or
even multilevel half/full-bridge, whereas the second side is
usually a diode bridge in case of unidirectional topologies
or an active half/full-bridge in case of bidirectional topolo-
gies [26]. The switching frequency of these converters is
usually chosen slightly below the resonant frequency to im-
plement zero current switching conditions (ZCS) [77]. In
addition to their soft-switching capability, series resonant con-
verters are also chosen for their fault-tolerant feature [26],
[78]. Various examples of series resonant converters for EV
charging applications have been proposed in [79], [80], [81].

C. NON-ISOLATED DC-DC CONVERTERS
Single-stage non-isolated DC-DC converters are suitable for
standalone AC-connected fast chargers that are isolated by
means of a low-frequency transformer but, as explained in
the previous subsection, are usually avoided in DC-connected
fast charging stations because of their incompatibility with the
current standards. Non-isolated topologies can also be used
in the newest 800 V EVs to interface with the oldest fast
charging stations designed for 400 V EV powertrain, as shown
in [82]. Additionally, a non-isolated DC-DC converter can be
paired with an isolated DC-DC converter to create a two-stage
DC-DC isolated EV charger. An example of this concept is
proposed in [83]. Typical advantages of non-isolated DC-DC
converters are high efficiency, high power density, and re-
duced costs.

One of the simplest and most common bidirectional topolo-
gies is the half-bridge-based buck converter. It ensures high
power density, high efficiency, low cost, and simple struc-
ture [84]. Another advantage that makes this topology appeal-
ing in fast charging solutions is its capability to limit the short
circuit current when operating in buck mode for the grid-to-
vehicle (G2V) operation [85]. However, such a converter does
not guarantee the same short circuit current limiting capability
in the case of V2G applications, in which it would behave
as a boost converter. Moreover, it is possible to use buck
converters as the basic topology of multi-phase interleaved
converters. Due to a power distribution between phases, in-
terleaved converters have increased power rating, increased
efficiency at partial loads, and decreased output current and
voltage ripple, which results in smaller filter components and
better fault riding through capability [86]. The invention of
a non-isolated DC fast charger based on an interleaved buck
topology has been claimed in [87], but the status of this patent
is still pending.

The three-level buck converter shows some advantages
compared to the traditional buck converter. This topology
leads to less stress on the switching devices, the capability to
operate in a bipolar configuration, and smaller inductor size,
which in turn results in reduced cost. However, the bipolar

configuration also leads to a more complex control needed to
balance the capacitors’ voltages [88], [89], [90]. As with the
traditional buck converter, this topology limits the short circuit
current when operating in buck mode to charge the EV battery
but not when operating in boost mode in V2G applications.

A summary of baseline DC-DC converter topologies is
listed in Table 6. Moreover, two examples of real DC fast
chargers are shown in Fig. 4 [13]. Fig. 4(a) shows the power
architecture of ABB Terra HP, a standalone AC-connected
charger rated at 150 kW. Here, since the galvanic isolation is
provided by a low-frequency transformer, an interleaved buck
converter is used as DC-DC conversion stage. Fig. 4(b) shows
instead the power architecture adopted in Enercon E-charger
600, which is a multi-port DC-connected fast charger. Here,
PSFBs are used to provide galvanic isolation. The use of a
single low-frequency transformer would not be sufficient in
this case because IEC 61851-23 [68] clearly states that in a DC
fast charging station equipped with multiple ports operating at
the same time every port requires isolation.

D. MV SOLUTIONS FOR DC FAST CHARGING STATIONS
In the classical configuration of an AC- or DC-connected fast
charging system, the rectifiers are connected to an LV AC
grid with 480 V phase-to-phase voltage in North America and
400 V phase-to-phase voltage in the rest of the world. In turn,
such an LV AC grid is connected to an upper MV AC grid
through a low-frequency isolation transformer. However, the
latter is bulky and unable to provide any additional services.
For these reasons, different examples of DC fast charging
stations connected to the MV grid have been proposed, one
of which is the solid-state transformer (SST). SST is typically
made of several cells equipped with a rectifier and an isolated
DC-DC converter that uses a medium or high-frequency trans-
former. It also requires additional DC-AC cells in the case of
AC-AC applications, which, however, is not the typical study
case for DC fast charging stations. Comprehensive reviews
of SST-based MV solutions for DC fast charging stations
have already been made in [14], [15], [16], [20]. SSTs are
smaller and lighter than traditional low-frequency transform-
ers. Moreover, they can provide ancillary services, such as
power flow control, voltage sags compensation, fault current
limitation, and DC bus regulation [91]. However, it has been
proven that they cost more than traditional low-frequency
transformers for the same operating range, especially in AC-
AC applications, where they are not currently considered
economically feasible [92], [93]. In fact, the price per kVA
of low-frequency transformers decreases when the capacity
increases, whereas the price of SSTs increases because of the
limitations of SiC MOSFETs and efficiency standards [94].
The situation is different in AC-DC applications, where the
SST can have similar losses and the cost gap is reduced [95].
This means that the SST could be an economically viable
solution for the proper operation of future DC microgrids that
integrate DC chargers, RESs, and traditional loads. Moreover,
the adoption of SST-based charging solutions can be benefi-
cial in big cities where there is a need for charging stations,
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TABLE 6. Comparison of Conventional DC-DC Converter Topologies

but there is not enough space for the installation of bulky
low-frequency transformers [14]. Another advantage of SST
is its modular structure, which can be extended in case extra
capacity is needed, whereas low-frequency transformers must
be substituted [16]. . Several SST-based MV solutions have
already been proposed in the literature, and they can be made
of one [96], [97] or several modules [98], [99], [100], [101].

Modular multilevel converters (MMCs) have been pro-
posed to interface the charging stations directly to the MV AC
grid in standalone or SST configuration [102]. This approach
allows to decrease the number of power conversion stages
and, consequently, reduce the cost and increase the efficiency
of the whole system. Other advantages that make MMC ap-
pealing as AC-DC stage for DC fast charging stations are its
modularity, scalability, fault tolerance capability, low THD,
and absence of DC-link capacitor [102], [103], [104], [105],
[106]. MMC is made of three legs, each of them composed of
two arms of converter submodules (SMs) connected in series.
Arm inductors connect the two arms of each leg, and each
submodule has an output capacitor. Different converters can
be adopted as MMC submodules, such as half-bridge and
full-bridge topologies [103]. However, among the disadvan-
tages of MMC, the design and control complexity can be
highlighted.

Cascaded H-bridge (CHB) is another suitable topology for
MV solutions. The advantages of this configuration are the
small size of passive components and the low current har-
monics generated by the DC bus voltage ripple [107]. It can
also provide an increased efficiency compared to the MMC
for medium voltage applications [108] and better dynamic
response [109]. Another similar cascaded topology is the
cascaded-high-frequency converter, which has the advantage
of being an isolated topology. An example of the application
of such a converter in MV charging applications is given
in [110].

E. PARTIAL POWER CONVERTERS
Partial power converters are among the emerging power con-
verter topologies that have been proposed for DC (extreme)
fast charging stations. The concept behind these topologies is
to process only a fraction of the power delivered to the EV
battery through the power converter, which keeps the voltage
and current regulation, while the rest of the power is trans-
ferred through a direct connection to the source. This leads to
increased efficiency because the power converter itself has lit-
tle influence on the efficiency of the overall system. Moreover,
this approach allows for a reduction in the power rating of the
converter, which in turn means a reduction of the costs [113].
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ARENA ET AL.: COMPREHENSIVE REVIEW ON DC FAST CHARGING STATIONS FOR ELECTRIC VEHICLES

FIGURE 4. Examples of power conversion technologies adopted in real DC fast chargers. (a) ABB Terra HP. (b) Enercon E-charger 600 [13].

Two partial power converters based on a PSFB were pro-
posed in [70] and [114]. Both of them have a low partiality
ratio, i.e., the ratio between processed and delivered power,
which in turn reduces the size, power loss, cost, and stress on
the switching devices. However, these works do not take into
account the possibility of a V2G operation mode, and they do
not consider EV powertrain architectures based on 800 V bat-
teries. The partial power converters topology proposed in [70]
is shown in Fig. 5(a). It features series input port and parallel
output port and performs voltage step-down during EV battery
charging, i.e., the DC link must be higher than the battery
voltage.

Two buck-boost partial power converters based on high-
frequency transformers were proposed in [115] to interface
400 V and 800 V EV powertrains. Both topologies have a
full-bridge cell on the primary side, but the first one uses
two-quadrant switches on the secondary side, whereas the
other one uses an extra unfolding circuit. Buck-boost voltage
functionality can be achieved only if a DC-DC cell inside
a partial power converter can operate with different voltage
polarities. This could be achieved in two ways:

� Using galvanically isolated current-fed DC-DC topol-
ogy, where series port utilizes the DC inductor and 2-
or 4-quadrant switches for unidirectional or bidirectional
power flow, correspondingly.

� Using galvanically isolated voltage-fed DC-DC topol-
ogy with an unfolded in the series port.

On one side, the second approach could appear as a more
desired one due to the dominance of voltage-fed converters in
the industry. On the other side, recent research shows that such
solutions provide high performance only in a narrow voltage
regulation range and suffer from excessive circulating en-
ergy, i.e., high RMS currents, while the current-fed solutions
demonstrate balanced performance in a wide voltage regu-
lation range and can perform zero voltage crossing (change
of voltage polarity) at full current in series port [116], [117].
Similar results were obtained in [115], where the current-fed-
based solution has shown better performances, and for this
reason, it has been selected for fast-charging applications.
Such a converter provides an estimated efficiency of over
99%. In addition, a transformerless partial power converter
was proposed in [118]. The converter topology is similar to
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FIGURE 5. Partial power converters. (a) Partial power converter based on the PSFB topology [70] . (b) Multiport power converter based on a triple active
bridge with a partial power processing port [111] . (c) Galvanically isolated EV charger architecture with voltage regulation based on partial power
processing principles [112].

the PSFB but with a capacitive network replacing the isolation
transformer. This topology has been proven to be a reasonable
solution for a wide range of EV batteries, from 400 V to
800 V. However, its scalability in power is limited due to the
high current stress of the capacitors in the isolation capacitive
network.

The main drawback of the presented partial power topolo-
gies is that they do not provide isolation between the DC

bus and a charging port. It could be demonstrated that
lack of transformer- or semiconductor-based isolation makes
multi-port DC fast charging stations unreliable due to high
susceptibility to a single fault event at any EV charging
outlet [119]. On the other hand, we could expect PPCs to
be used in the onboard chargers, where the battery voltage
is known and could be matched with the DC link voltage
of the front-end converter [120]. On the other hand, several
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ARENA ET AL.: COMPREHENSIVE REVIEW ON DC FAST CHARGING STATIONS FOR ELECTRIC VEHICLES

hybrid approaches that provide galvanic isolation between
the AC and DC grids and employ partial power process-
ing principles for voltage regulation have appeared in the
literature.

A multiport converter topology shown in Fig. 5(b). is based
on a triple active bridge (TAB) DC-DC converter. It was pro-
posed in [111] to remove the need for an additional converter
in case a BESS is added to the DC fast charging station. The
peculiarity of this partial power converter is that it provides
isolation from the AC grid (VDCbus represents the DC link
voltage of a front-end rectifier) but not from the BESS. This
means that in case of fault, particular attention must be taken
to detecting the faulty current on the BESS side. This topology
was also compared to a triple active bridge and showed higher
efficiency and reduced cost as the partial power processing
port allows for delivering a high portion of the power directly
from the BESS to the EV battery, using components rated for
a fraction of the total power.

In recent years, two-stage energy conversion using a DC
transformer (DCX) for high-efficiency galvanic isolation and
voltage matching has demonstrated progress [121]. One ex-
ample of such approach was presented in [112], where a
charging converter was composed of 3 blocks, as shown in
Fig. 5(c):
� The isolation stage is composed of two series input series

output connected LLC converters to provide galvanic
isolation while sharing the input voltage stress. This
stage operates as a DCX with the highest possible ef-
ficiency.

� Voltage balancer that ensures equal voltage sharing be-
tween the series capacitors. The efficiency of such a
balancer was shown to be over 99.6% in a wide power
range [122].

� Partial power converter that is also connected to a mid-
point of the series capacitors in the second DC link. As it
operates only at half the voltage of the second DC link,
all the regulation of the output voltage can be performed
using power devices rated for half the voltage stress, i.e.,
using partial power processing.

This approach of combining an ultra-efficient voltage bal-
ancing converter with a transformerless partial power DC-DC
converter has been demonstrated for PV applications, where
it achieved remarkably high efficiency of up to 99.75% [122].

F. EMERGING ISOLATED DC-DC CONVERTERS WITH WIDE
CHARGING VOLTAGE RANGE
Other emerging converter topologies based on DAB, PSFB,
and resonant converters and suitable for a wide output volt-
age range are described in this part to match the 400 V and
800 V EV batteries currently available on the market. It is
worth mentioning that conventional topologies cannot operate
in the required ultra-wide output voltage range, which urges
the emergence of single-stage DC-DC converter topologies
capable of operating in the required output voltage regulation

range. As the overview below will demonstrate, this capabil-
ity can often be achieved via reconfiguration of the DC-DC
converter topology or connection structure.

A DAB-based converter was proposed in [125] to achieve a
wide output voltage of 200–1000 V in DC fast charging appli-
cations. Such a topology has two secondary bridges connected
to the primary bridge through a three-winding transformer.
Here, the output power is determined by the series induc-
tors in the secondary windings of the transformers. The two
secondary bridges can switch from a parallel to a series
connection to achieve the high voltage gain. The proposed
topology was able to keep an efficiency of more than 90 %
over the entire voltage range considering different charging
profiles, with a peak efficiency of 98.4 %. A design method-
ology based on the genetic algorithm was implemented to
establish the optimal turn ratios and inductor values of the
DAB-based topology. A disadvantage of such a topology is
the circulating current in case of unbalances between the sec-
ondary sides of the transformer. Furthermore, DC offset and
saturation of the transformer at extreme operational condi-
tions, such as a high buck or boost mode, may oblige the use of
DC blocking capacitors, which in turn increases the cost of the
topology and reduces its reliability. Also, the authors provided
a comparison that reconfigurable topology can outperform
multilevel DAB topology.

The same authors have published an alternative unidirec-
tional implementation of the reconfigurable topology demon-
strated in [125]. A reconfigurable topology based on the
unidirectional LLC converter was proposed in [126] to match
an input voltage of 800 V with a wide output voltage range
of 200–1000 V for EV fast charging applications. This re-
configurable topology works in parallel mode for low output
voltages and in series mode for high output voltage. The con-
verter operates close to the resonant frequency to guarantee
soft-switching conditions and limit the circulating currents on
the primary side. As Table 7 demonstrates, authors achieved
slightly better efficiency across the wide voltage regulation
range.

A similar topology adopting a three-winding transformer
and an LLC resonant tank is presented in [127]. Here, the
two output bridges are diode half bridges that can be arranged
into 6 operation modes by exploiting two extra MOSFETs and
diodes. In this way, the converter is able to achieve a very wide
output voltage range of 100–1100 V within a relatively low
operating frequency range of 50–155 kHz.

Another DAB-based converter with two LV bridges, two
transformers, and additional series and parallel switches to
reach high voltage gain was proposed in [123] in DC fast
charging and BESS applications. Here, only one inductor
between the primary sides of the two transformers is used
to determine the power transfer. The paper shows that the
proposed topology can significantly extend the voltage gain
of a traditional DAB converter. However, a complex design is
required to avoid common-mode current circulation and elec-
tromagnetic interference. This topology is shown in Fig. 6(a).
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TABLE 7. Comparison of Emerging DC-DC Converter Topologies
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ARENA ET AL.: COMPREHENSIVE REVIEW ON DC FAST CHARGING STATIONS FOR ELECTRIC VEHICLES

FIGURE 6. Emerging DC-DC converter topologies. (a) Bidirectional series-parallel TAB-based converter [123]. (b) Three-level DAB-based converter [124].

An off-board charger was proposed in [124] using a
three-level DAB as the DC-DC power conversion stage. A
dual-phase shift (DPS) modulation and the particle swarm al-
gorithm were used in this work to guarantee high voltage and
power ranges while reducing current and voltage stresses. In
particular, the particle swarm algorithm determines the inner
and outer phase shifts of the DPS modulation using the peak
inductor current as an optimization function. Such a topology
is shown in Fig. 6(b).

A new design methodology for a CLLC converter based
on the parameter equivalent principle and the time domain
model was proposed in [128] to extend the voltage gain range
in on-board charging applications. The parameter equivalent
principle is about calculating the equivalent parameters of a
CLLC converter with different primary and secondary reso-
nance frequencies, called a D-type CLLC converter, into a
CLLC converter with the same resonance frequency on the
primary and secondary side of the transformer, called S-type
CLLC converter. Since CLLC converters can also be adopted

as power modules of DC fast charging stations, this new
design methodology has the potential to be applied in these
applications.

Another design of the CLLC converter based on two NPC
full-bridge cells was proposed in [129]. It is based on the pos-
sibility of reconfiguring the converter topology using topology
morphing control (TMC) principles [130]. The TMC enables
the CLLC converter operation in seven different modes, en-
hancing the battery charging voltage range to 200-700 V with
a twofold-constrained switching frequency range. This ap-
proach embraces the full potential of the TMC with three-level
topologies. On the other hand, it cannot provide the same
performance as the three-port topologies with reconfigurable
series/parallel connection of two output ports, while it features
a higher number of components.

A bidirectional reconfigurable three-level LLC converter
was proposed in [131]. This converter can reach a wide volt-
age range just by varying the modulation of its two three-level
full bridges. In particular, it generates two switching modes
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(full and half bridge) for the first and the second full bridge
cells. Even though the switching modes for the two full
bridges generate four different combinations, two of them
share the same output voltage range. So, the proposed con-
verter and modulation approach offer three different voltage
gain ranges while keeping the switching frequency in a narrow
range to keep the soft switching capabilities.

An MV solution based on an MMC converter was proposed
in [132] to interface 400 V and 800 V EVs. Here, two second-
life batteries and 400V chargers are connected in parallel with
the upper and lower arms, respectively, and they are also
connected together in series. The MMC SMs are made of a
half-bridge converter and a dual active bridge converter. The
SMs are connected in parallel to interface up to six 400 V
chargers and in series to interface up to three 800 V chargers.
The main advantage of such a configuration is that it guaran-
tees very high power thanks to the MV connection. However,
the state of charge (SoC) of the two batteries connected to the
upper and lower arms must be equalized with a proper control
technique to avoid system instability. Moreover, the complex
structure and high number of components do not provide a
very high efficiency, which is 87% for this topology.

A two-stage DC-DC converter based on a unidirectional
LLC converter with a three-winding transformer, two diode
rectifiers, and two two-phases interleaved buck converters was
proposed in [83] for a 150–1000 V output voltage range.
The proposed converter also uses three output switches to
switch the connection between the two interleaved buck con-
verters from parallel, adopted in an output voltage range of
150–500 V, to series, adopted in an output voltage range
of 500–1000 V. The LLC stage is capable of reaching the
ZVS condition on the primary side switches, whereas the
interleaved buck converters do not keep the ZVS on the top
switches for all the peak inductor current values. The con-
verter is able to keep the efficiency higher than 95% in all
the output voltage range, with a peak efficiency of 97.7%.
However, the two-stage design makes this topology more
complex, bulky, and potentially expensive compared to single-
stage topologies.

A benchmark analysis was conducted in [133] to com-
pare three unidirectional reconfigurable converters with wide
output voltage range for EV charging applications based on
the PSFB converter. The first converter, called r-PSFB, uti-
lizes a three-winding transformer and two secondary diode
bridges. The output of the two secondary diode bridges is
connected to an extra circuit made of an inductor, a diode,
a capacitor and a resistor. The output of such a converter is
connected to three power switches to connect the converter
in a series/parallel configuration. The second converter, called
t-PSFB, uses a center tapped three-winding transformer and
only one secondary bridge with the same output circuit as
each diode bridge in the r-PSFB. Two extra switches are also
placed in the center tap of the transformer and in the bottom
connection to the output to achieve reconfigurability. The third
converter is called i-PSFB and uses two transformers that have
a common center tap. Moreover, the input side employs two

active full-bridges, whereas the output side uses a three-leg
diode rectifier. Yet, the same output circuitry adopted in the
r-PSFB and t-PSFB topology is employed, but without any ex-
tra power switches. It can achieve parallel and series operation
of the output transformer windings by changing modulation,
thus, achieving a wide voltage regulation range. The three
converters show more advantages than the conventional PSFB
in terms of cost, power density, and efficiency. In particular,
the experimental validation of an 11 kW r-PSFB converter
with 640–840 V input voltage and 250–1000 V output voltage
was carried out as this topology appeared the most promising
from the first analysis. Its average and peak efficiency are re-
spectively 97.3% and 97.8%, which qualifies such a topology
as a promising solution for future DC fast charging stations.

It could be summarized that reconfigurable topologies
demonstrate the widest charging voltage range. On one side,
the TMC-based approaches appeared first and were applied
to relatively complicated three-level CLLC and LLC reso-
nant converters. Later research demonstrated that three-port
resonant and phase-shift converters can cover a 200–1000 V
battery charging voltage range when their two output ports
can be reconfigured between series and parallel connections.
The other isolated DC-DC topologies and implementation
approaches cannot provide a similar battery charging voltage
range. All the emerging topologies are discussed here and
in Section III-E are summarized in Table 7, also providing
their input and output voltage, switching frequency, and peak
efficiency.

IV. DC-CONNECTED FAST CHARGING STATIONS:
ARCHITECTURES
As explained in Section II, DC-connected fast charging sta-
tions have the potential to become the standard fast charging
systems of the future, and for this reason, their main ar-
chitectural features are discussed in this section. Here, the
configuration, voltage polarity, and BESS integration of DC-
connected fast charging systems will be addressed. Moreover,
the case study of DC fast chargers integration into traction
grids will be presented.

A. CONFIGURATIONS
The architecture configurations are used to indicate the type
of connection of the DC microgrid with the AC-DC converter
interfacing the upper AC grid, with the DC-DC converter
interfacing the upper DC grid, and/or with the DC-DC con-
verters interfacing RESs and BESSs. Such configurations are
important because they determine the fault-tolerant capability
of the DC fast charging station. However, the fault-tolerant
features are associated with complex configurations [134].

1) RADIAL CONFIGURATION
The radial configuration is the simplest architecture that is
possible to realize in DC fast charging systems. In this con-
figuration, all the electric vehicles and, eventually, RESs and
BESSs are connected to the same DC bus. However, this also
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ARENA ET AL.: COMPREHENSIVE REVIEW ON DC FAST CHARGING STATIONS FOR ELECTRIC VEHICLES

FIGURE 7. Split DC bus configuration for a DC-connected fast charging
station as patented in [135].

means that in case of a fault on the DC bus, all the charging
stations will be disconnected, not guaranteeing continuity of
service to the customers. A radial configuration has been de-
picted in Fig. 3(b). A simple variation of this concept occurs
when two rectifiers are connected to the grid and the charging
station is split into two DC buses as shown in Fig. 7. Such
a configuration can be useful to improve the stability of the
DC buses, making the DC fast charging station more resilient.
The invention of a radial configuration for DC-connected fast
charging stations, including the case in which the charging
station is split into two DC buses, has been patented in [135].
The Enercon E-charger 600 adopts a radial configuration [36],
[37], as shown in Fig. 8, whereas the radial configuration with
split DC bus is adopted in the Tritium NEVI System [35].

2) RING CONFIGURATION
The ring configuration is used to overcome the problem of
continuity of service in case of faults. In fact, the DC bus is
connected to the grid, BESSs, and RESs through at least two
paths. In this way, if a fault occurs, it is possible to detect and
isolate the particular faulty sector and guarantee continuity of
service. The main problem of this configuration is associated
with fault detection and location, which are necessary to iso-
late the faulty path. A ring configuration has been patented by
ABB, including renewables and BESSs, as shown in Fig. 9.
It also provides the opportunity to interface an AC or DC
network in both LV and MV cases [136].

The main features of radial and ring architecture are sum-
marized in Table 8.

B. VOLTAGE POLARITY
The voltage polarity is another important point when talking
about DC-connected fast charging systems. It must be chosen
as a trade-off between ease of installation and resiliency of the
architecture.

1) UNIPOLAR ARCHITECTURE
In a unipolar architecture, all the chargers of the DC-
connected fast charging system are connected to the same bus.
The advantage of this kind of architecture is the ease of instal-
lation. However, it does not guarantee continuity of operation

if the DC bus is under faulty conditions when all the chargers
must be disconnected from the electric vehicles. Another point
is the choice of the DC bus voltage, also considering the fact
that future DC fast charging installations might be developed
for EVs with different battery voltages, 400V and 800V,
respectively; electric trucks, with a battery voltage of 1000V
or even more in future; BESS and RESs with very variable
voltages. The choice of DC bus voltage influences the number
of DC-DC conversion stages that are necessary to cover the
required battery charging voltage range. Tritium PKM 150
and Tritium Nevi System use a DC bus voltage of 950 V [34],
[35], whereas Enercon E-charger 600 adopts a 720 V DC
bus [36], [37]. An interesting comparison between a common
unipolar DC bus and a common AC bus for DC fast charging
systems has been proposed in [137], where, the common
unipolar DC bus was considered the best option because of
its augmented efficiency and also because of the lower THD
of current and voltage compared to the common AC bus
case.

2) BIPOLAR ARCHITECTURE
A bipolar architecture uses the neutral point of the rectifier
to split the bus into three voltage levels (e.g. −Vdc, 0, and
Vdc). In this way, it is possible to connect the EV chargers to
both polarities and to reconfigure the connection to the DC
bus in case of line-to-ground fault. The main advantage of
this configuration is that it allows to split the bus into two
different voltage levels to charge different kinds of vehicles.
For example, it is possible to charge electric vehicles with
400 V and 800 V batteries and electric trucks with a battery
voltage of 1000V, exploiting the different voltage levels of a
bipolar architecture, as shown in Fig. 10. Here, as in unipolar
architectures, the choice of the voltage levels is important to
get the most efficient solution. It was concluded in a webinar
organized by the European Union Commission that a ±750 V
DC bus can reduce the cable cross-section area by three times
and the cable losses by 9 times in bipolar DC-connected fast
charging systems compared to the fast charging stations con-
nected to the three-phase 400 V AC grid [138]. However, no
explicit consideration has been taken on the battery voltages
associated with different EV powertrains. Yet, the main prob-
lem related to this kind of architecture is the voltage balance of
the DC-link capacitors. Different solutions have already been
proposed for bipolar DC-connected fast charging systems. An
NPC converter with an additional voltage balancing circuitry
is proposed in [49]. Even though this is a suitable solution, it
implies additional cost. In order to overcome this problem, a
voltage balance control through an NPC converter and high-
power three-level converters was proposed in [48]. Moreover,
an additional improvement was proposed in [139], where an
active DC power balance control is applied in the bipolar
architecture, whereas a passive DC power balance control was
proposed to guarantee balanced operations, reduce the neutral
point fluctuation currents, and so, decrease the size of the
DC-link capacitors.
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FIGURE 8. Power architecture of Enercon E-charger 600 [36], [37].

TABLE 8. Architecture Features of DC-Connected Fast Charging Systems

A summary of the main features of unipolar and bipolar
architecture is given in Table 8.

C. MEGAWATT CHARGING STATIONS
One of the emerging concepts of the last few years is MW
charging, usually referred as the future charging approach for
MD and HD-EVs. MW charging is supposed to use the same
power converter topologies already discussed in section III.
However, MW charging is still not a mature technology due to
its grid impact. As already discussed in Section II-A, CharIN

proposed a standard capable of charging at up to 3.5 MW
charging rate [28] and Nxu proposes its own standard as well
but they are both still far from wide scale adoption. Nxu also
created the first commercial MW charger in 2023, rated at
4.5 MW charging power [140]. The interest on MW charging
stations has also grown in academia, where the number of
research papers is increasing. An example of academic project
entirely dedicated to multi-port MW charging is explained
in [141], which covers load analysis, grid impact, and power
electronics design.
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FIGURE 9. Ring configuration for a DC-connected fast charging station as
proposed in [136].

FIGURE 10. Example of DC-connected fast charging system in a bipolar
architecture with a ±800 V DC bus. The idea of a total 1600 V DC bus was
inspired by [48].

One of the main problems related to MD and HD-EVs and
directly related to MW charging is the battery sizing of such
vehicles. The battery size affects the distance range, the num-
ber of charging stops, and the charging duration. The battery
capacity required by HD-EVs driving in German highways
to reach the same distance of ICEVs is 825 kWh, which is
almost 10 times the one of Audi e-tron GT. However, such a
huge battery capacity affects the size and payload of HD-EVs,
which is reduced to 80% of the typical payload of HD-ICEVs,
as stated in [142]. Moreover, the battery requirements for
42-tonne HD-EVs were addressed in [143] considering the
mandatory 45-minutes rest every 4.5-hours required by Euro-
pean laws. This work found that the required battery capacity
is 798 kWh in case of 1 stop every 4.5-hours. If the transporta-
tion companies are willing to increase the number of stops, it
is possible to use smaller batteries and higher charging rates
to save on the investment costs of HD-EVs and increase their
payload.

Another problem affecting the spread of MW charging is
the choice of a proper location where the grid infrastruc-
ture is powerful enough to provide the power required by
an MW charging station. A feasibility assessment to find the

location and proper power rating for a MW charging station
was proposed in [144]. It turned out that if 80% of the HD
vehicles were electric, it would take 125 of MW-scale charg-
ing stations to recharge the HD-EVs with a range of 300
miles in the USA’s West Coast daily. Such power is feasi-
ble considering that the peak power demand ever reached in
California was about 52 GW on the 6th of September 2022.
A method to find the location for a MW charging station
based on geographical data and analytical analysis of its grid
impact was presented in [145] using a realistic feeder from
California.

One of the biggest concerns regarding MW charging is
then their impact on the existing grid infrastructure. The grid
impact of HD-EVs under different distribution systems and
scenarios is analysed in [146]. It considers that the main
characteristics of the grid impact generated by MW charging
are station location, number of charging ports, charging load
pattern, and feeder load patterns (residential or commercial).
The main risk is that the voltage drops under the permissible
limits causing blackouts and lack of service for sensitive users
such as hospitals and emergency services. For this reason, the
paper proposes the optimal sizing of PV unit and BESS to
reduce the grid impact and the costs. To further mitigate the
grid impact of HD-EVs, three voltage control strategies were
compared in [147]. The three control strategies are the power
factor control, standardized volt-volt ampere reactive control,
and a customized volt-VAR curve control. They are compared
under different distribution systems and different numbers of
charging ports – one, three, or six 1.2 MW rated ports. All the
methods show similar performances when the MW charging
station has 1 or 3 charging ports, whereas the customized
volt-VAR curve control shows the best performances in the
scenario with 6 charging ports.

A popular architecture of MW charging stations adopted in
literature was firstly proposed in [148]. Here, an SST config-
uration is adopted, where each phase of a 4.16/4.8 kV grid
is connected to an N-cell CHB converter, which is in turn
connected to N DAB converters and to the DC bus. The DC
bus is then connected to the HD-EV chargers, BESS, and
RESs. A similar architecture was then proposed in [149] to
charge a 1.2 MW HD-EV with 3 DAB converters rated at
400kW and separately connected to the HD-EV, because of
the cable weight limitations given by the USA’s Occupational
Safety and Health Administration (OSHA) [150]. The paper
proposes a three-level hierarchical control and demonstrates
the control hardware in the loop (CHIL) implementation of
two of the three levels, whereas the third level related to the
energy management was developed in [151]. The MW charg-
ing system proposed in [149], [151] is shown in Fig. 11. Even
though the research publications are moving towards MW
charging architectures with SST, there is no comparative study
that clearly states the practical advantages and disadvantages
of such an architecture compared to the use of a low-frequency
transformer. So, the use of the SST for MW charging systems
is still an open point and future research activities must clarify
if this design choice is really economically viable.
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FIGURE 11. MW charger proposed in [149], [151].

D. BATTERY ENERGY STORAGE INTEGRATION
This subsection aims to show the benefits provided by the
adoption of BESSs in DC fast charging stations, which are, re-
spectively, savings of grid reinforcement costs and operational
cost as well as better on-site utilization of RESs [18], [26].
Moreover, some examples of architecture employing BESSs
will be described.

1) GRID REINFORCEMENT COSTS
BESSs are advantageous solutions where the grid infrastruc-
ture is weaker, like in highway and countryside settings, where
DC fast charging stations are needed for long-distance trips.
In such cases, in fact, the improvement of the grid infrastruc-
ture would be much more expensive than the installation of
BESSs [18], [26]. The installation of BESS for avoiding grid
reinforcement costs has been evaluated in [152]. It has been
calculated that BESS is an advantageous solution in case of
load profiles with short power peaks, such as a motorway rest
area, whereas grid reinforcement is more convenient in case
of load profiles with long power peaks, such as an electric bus
depot.

2) OPERATIONAL COSTS
Moreover, BESSs are proven to reduce the operational costs.
BESSs can be charged when the electricity price is lower and
discharged towards the EV batteries when the electricity price
is higher. Yet, BESSs can be charged with a lower power rate
than a DC fast charging station, which further decreases the
operational costs [18], [26]. An evaluation of the operational
costs determined by stationary batteries and intraday trading
for DC fast charging stations located in cities and highways
was addressed in [153]. Here, it was found that stationary
BESSs usually lead to higher profits for DC fast charging sta-
tions located in cities compared to intraday trading. Moreover,
stationary batteries are also recommended for DC fast charg-
ing stations located on highways rather than intraday trading

because the higher power rating could fasten the deterioration
of the BESS.

3) INTERFACING OF THE RENEWABLE ENERGY SOURCES
Finally, BESSs are a valid choice to increase the utilization of
RESs. BESSs can be charged by RESs during the peak energy
production time, such as the sunny days for photovoltaic (PV)
panels, and discharged towards the EV batteries during the
low energy production time, such as the night with no PV
power generated [18], [26]. A review of BESSs sizing criteria
to interface RESs has been given in [154].

4) EXAMPLES OF BATTERY ENERGY STORAGE INTEGRATION
As the main advantages of BESSs in DC fast charging sta-
tions have been discussed, several examples of architectures
employing BESSs are provided below.

A first example of BESS integration has already been
described above when referring to [132], where second-life
batteries are used as BESSs interfacing the output of an MMC
with 400 V and 800 V fast chargers. Such batteries are con-
nected in series and in parallel with the upper and lower MMC
arms. In this way, the SMs of the MMC can be connected in
parallel to interface up to six 400V chargers and in series to
interface up to three 800V chargers. The problem with this
architecture is that the SoC of batteries must be kept at the
same level to avoid system instabilities.

A study regarding the introduction of a BESS to support
the DC-connected fast charging system when the charging
demand exceeds the capability of the grid has been conducted
in [155]. Here, a grid-tie rectifier and the BESS are used to
reduce the impact of the peak hours demand on the grid and
to eliminate the DC bus voltage ripple and harmonics in the
AC grid.

The integration of BESSs in DC fast charging systems
was claimed in the patent [156]. Here, different embodiments
demonstrate how the BESSs can be connected to the DC fast
charging stations.

The invention of split battery storage for fast charging of
EVs was instead claimed in the patent [157], where an LV
and HV batteries are combined in series along with power
electronics to enhance grid support capabilities of the charger.
The main advantage of such a structure is that it can support
and balance the grid in a more meaningful way than existing
chargers with BESS integration. Moreover, the patent claims
that such an architecture can reduce the number of power
converters because it does not require two-stage converters,
minimizing heat generation and related cooling costs. More-
over, this architecture allows vehicle-to-grid operation even
when the EV is not connected, thanks to the presence of the
batteries. Furthermore, a paper about split energy storage [66]
shows that this kind of architecture reduces the semiconduc-
tor losses and, in turn, allows for an increase in the power
density of the power converters adopted in the high-power
charger.
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A novel DC-connected fast charging system based on a
multi-BESS was proposed in [158]. The system includes three
BESSs, a connection to the grid through a grid-tie inverter, a
PV unit, and two EV fast chargers rated at 175kW. The novelty
of this system consists in the absence of DC-DC convert-
ers to interface the system components. Moreover, switching
matrices are connected to the BESSs so that every BESS is
connected to only one of the other four components simulta-
neously.

E. DC FAST CHARGERS INTEGRATION INTO TRACTION
GRIDS
As a result of the increasing number of fast charging stations,
the issue of their integration into existing electrical power
networks becomes relevant. One of the potential networks for
connection is the public traction network, which is associated
with its following advantages: substantial coverage in urban
and suburban areas; sufficiently high substation capacities ca-
pable of supplying high-power for electric vehicle charging
stations [159]; traction substations are loaded only during
periods of intensive transport movement, which allows their
usage for EV charging at other time when transport movement
intensity is moderate or absent [160].

The typical voltage levels of DC traction networks are
750 V DC (600 V DC), 1500 V DC, 3000 V DC, and
15 kV AC at 16.7 Hz, and 25 kV AC at 50/60 Hz. Substation
power can vary depending on rolling stock traction network
structure and usually ranges from 1 MW to 10 MW [161].
Thus, the great power capability of traction substations allows
to connect to them fast charging stations with power up to
400 kW. However, it is essential to note the limitations associ-
ated with charging stations integration into traction networks.

The first problem is the voltage instability of the traction
networks, which is associated with the acceleration and regen-
erative braking of traction vehicles. For lines with a nominal
voltage of 1500V, the voltage fluctuates between 1000V and
1800V during train acceleration and braking [162], which
significantly complicates the design of charging station con-
verters.

The second issue arises during periods of high trac-
tion transport movement intensity, which results in a high
peak consumption from substation equipment that potentially
reaches the maximum power rating of the substation. Charg-
ing EVs during such moments is undesirable, as it may lead to
equipment overload and failure. Therefore, smart charging al-
gorithms are actively employed to reduce the vehicle charging
power when the substation is heavily loaded [163]. For exam-
ple, intelligent multi-vehicle charging algorithm that take into
account various LV DC tram grid and EV charger parameters
were investigated in [164]. Also, the simulation-based study
given in [165] shows the potential of the integration of PV
panels, fast charging stations, and railway network to obtain
mutual advantages, such as increased transport and RES uti-
lization, and economic benefits.

However, it should be noted that EV smart charging meth-
ods increase the total EV charging time, which is undesirable

FIGURE 12. EV charger direct connection to the DC traction line.

for EV fast charging. To address this issue, buffer energy
storage systems connected to the traction line are used, as
shown in Fig. 12 [166]. The buffer batteries are charged from
the substation at a lower power rating using smart charging
algorithms, preventing overloads of the substation. Then, such
buffer batteries are used as a source of energy to fast charge
EVs with a much higher power rating. Additionally, connec-
tion to the line buffer batteries allow to provide ancillary
services to a DC traction grid, such as line voltage stabiliza-
tion and braking energy recuperation.

In the case of the AC traction grids, due to high volt-
age levels, a typical scheme with MV to LV low-frequency
transformers and consequent AC-DC rectifiers is used [20].
However, due to wide voltage fluctuations on MV AC traction
lines, such connection is recommended only in proximity to
the substation, where voltage is relatively stable. To overcome
this limitation and omit the usage of an AC-DC rectifier,
connection to the DC-links of additional substation equip-
ment is discussed in the literature. For example, in [167],
the connection to different types of rail power conditioners
(RPC) in a railway system is discussed. Connection to the
stable DC-link of such equipment simplifies DC fast charger
connection and reduces requirements for a converter, which
positively impacts the converter price. Another option could
be the connection of EV chargers into the DC-link of a hy-
brid feeder substation, discussed in [168]. However, the main
drawback of EV chargers integration into RPC and hybrid
substations is their low prevalence, which results in a limited
application.

F. SAFETY, PROTECTION, AND ISOLATION REQUIREMENTS
The adoption of high power rated by DC fast charging stations
raises concerns about personal safety and the security of the
power grid. For this reason, this section aims to first provide
an explanation about the safety issues and a way to quantifiy
them, and then to explain the protection and isolation require-
ments of the standards currently adopted in DC fast charging
stations.

1592 VOLUME 5, 2024

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

http://mostwiedzy.pl


1) SAFETY
DC fast charging introduces safety concerns due to the high
power delivered to the EVs. Thermal runaway of the lithium-
ion battery is the biggest safety issue, leading to fire and
explosions, and it is more likely to happen during charging at a
high power rate. Overcharge and short circuits of battery cells
are among the causes of thermal runaway [169]. For this rea-
son, it is important to consider proper safety measures when
dealing with DC fast charging stations. Recommendations
against fire can be found in [170]. Among the suggestions
given in that document, the location of the charging station
and the distance between each charging piles are given. More-
over, the use of sprinklers is recommended as a first aid
measure before the intervention of the fire emergency service.

Risk assessment metric on injuries and health damages is
given in [171] as follows:

Rt =
∑

i

Poi × Sei (1)

where Rt represents the risk of dangerous voltages for EV
owners and the risk of arch flush for workers during main-
tenance. Moreover, Poi is the probability of injury or health
damage, and Sei represents the severity of such an occurrence.

Another risk metric given in the same work is the energy not
supplied factor ENSF, which represents the risk of damage to
the power grid. The ENSF is given by:

ENSF = α(EENS − EENS’) (2)

where EENS and EENS’ are the total amount of energy not
supplied in the grid when considering respectively the pres-
ence and the absence of an EV charging station:

EENS =
∑

i

EENSi (3)

whereas α is the contribution factor of an EV charging station,
determined as the ratio between the rated capacity of the
charging station and its maximum capacity:

α = Crated

Ctotal
(4)

2) SAFETY THRESHOLDS AND PROTECTION DEVICES
IEC 61851-1 [172] and IEC 61851-23 [68] states the touch
current limits that should be not exceeded between the AC
supply and the touchable parts of the DC fast charging sta-
tion, which is 3.5 mA for Protection class I chargers and
0.25 mA for Protection class II chargers. Protection class
I and class II devices are defined in IEC 61140 [173]. In
particular, Protection class I defines the devices that have
at least basic insulation and connection with the protective
conductor, whereas Protection class II defines the devices with
basic insulation and additional insulation for fault protection
or reinforced insulation [174]. It is worth underlining that
the touch current limits that have been described in this part
are between the AC supply and the touchable parts of a DC
charger, whereas there is no standard that mentions touch

current limits between the DC bus and the touchable parts of
the charger in case of shared DC bus.

IEC 61851-1 also affirms that the power supply equipment
for DC fast charging stations must be equipped with a pro-
tective grounding conductor connected either from the input
grounding connection point of the upper AC grid to the EV, or
from the power supply device to the EV if electrical isolation
is given. If the charging station has multiple connection points
supplying energy to the EVs and they work simultaneously,
all of them need integrated protection. If they do not work
simultaneously, a common protection system is sufficient.
Moreover, if the EV power supply is not equipped with electri-
cal isolation, its residual current device (RCD) must be rated
for a current of 30 mA.

Regarding the other protective measures proposed by the
IEC 61851-23 standard, the continuity of the protective
conductor must be continuously monitored through an appro-
priate monitoring device. If it detects a voltage higher than
60 V, it must shut down the system within 10 ms. More-
over, the DC fast charging station must check the insulation
resistance between the output and the protective conductor
to the chassis before charging, and prevent charging in case
the threshold value is not reached. Furthermore, overvoltage
protection must be guaranteed by disconnecting the system in
case of fault within time limits that depend on the charging
station type and are specified in the IEC 61851-23 standard as
well.

IEC 6181-23 also defines the maximum allowed voltage in
DC fast charging stations with different output voltage ratings.
DC fast charging stations with an output voltage of up to
500 V must not provide an output voltage greater than 550 V
for more than 5 s. In the same way, DC fast charging stations
with an output voltage between 550 V and 1000 V must not
provide an output voltage greater than 110% of their rated out-
put voltage for more than 5 s. DC fast charging stations with
voltages above 1000 V are still under discussion. Moreover,
the overvoltage between the + and − polarities must never
exceed 2500 V. The DC fast charging station must also be
provided with a short circuit protection device able to shut
down the system within 1 s after the short circuit occurs.

3) ISOLATION
Galvanic isolation is implemented to avoid the impact of
faults and instabilities in DC fast charging stations on the
distribution grid. The galvanic isolation can be provided by
means of a low-frequency transformer between the AC power
supply and the inverter of the DC fast charger, a medium
or high-frequency transformer as part of the DC-DC con-
version stage, or as a combination of both solutions. The
advantage of using high-frequency transformers is that they
are smaller, lighter, and more efficient than low-frequency
transformers [11], [14], [26]. Moreover, it is possible to de-
crease the size of the converter by increasing the switching
frequency when using a high-frequency transformer under the
MHz range [175]. A solid-state transformer (SST) can also
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be considered a solution providing the galvanic isolation. The
SST usually comprises two power conversion stages in AC-
DC applications, an AC-DC converter, and an isolated DC-DC
converter [15]. A comparison between high-frequency and
low-frequency transformers for a DC fast charging application
is further provided in [41].

IEC 61851-23 specifically discusses the requirements for
the galvanically isolated DC fast charging stations, whereas
it does not address non-isolated DC fast chargers. The stan-
dard affirms that the insulation between the secondary side of
the transformer and the ground must be monitored through
an insulation monitoring device. Moreover, the standard dis-
cusses galvanically isolated DC fast charging stations with
multiple outputs, in both shared and non-shared DC bus con-
figurations. All the outputs of such a kind of system must
be connected to the same protective conductor and each of
them must be equipped with an insulation monitoring de-
vice. In the same way, every output must be equipped with
a short circuit protection device and an overvoltage protec-
tion device. If the multiple outputs are meant to operate at
the same time, then they must be electrically isolated by
means of a low-frequency or high-frequency transformer. Fur-
thermore, if a fault occurs in even only one of the output
ports, all the DC fast charger ports must stop the charging
process.

On the other side, non-isolated chargers could be a more
efficient solution leading to a reduction of the costs due to
the isolation requirements. However, the main problem with
non-isolated chargers is the common-mode leakage current,
which determines electromagnetic interference (EMI) in the
EV powertrain and electric shock to EV users. The best way
to mitigate the common mode leakage current is to improve
the design of the output filters of the DC fast charging stations,
whereas solutions based on particular modulation techniques
of the power converters do not lead to a significant reduction
of the common mode leakage current [176].

V. ENERGY MANAGEMENT FOR DC FAST CHARGING
STATIONS
This section reviews the energy management strategies for DC
fast charging stations. First, the energy management goals for
DC fast charging stations are introduced. Then, the energy
management strategies are presented. Finally, the state of the
art of each energy management strategy is discussed.

A. GOALS OF ENERGY MANAGEMENT FOR DC FAST
CHARGING STATIONS
The main goals of charging stations for electric vehicles in
general have been defined in [23], and they are, respectively:

1) Minimize the operational costs. This can be achieved,
for example, by using RESs and BESSs during the peak
demand hours.

2) Maximize the quality of service (QoS). The definition
of QoS can vary depending on the EV customer needs.
However, it is usually defined as the capability of the

charger to charge the EV to the SOC desired by the
customer in the time desired by the customer.

3) Charging schedule. This is important when several cus-
tomers are waiting to charge their vehicles.

4) Ancillary services, like voltage regulation, frequency
regulation, and energy reserves. The latter is provi-
sioned using energy stored in EVs as they can be
considered BESSs when needed.

5) The demand response put together the concepts of load
shifting and peak shaving.

a) Load shifting means that the EVs are charged at
full power during low demand periods, whereas
they are charged at lower power or even not
charged during high demand periods.

b) Peak shaving means instead that during the time
of peak demand an EV can provide energy for the
grid or for other EVs in the same charging station.

B. ENERGY MANAGEMENT STRATEGIES
Some of the energy management strategies adopted in all
study areas can also be used for DC fast charging stations.
They can be divided as follows [22], [194], [195], [196]:

1) Optimization-based approaches, which are related to the
low-level control of the DC fast charging station through
optimization algorithms. These algorithms are further
divided as follows:

a) Global optimization, which refers to the use of
modern data-based optimization algorithms that
do not need knowledge about the dynamic behav-
ior of the system. Examples of these algorithms
are the genetic and particle swarm algorithms.

b) Real-time optimization, which instead refers to
control strategies that require knowledge about
the dynamic behavior of the system. Model pre-
dictive control and robust control strategies are
examples of real-time optimization control.

2) Rule-based approaches, which are related to rule-based
algorithms, can be divided in turn into:

a) Deterministic rule-based methods such as state
machine-based strategies.

b) Non-deterministic rule-based methods such as
fuzzy logic algorithms.

All the optimization strategies described in this section have
been classified in Table 9 based on the energy management
goals and in Fig. 13 based on the energy management strate-
gies. Examples of such optimization strategies are explained
as follows.

1) GLOBAL OPTIMIZATION
A charging schedule based on a stochastic algorithm called
flexibility envelope [197], [198] was developed in [177] to
increase the daily profit of the fast charging station, to de-
crease the impact on the utility grid by minimizing the power
exchanged with it, and to reduce the waiting time of the EVs
for charging.

1594 VOLUME 5, 2024

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

http://mostwiedzy.pl


TABLE 9. Energy Management Works on DC Fast Charging Stations

A centralized EMS based on Newton’s method and the
barrier method was developed in [178] to control the charging
schedule of a DC-connected fast charging system without
BESS and RESs. The paper defines an optimization function
to minimize the overall consumption of all the EVs connected
to the fast charging station. The constraints are on the min-
imum and maximum charging power of the fast charging
station, the intermediate and final value of the SOC of the EV
batteries, the lower and upper limits of the SOC, the desired
state of charge, and the voltage limits. The algorithm was able
to reduce the peak power demand during the charging process
of the EVs. However, the centralized algorithm shows worse
performances when increasing the number of charging spots,
which means that it is necessary to adapt and improve the
charging protocols and devices when scaling up the charging
station.

A multi-objective optimization was proposed in [179] for
the optimal sizing of a PV unit and a BESS in a DC-connected
fast charging system. The two optimization functions devel-
oped in this paper target the operational costs and the pollution
generated from non-renewable energy production. A weighted
sum method was used to merge the two optimization functions
into one, and then the genetic algorithm (GA) was used to
solve such an optimization function. The proposed model was
simulated with the study case of DC fast charging stations
located along Italian highways.

An EMS and a new charging topology were proposed
in [180] to suppress the peak power demand of DC fast
charging stations for pure electric buses. Here, the particle
swarm optimization algorithm is used to manage the charging
schedule of the electric buses, whereas linear programming is
used to design the BESS. This double strategy was simulated
through the real data of a DC fast charging station for electric
buses in Beijing. The results proved that this approach can re-
duce the peak demand, the electricity cost, the load fluctuation
during charging, and the size of the BESS.

A supervised machine learning algorithm for the optimal
sizing of a PV unit, a wind turbine, and a BESS was proposed
in [181] to reduce the electricity cost of a grid-connected
home with a fast charger. The machine learning algorithm
adopted in the paper is called the group method of data han-
dling, which is a feed-forward neural network with supervised
learning. The optimization function is the minimum cost of
electricity with constraints on the actual power provided by
RESs, the rated charging and discharging power of the BESS,
its SoC, the EV charging power, the EV battery SoC, and the
power imported/exported from/to the grid.

A MILP approach based on three different optimization
functions has been proposed in [182] for a DC-connected
fast charging station interfaced with the upper AC grid and
equipped with a BESS and a PV unit. The peculiarity of such
a DC-connected fast charging station is that it is designed for
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FIGURE 13. Energy management algorithms classified by the related energy management strategy.

the slow charging of EVs at a 10 kW power rate. The three
optimization functions aim to respectively minimize the op-
erational costs, the power exchanged with the grid [199], and
again the operational costs but with constraints on the power
exchanged with the grids and the EVs. The number and length
of the routes traveled by the EVs are described by Gaussian,
Poisson, and Weibull distributions, and they are evaluated
through proper indicators, such as operational costs, battery
performances, power exchanged with the grid, and discharged
cycles of EV batteries and BESS. The optimization functions
have been evaluated under a summer and a winter day weather
condition, and under a high number and a low number of EV
arrivals, resulting in four different scenarios. The results show
that the V2G operation mode is more frequent when the EV
battery wearing costs are not taken into account and that the
higher PV generation leads to lower operational costs.

As a continuation of [182] and [200], a two-level algorithm
based on alternating direction method of multipliers (ADMM)
and chance-constrained optimization was developed in [183]
for a local energy community interfaced with a DC-connected
DC fast charging station equipped with a BESS and a PV unit.
The first level of such an optimization algorithm regulates
the power exchanged inside the energy community by the
prosumers, utility grid, BESS, and EVs, taking into account
the cost of energy bought from or sold to the utility grid. Here,
the ADMM optimization technique is adopted. The second
level optimization function takes into account EV charging
costs, revenue for V2G operations, and wearing costs of BESS
and EVs, by using the quadratic deviation of bought and sold
power by the charging station as calculated in the first level.
The chance constraints are added here to define the reserve
levels required by BESS and EV batteries to compensate for
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the uncertainty due to the PV energy production. The results
show that the use of the BESS as the only energy reserve for
the utility grid does not significantly affect the charging sched-
ule of the DC-connected charging station, whereas the use
of both BESS and EV batteries as energy reserves decreases
the operational costs of the charging station, even though
revenues for the energy reserve service were not considered
in the study.

The energy management of the MW charging station de-
scribed in IV-C and shown in Fig. 11 has been implemented
in [151]. Here, the goal is to reduce the grid impact due to the
power required by the HD-EVs by exploiting a BESS. MILP
optimization approach has been used in this case to reach
the energy management scope. What is novel in this research
work compared to other energy management algorithms is the
modeling of the charging station through average models of
the power converter and the consequent CHIL implementa-
tion.

A similar architecture is adopted in [184], but the SST
is substituted by the typical solution with the inverter this
time. Here, a three-level energy management strategy is used.
The top level uses the weighted sum technique to solve an
optimization function that aims to minimize charging time and
cost every minute. In case this level is not able to provide a so-
lution, a real-time state-machine-based optimization strategy
with a 10 ms time step is used to replace it until a feasible
solution is found. Finally, an MPC is used at the battery
management level. The validation of this energy management
strategy through CHIL shows a 28% reduction of the total
energy consumption from the grid.

2) REAL-TIME OPTIMIZATION
A consecutive horizon-based energy management process was
proposed in [185] to achieve the optimal technical and eco-
nomical operation of DC-connected fast charging systems
with integrated BESSs. A distributed control and a central
supervisory control achieve the energy management of the
fast charging stations. Moreover, active and reactive power
control has been performed to comply with the grid codes.
A Volt/VAr control is also used to limit the voltage deviations
from the horizon-based predictions. Finally, such an energy
management strategy achieved good results in terms of energy
price reduction at the fast charging stations.

A novel EV charging station consisting of level 1, 2, and
3 EV chargers with vehicle-to-vehicle (V2V) capabilities was
proposed in [186] to combine different EV chargers in urban
areas. A three-stage scheduling framework based on stochas-
tic mixed-integer linear programming (MILP) and model
predictive control (MPC) was developed for such charging
stations, which means that both a global and a real-time
optimization approach have been used. Moreover, the fast
charging schedule of this hybrid charging station was per-
formed by means of V2V, M/G/∞ queuing theory, and the
most laxity first strategy. This kind of EMS was able to reduce
both the grid aggregator’s costs and slow-charging costs. The

latter is reduced because the slow-charged vehicles are dis-
charged during the peak demand towards the fast chargers to
support the grid. Moreover, it improves the QoS by providing
fast charging service to 20% of the EV fleet.

A multi-layer energy management framework was devel-
oped in [187] for a DC-connected fast charging system with
a PV unit, BESSs, and three 350 kW chargers. The purpose
of such an approach is to minimize the operational costs and
maximize the earnings of the charging station, taking into
account the energy arbitrage, charging demand, and BESS
degradation. The EMS approach shown in the paper is divided
into three layers. The first one simulates the power imported
from the grid, the electricity price, and the PV power genera-
tion of the next month, taking into account the same data over
the last month. The second one uses a rolling horizon-based
MILP approach to exploit the energy arbitrage, reduce the
demand charge, and calculate the BESS life degradation over
the long-term forecasts (between 6 and 48 hours) of the fast
charging station loads, the electricity price, and the PV gener-
ation. The third one implements a convex decreasing horizon
MPC to control the SoC of the BESS, to keep the desired
power imported from the grid, and to exploit the BESS as
a power buffer, with the short-term forecasts (1–15 minutes)
of the fast charging station loads and PV power generation.
Finally, this paper calculates the quantity of BESS which has
to be used as an energy reserve.

3) DETERMINISTIC RULE-BASED
The paper [158] was discussed in Section IV-D. It not only
provides a novel architecture for a DC-connected fast charg-
ing system but also proposes an EMS to control the energy
exchange and to allocate the BESSs to one of the other
system components through the existing switching matrices.
Some constraints are taken in the allocating algorithm. For
example, the switching matrices allow direct connection only
between the system components and the BESSs. This means
that the energy produced by PVs must be first stored in a
BESS, and only then can it be delivered to the grid. Moreover,
the charging service must be guaranteed to all the incoming
EVs, and the EVs must be connected until the end of their
scheduled charge. The algorithm proposed in this paper was
compared to a base algorithm and showed better results in
satisfying the energy demand and enabling the self-sufficiency
of the system. Furthermore, fewer cycles were required from
the BESSs, which improved the battery lifetime. Moreover,
the algorithm also leads to a low SoC of the BESSs during
winter, which shall also reduce the calendar fading rate of the
battery [201].

A discrete-event control-based supervisory control was de-
veloped in [188] for a DC-connected fast charging system
with an integrated BESS and a PV unit. Such a control was
able to limit the power exchanged with the grid according to
the grid requirements. It kept its SoC within desirable limits,
eventually supplying power to the upper grid when there is
extensive energy production from the PV unit, and provides
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ancillary services such as reactive power compensation, volt-
age and frequency regulation, and power factor correction.

An algorithm that aims to reduce the peak demand in a
DC-connected fast charging system with RESs and BESS
was proposed in [189]. Such an algorithm reduced the in-
stant power demand of a 100 kW DC-connected fast charging
system with two EVs by 45%. Moreover, this study was con-
ducted with real data about the weather conditions and EV
charging demand.

The connection of home PV units to DC fast charging
stations is proposed in [190] to support the PV units. PV units
are, in fact, affected by intermittent power generation, and
BESSs are usually adopted to solve this problem. However,
the proposed approach takes advantage of EV batteries and
DC-connected fast charging systems to solve this problem in
a more economical way. An EMS is developed to guarantee
the efficient operation of the system. The EVs are charged
during the peak power generation of the PV units, and they
are discharged towards the home or the grid during the peak
time demand and/or low energy production from the PV units.

Another rule-based approach was proposed in [191] for a
DC-connected fast charging system including a PV unit, a
BESS, and three 50-kW chargers to regulate the power flow
between the different system components and to reduce the
power imported from the grid. The control hardware in the
loop (CHIL) approach was used for the real-time simulation
of the system. Moreover, two different scenarios were consid-
ered to prove the rule-based approach: a limitless grid and a
limited grid.

A study case of a grid-independent fast charging station in
Qatar has been studied in [192]. The grid independence for
this case of study has been reached by employing a 480 kWp
concentrated photovoltaic thermal plant, a 250kW wind tur-
bine, a 10kW biofuel generator, 585kWh BESS, and 880kWh
of hydrogen and ammonia energy storage systems. This kind
of fast charging station can provide daily service to 50 EVs all
over the year.

4) NON-DETERMINISTIC RULE-BASED
An EMS based on the fuzzy logic control was proposed
in [193] for a DC-connected fast charging system with a
100-kW PV unit, 100-kW wind turbines, and grid connection.
The purpose of such an EMS was to manage the V2G and
G2V operation of the EVs connected to the fast charging
station, taking into account their SoC, battery capacity, and
time during which each EV is parked in the charging slot. The
fuzzy logic control is applied to every charger, and an upper
centralized controller collects the data about power generation
and batteries’ SoC and determines the power set point for
each EV.

VI. CYBERSECURITY
The main cybersecurity problems that can affect DC fast
charging stations are reviewed in this section. Sensible data
of customers, EVs, and electric vehicle supply equipment

(EVSE) can be damaged by hackers and cyberattacks. Theft
of money, damages to the EVs and to the DC fast charging
infrastructure, and death of the EV owner are among the
possible impacts of such attacks. For this reason, the aim of
this section is to first understand what are the sensible data
and equipment that a cyberattack can potentially damage.
Then, the possible threats common to all kinds of charging
stations will be analyzed. Finally, some considerations about
cybersecurity issues in DC fast charging stations will be dis-
cussed. The cyber architecture of a DC fast charging station is
illustrated in Fig. 14.

A. OCPP PROTOCOL
The standard commonly used in charging communication is
the open charge point protocol (OCPP). OCPP versions until
1.6 did not provide security functions [202], [205]. However,
OCPP 2.0 was developed in 2018 to introduce security fea-
tures, whereas OCPP 2.0.1 is the latest version created to
fix some issues related to OCPP 2.0. OCPP 2.0.1 provides
security communication through the transport layer security
(TLS), security logging, event notification, security profiles
for authentication, and secure firmware updates [206]. OCPP
2.0 also supports ISO 15118 for EVSE-to-EV communication
and V2G communication [203], [207].

B. SECURITY ASSETS
Considering the relevant works on cybersecurity [202], [204],
[207], [208], this paper divides the security assets into func-
tional assets, financial and privacy assets, and safety assets:

1) The functional assets are those assets that would com-
promise the normal operation of the charging process in
case of attack. The main functional assets that hackers
can target are EV, EVSE, charging station, and power
grid.

2) The financial and privacy assets refer to the financial
status of customers and charging stations as well as the
private information of the customers. The energy can
be counted in these assets as well because energy theft
leads to financial damage for both charging stations and
customers.

3) The safety asset concerns the customers, and it is related
to attacks that could threaten their lives. For example, if
electrical protections are altered via a cyberattack, this
could lead to a dangerous situation for the EV owner.

C. THREATS
This subsection reviews the main attacks concerning EV
charging based on the main studies in this field [202], [203],
[208], [209], [210]. An understanding of cyberattacks is
important when designing security measures in charging pro-
tocols like the already discussed OCPP 2.0.1. In the same way,
the risk analysis of such attacks gives a better comprehension
of their impact. A vulnerability analysis and risk assessment
of different cyberattacks was presented in [211]. Hence, the
following threats will take into account this distinction. The
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FIGURE 14. Cyber architecture of a DC fast charging station.

TABLE 10. Security assets targeted by the main cyberattacks threatening electric vehicle charging stations [202], [203], [204]

attacks described in this section and their targeted assets are
summarized in Table 10.

1) TAMPERING ATTACK
A tampering attack is perpetrated by interfering with the
communication between the EV and the charging station or
physically manipulating the charging infrastructure. In the
first case, the hacker may tamper with the charging schedule
to charge the EVs at peak hours, overloading the upper grid
and changing the payment fee if the charging station offers a
smart charging option [212]. In the second type of tampering
attack, the hacker physically tampers the charging station,
for example, by bypassing the authentication credentials of
an EV driver [203] or by manipulating the modem through
which the EVSE is connected to the target card reader, creat-
ing privacy issues and payment fraud attempts [203], [213].
A security strategy against message tampering attacks was
proposed in [214]. Here, the EVs generate authentication pa-
rameters together with the charging requests, which are then
delivered and elaborated by a central server to verify their

authenticity. An advantage of this approach is that it can pre-
vent message tampering attacks at low computational costs,
which is very important in EV charging communication since
charging networks are usually not equipped with potent com-
putational systems. An inference approach against tampering
was proposed in [215] to establish the trustworthy devices and
meters of a charging station by analyzing the changes in the
measures of the primary supply point distribution meter and
the smart meter connected to each charging pile.

2) MAN-IN-THE-MIDDLE ATTACK
In the man-in-the-middle (MitM) attack, the hacker intercepts
the communication between the EV and the charging sta-
tion, which enables the manipulation of the communication
data. Over-charging/discharging to cause damages to the EV
battery, privacy violation, and falsifying charging data for
payment fraud are the main issues deriving from the MitM
attack [216]. The MitM attack can also be perpetrated with
a physical approach by using a fake cable or fake charger to
interface the EV. In this case, the hacker does not interfere
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with the communication interface between the EV and the
charging station [208]. A security strategy to protect the smart
meter’s data against the violations perpetrated by the MitM at-
tacks was developed in [217] and simulated using the software
simulator of the OCPP protocol called ocppjs.

3) PACKET REPLAY OR EAVESDROPPING
A packet replay or eavesdropping attack intercepts the com-
munication between the EV and the charging station to read,
replay, and modify the data transmission [203], [211]. For
this reason, a packet replay or eavesdropping attack threat-
ens customer privacy and may lead to other active attacks,
threatening the security of ID credentials and bank account
details [208], [212]. The vulnerability of the physical layer
of the CCS standard to wireless eavesdropping attacks was
demonstrated in [218] with real-world experiments. In partic-
ular, design choices of the power-line communication (PLC)
were exploited for such attacks.

4) DENIAL-OF-SERVICE ATTACK
The denial-of-service (DoS) attack prevents the customers
from charging their EVs at the charging station. This at-
tack can be perpetrated by blocking legitimate requests of
charging [216] by physically manipulating the sensors of a
charging station [203] or by sending several fake charging
requests to the charging station to saturate its charging sched-
ule [212]. Customers might be denied to charge during low
demand hours, obliging them to charge their EVs during the
peak demand time, causing unstable grid operations and even
blackouts [209]. A work on the impact of the DoS attack was
presented in [219]. Here, a microgrid comprising a DC fast
charging station was simulated, and the DoS attack was per-
petrated in the morning, obliging the EV owners to recharge
their vehicles in the evening. The study shows that this change
in the charging habits of the customers leads to the overload
of the line frequency transformer and to undervoltage of the
bus voltage, which in turn reduces the lifetime of the trans-
former. Moreover, a novel work on the use of tiny machine
learning (TinyML) in cybersecurity applications for the elec-
tric vehicle charging infrastructure was introduced in [220].
TinyML is used here against DoS and other common cyberat-
tacks included in the CICIDS2017 dataset [221], [222]. This
study highlights the reduction in terms of cost, computational
time, memory usage, and energy consumption that TinyML
is able to achieve when compared to traditional machine
learning. The experimental validation through a low-power
and low-cost ESP32 microcontroller also proves that TinyML
improves security and privacy, and it can be integrated into the
EV charging infrastructure not penalizing its cost.

5) FALSE DATA INJECTION ATTACK
False data injection attacks (FDIAs) aim to send false mes-
sages to the charging station to manipulate the information
coming from the smart meters. FDIAs may lead to energy
theft, privacy issues, overcharging of EVs, and damages to

the charging and grid infrastructure [203], [216]. A cyberse-
curity strategy based on the Kullback-Leibler divergence was
implemented in [223] to reject FDIAs on the data market of
a charging station. An evaluation of the impact of FDIAs on
three different charging algorithms was presented in [224]. An
FDIA detection method was proposed in [225] for a charging
station using a supercapacitor and a multi-charger cooperative
charging method. This detection algorithm includes using a
Kalman filter for the current measures, a time-domain detec-
tion method, and a frequency-domain detection method.

6) ADDRESS RESOLUTION PROTOCOL SPOOFING ATTACK
A hacker perpetrates the address resolution protocol (ARP)
spoofing attack by sending fake ARP messages over the local
area network of a charging station to get the IP address of a
computer or server in the charging network and to associate it
with its own MAC address. This would result in the theft of
confidential information regarding both the charging station
and the EV owner [203], [211]. This attack usually leads to a
MitM, where the MiTM node is the one that the hacker used
for the ARP spoofing [203], [210].

7) MALWARE ATTACK
Malware attacks may lead to the disclosure of sensitive infor-
mation, payment fraud, and energy theft. Moreover, malware
may be passed through the charging station to the EVs and
power grid, making security issues more concerning [203],
[208], [216].

D. ANALYSIS OF THE IMPACT OF CYBERATTACKS ON THE
GRID AND EVSE
The recent literature on cybersecurity attacks has considered
their impact on the power grid and on the EVSE using ana-
lytical approaches. In particular, it is possible to divide this
kind of studies based on the area affected by the cyberat-
tacks. Macroanalysis deals with the effects of cyberattacks on
wide areas, like cities or towns, and usually uses power flow
approaches and test grids or real grid scenarios to validate
the study. On the other hand, microanalysis is related to the
effect of cyberattacks on the EVSE and the power electronics
dedicated to the charging station. Moreover, studies regarding
energy trading in EV charging stations are becoming popular
to ensure secure and reliable transactions between service
operators and EV owners.

The research works on the macroanalysis of the effects
of cyberattacks on the power system gained interest since
the cyberattack on the Ukraine power grid on 23 December
2015. An FDIA attack was perpetrated by combining phishing
emails, a telephonic DoS attack, and a modified firmware at-
tack on the workstations [226]. It is natural to presume that the
spread of EVs and EV charging stations might give the perfect
access point to hackers, who can seriously compromise the
power system stability by manipulating high power loads such
as EV batteries that are also capable of injecting power to the
grid. On this regard, a data-driven cyberattack was studied
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in [227], where the customers’ data were acquired from a
smartphone application and the grid data from administrative
sources, system operator, and local utility. It consists of a
state-feedback-based partial eigenvalue relocation, targeting
the frequency stability of the power grid. Here the power
grid has been modeled with the DC power flow assumption,
whereas the quantification of the effects of cyberattacks is
given by the maximum relocation error:

ε = ||ẽp − êa||2, (5)

where êa represents the target eigenvalues and ẽp represents
the two post-attack eigenvalues that are closest to êa. A very
high error denotes that the attack did not have a high impact
or that was even unsuccessful, whereas a very small error
indicates that the attack was able to destabilize the grid. Even
though such a kind of attack is not considered enough to make
the grid unstable, the increasing penetration of EVs might lead
to a serious threat to the power system stability in the coming
years. Another kind of cyberattack with serious consequences
for the grid is the so-called switching attack, that occurs when
an hacker gets control of switching elements such as circuit
breakers or switches and applies a control strategy to them to
destabilize the grid [228], [229], for example as the result of
a MitM attack. A two-stage protection method was developed
in [230] against such a cyberattack. It is made of a back prop-
agation neural network (BPNN) that detects and mitigates the
switching attack and a H∞ control that keeps the grid stable
in case of failure of the BPNN. Such a defense strategy was
also tested on a two-area Kundur grid and on a five-area Aus-
tralian grid. Another study on the grid impact of EV charging
station was given in [231]. Here, EV charging stations are
proved to be more dangerous than traditional loads in case of
cyberattacks because of their higher reactive power demand,
which facilitates the destabilization of the grid. Moreover,
the research work shows the grid frequency and voltage de-
viations in case of cyberattacks causing the power injection
from EV charging stations and switching attacks. Blackouts
and damage to the generators and transformers are the direct
consequences of such attacks.

Moving now the discussion on the microanalysis, the focus
shifts on the effects of cyberattacks on the EVSE and power
conversion devices of the EV charging stations. Apart from
the lack of service for the EV owners, the power convert-
ers and EVSE might be seriously damaged or permanently
compromised by this kind of attacks. A first example of re-
search work in this regard is a deep-learning-based intrusion
detection system based on long short-term memory [232].
The paper modeled an isolated EV charging station with a
PV unit, a BESS, and a boost converter as charging unit. The
paper also provides an analytical model of an FDI attack and a
DoS attack. The results show that the PV unit output voltage is
affected by oscillations, and there are no visible effects on the
BESS for both the cyberattacks, whereas the output voltage of
the EV charging unit demonstrates irreversible DC shift after
the FDI attack and it is not affected by the DoS attack.

Another study involving the power converter modeling, but
related to a 100 kW wireless power transfer (WPT) charging
station, was addressed in [233]. The WPT charging station is
made of a three-phase PWM rectifier, a buck converter, and
a resonant converter with a secondary side located inside the
car and directly connected to the EV battery. Possible attacks
that have physical consequences for the power converters of
such a system are hacking the grid side controllers, introduc-
ing a fake communication between the vehicle and the WPT
charging station, and manipulating the BMS of the EV being
charged. The consequence can be either a short-circuit in one
of the converters or a fault due to the manipulation of the
BMS. In particular, if the battery contactor opens before the
charging is over, the resonant converter could be damaged by
overvoltage. These problems were mitigated by introducing
a desaturation protection circuitry to prevent damages due
to short circuits and an LLC-series compensation topology
to reduce the overvoltage in the case the battery contactor
prematurely opens.

Shifting the focus on the consequences of cyberattacks on
the energy management of an EV charging station, [234] stud-
ied the impact of hijacking (equivalent to the MitM attack)
and an FDIA attack. Respectively, the first one modifies the
charging time communicated to the charging system operator,
which can cause overcharging of the EV battery of delayed
service for other customers, whereas the second one modifies
the power limits communicated by the distribution system
operator (DSO) to the charging system operators, exceeding
in this way the actual power limits and destabilizing the upper
grid.

Now that the macroanalysis and microanalysis of the effects
of cyberattacks on the grid and EVSE have been discussed,
some mitigation methods and energy trading approaches can
be addressed. A hidden Markov model (HMM) that can
predict and mitigate the effect of cyberattacks on DC fast
charging stations was proposed in [235]. The HMM is de-
fined by two stochastic processes. A hidden process uses a
random variable to represent the transitions between states,
and an observation process uses another random variable to
represent the output of each state. A more popular energy
trading approach to ensure secure transactions is represented
by blockchain-based frameworks. An example of this kind of
framework is given in [236]. Here, a contract-based incentive
approach is used to reward customers based on the energy
provided to the grid. Moreover, edge computing is adopted
to improve the computational power of the system and the
probability of success of the energy trades. Other examples of
blockchain-based energy trading are provided in [237], [238]
to enable V2G operations. A double auction mechanism is
used in these works to allow the EV owners and the service
provider to exchange information regarding the energy pro-
vided or required and the related price. Since this mechanism
uses public ID to identify the users inside the blockchain, the
privacy of the EV owner is preserved. The framework pro-
posed in [238] is also secure against DoS attacks because each
node is pre-authenticated and verified. Therefore, the intrusion
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of another node blocking the entire network is unlikely to
occur.

This subsection has discussed the analysis of the effects of
cyberattacks from a macro and micro-perspective. From the
macro-level point of view, power flow analysis and eigen-
value relocation of the power system model shown in [227]
is the most promising way to study the effects of cyberat-
tacks on wide areas such as cities or towns. Since it has
been pointed out that the starting point for such attacks is
given by publicly available customers’ and grid data, serious
efforts are demanded from both cybersecurity algorithms and
control strategies to keep the grid stable. On the other hand,
cyberattacks on the EVSE are less likely to occur because
they require knowledge about hardware and firmware and an
access point to them. However, such attacks can also lead to
more dangerous impacts by disabling the protections of the
EVSE or causing short-circuits in the power converters. Fire
and explosions can be considered as extreme consequences of
such a kind of attack.

It is also important to mention that the research works
focusing on the micro-level effects of cyberattacks do not pro-
vide a clear quantification of their impact, and major efforts
are required to define an accurate methodology to analyze
the problem. Furthermore, blockchain-based energy trading
frameworks have shown their potential to ensure secure trans-
actions between customers and energy providers without any
external entity. However, blockchains also require to solve
mathematical problems to create a transaction, which requires
a certain computational effort. Even though blockchains can
generate transactions with less energy consumption than the
one required by cryptocurrencies and can also be used in low
power consumption fields such as the secure communication
between Internet of Things (IoTs) devices [239], a feasibility
assessment is necessary to understand their sustainability in
the energy trading field.

E. CYBERSECURITY CONSIDERATIONS IN DC FAST
CHARGING STATIONS
There are not many works dealing with cybersecurity issues
specifically in DC fast charging stations because cyberattacks
and security strategies are usually common to AC and DC
charging. However, it is important to notice that the dif-
ferent technology of DC fast charging stations, particularly
DC-connected ones, might lead to new kinds of attacks in
the future. For example, protection devices and sensors are
different in DC-connected fast charging stations, and manip-
ulating them could be extremely dangerous considering that
the fault current can reach hundreds of amps in less than two
milliseconds in DC systems [240].

A report about the cybersecurity of extremely fast charging
stations by Idaho National Laboratory, APS Global, and XOS
Trucks was done in [241] for ABB Inc. Here, three possible
attack scenarios are analyzed. The first one is the manipula-
tion of the output current metering of the fast charger and/or
the SoC of the EV battery, which may lead to its over- or
under-charging. The second one is to fabricate low current

measurements when all the charging spots are occupied, and
the real current value is high. Because of this attack, the
charging station might decide to charge the BESS, triggering
the overloading protection. Finally, the last attack scenario is
in making it appear that more chargers are ocupied than the
actually used ones. In this case, the charging station might
decide to discharge the BESS without a real need, causing
a money loss for the charging operator. Moreover, the report
presents a novel resilient control architecture to increase the
cybersecurity of DC fast charging stations. Another work
dealing specifically with cybersecurity of DC fast charging
stations was shown in [242], where an emulation environment
for cyberattacks was described.

Even though the cybersecurity issues related to DC fast
charging stations have not been widely covered yet, their high
power technology raises concerns about possible micro-level
cyberattacks. As discussed in the previous subsection, micro-
level attacks are the least likely to occur because the hacker
needs knowledge and access to hardware and firmware to
start the attack. However, such attacks are also the ones with
the most severe consequences, because manipulation of the
protection circuitry and short-circuit in power converters can
lead to fire and explosions, impacting the personal safety of
the customers.

VII. DISCUSSION AND FUTURE TRENDS
The growing number of EVs will have a huge impact on
everyday life, and it is important to implement the related
charging infrastructure in the most sustainable and future-
proof way. DC fast charging stations are a key point in this
scenario. The way to implement DC fast charging stations
in the most efficient and sustainable way is to think about
their design and implementation from different points of view,
including the different features that have been addressed in
this paper: standards, power conversion technologies, archi-
tectures, energy management, and cybersecurity. Regarding
the standards, CCS and NACS are the ones becoming more
popular and are expected to be dominant in the near future.
Moreover, the introduction of MCS opens the prospect of MW
charging stations for HD-EVs. However, it is still unclear how
to deal with the grid impact raised by this kind of system.
Another important point is the introduction of 800 V EVs,
which creates the need for future-proof power converters that
are able to interface a wide output voltage range. HD-EVs
must also be considered in this discussion because of their
high-voltage batteries. Their trend is expected to move to-
wards 1000 V batteries as for Tesla Semi. For these reasons,
traditional topologies like the DAB converter could soon be
replaced by emerging topologies such as the ones discussed
in Sections III-E and III-F.

Furthermore, DC-connected fast charging stations are ex-
pected to be dominant due to their increased efficiency
and lower number of power converters. Looking at the
solutions proposed by Tritium and Enercon, the future DC-
connected fast charging stations are expected to be radial and
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unipolar, which implies simple and cheap, but also less re-
silient, architectures. Architectures based on SST are instead
not expected to be used in the next years because their
economic advantage only comes with high penetration of re-
newable resources and wide adoption of V2X technologies.
Yet, as explained in subsection IV-F, IEC 61851-23 [68]
clearly states that isolation must be provided for each output in
DC fast charging stations with multiple outputs if such outputs
operate at the same time. Since implementing isolation from
the grid via a low-frequency transformer for every charging
port would be quite expensive, it is expected that the future
DC-connected fast charging stations will be equipped with
isolated DC-DC converters connected to a shared high-power
AC-DC converter. Moreover, a switching matrix could be
implemented between a group of converters and output ports
to provide different levels of charging speeds, i.e., different
levels of service in a corresponding business model. However,
this paper also addressed non-isolated solutions because the
standards might change in the future, as it happened in the
PV world, where once the DC-DC converters were usually
isolated, and now they are typically transformerless. Keeping
this discussion going is important to minimize the cost of EV
charging infrastructure, while safety concerns must be fully
addressed first. Nonetheless, we expect that isolation topolo-
gies will be the only viable solution for the industry in the
foreseeable future due to their compliance with the existing
standards.

Besides, RESs, BESSs, and energy management strate-
gies are expected to further improve the sustainability of DC
fast charging stations, reduce the grid impact, and provide
ancillary services, specifically voltage and frequency regu-
lation, and energy reserves. Among the energy management
approaches, global optimization and deterministic rule-based
strategies are the most used in literature. In particular, MILP
and state-machine-based strategies are the most common
ones, and they are feasible enough to be demonstrated us-
ing HIL and CHIL implementations. Real-time simulations
are getting popular in high power systems such as DC fast
charging stations because they allow to reduce time to mar-
ket and implementation costs. In this specific case, real-time
simulations can be used to simulate low-level power converter
control and high-level energy management strategies. One im-
portant issue in common with most of the energy management
works is that they do not usually refer to the power electronics
adopted by DC fast charging stations. In particular, none of
the reviewed papers has realized an optimization function
taking into account the converter efficiency for different EV
powertrains, respectively 400 V or 800 V. Yet, no paper has
verified the behavior of a particular energy management sys-
tem in power hardware in the loop (PHIL) environment with
a specific power converter as hardware under test. Lack of
standardized testing in this field makes difficult to benchmark
power converters and energy management strategies as for PV
inverters and MPPT algorithms [243]. Therefore, some efforts
are needed to unify the various aspects of DC fast charging
stations, and the energy management strategies shown in this

review might still be several years away from practical real-
ization.

Last, but not least, DC fast charging stations include a
cyber layer that cannot be neglected due to security issues.
Regarding macro-areas such as cities and towns, future re-
search activities on power flow analysis like in [227] are
expected to predict and quantify the effects of cyberattacks
perpetrated on DC fast charging stations on the entire power
grid. Moreover, this kind of attack is expected to be more
likely to happen since the only information needed is publicly
available customers’ and grid data. From a micro-level point
of view, no research work has proposed a proper quantification
for the effects of cyberattacks on DC fast charging stations
and EVSE. However, it is possible to say that these kinds of
attacks are less likely to occur because they require knowledge
about the hardware and firmware of the charging station. On
the other side, they are more severe because they can cause
short-circuits of the power electornic converters and disable
the protection devices. Finally, recent research works showed
that blockchain-based frameworks are the future trend for
secure transactions in EV charging stations. However, their
sustainability should be proven before a real implementation
because the creation of a transaction in the blockchain requires
the solution of a mathematical problem, which in turn requires
computational effort.

VIII. CONCLUSION
The fast adoption of EVs opens new challenges that the gov-
ernment, companies, and researchers must address. For this
reason, this paper reviewed some of the main research points
in the field. First of all, an overview of DC fast charging
standards, EV powertrains, and current development of EV
fast chargers has been discussed. Here, it has been highlighted
that DC networks and microgrids are promising architectures
for fast charging stations because they allow for increased ef-
ficiency, decreased number of power converters, and reduced
running costs. However, the lack of standards for protection
and metering has limited the employment of DC-connected
fast charging stations, which are actually a minority in the
market.

Then, the main converter topologies adopted in DC fast
charging stations and the emerging solutions to interface both
400 V and 800 V batteries have been described. The market
presence of several EV powertrains complicates the design of
fast chargers due to the need for a very wide battery charging
voltage range. Among the emerging topologies, PPCs have
been highlighted because of their increased efficiency and
reduced implementation costs, which, however, require the
DC bus to match the EV battery voltage as closely as possible
to exploit all the benefits of these converters. Among the
galvanically isolated DC-DC converters, there is a recent trend
of implementing 3-port converters capable of connecting two
output ports in series and parallel to achieve the 200–1000 V
battery charging voltage range.

Moreover, the main architectural features of DC-connected
fast charging stations have been analyzed because of their
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potential to become the backbone infrastructure of future fast
charging systems. In particular, radial and ring configurations,
and unipolar and bipolar architectures have been explained,
considering their advantages and disadvantages in the design
of a DC-connected fast charging station. It could be concluded
that radial unipolar DC-connected fast charging systems pro-
vide the simplest and cheapest implementation. The new
concept of MW charging stations for HD-EVs has also been
discussed. Current issues of such systems are their grid im-
pact and their architectural features. Even though SST is a
promising solution to offer ancillary services in MW charging
stations, its economic viability must be investigated during the
design stage. In addition, the use of BESS in DC-connected
fast charging stations and the case study of DC-connected fast
charging stations into traction grids have also been discussed.
BESSs provide numerous additional services to the customers
and ancillary services to the grid, enabling emerging business
models for fast charging station operators. Safety, protection,
and isolation requirements have also been studied. Here, one
of the main points to underline is that DC fast charging sta-
tions equipped with multiple ports operating at the same time
require isolation per each port according to IEC 61851-23.
This means that isolated DC-DC converters will likely be the
dominant choice in the future unless there is a change in the
current standards.

Furthermore, energy management approaches for DC
fast charging stations have been classified, taking into ac-
count their main goals and their optimization algorithms.
Optimization-based strategies dominate the research litera-
ture. On the other hand, rule-based strategies were demon-
strated for realistic case studies of fast EV charging stations.

Finally, the main cybersecurity issues common to all charg-
ing systems have been addressed, and some specific cases
regarding DC fast charging stations have been considered
to give a complete perspective of the research points in
the field of DC fast charging of EVs. Generally speak-
ing, forthcoming versions of EV charging protocols target
much-improved cybersecurity provisions, like integrating ISO
15118-20 standard in CCS 2.0 to replace the unsecured DIN
70121 powerline communication protocol. The newest ver-
sion of the Open Charge Point Protocol (OCPP 2.0.1) also
supports ISO 15118-20. Yet, the effects of cyberattacks on
grid and charging stations have been considered from a macro
and micro-level point of view. Cybersecure architectures have
been reviewed as well, highlighting that blockchain-based
frameworks are the future trend in this field. Hence, cyber-
security issues would be one of the main obstacles to the
widescale deployment of fast charging stations and, thus, re-
quire more attention from developers of equipment.
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Cobos, “Highly efficient, full ZVS, hybrid, multilevel DC/DC topol-
ogy for two-stage grid-connected 1500-V PV system with employed

900-V SiC devices,” IEEE Trans. Emerg. Sel. Topics Power Electron.,
vol. 7, no. 2, pp. 811–832, Jun. 2019.

[123] E. Serban, C. Pondiche, and M. Ordonez, “Analysis and
design of bidirectional parallel-series dab-based converter,”
IEEE Trans. Power Electron., vol. 38, no. 8, pp. 10370–10382,
Aug. 2023.

[124] S. Chaurasiya and B. Singh, “A bidirectional fast EV charger for
wide voltage range using three-level dab based on current and voltage
stress optimization,” IEEE Trans. Transport. Electrific., vol. 9, no. 1,
pp. 1330–1340, Mar. 2023.

[125] O. Zayed, A. Elezab, A. Abuelnaga, and M. Narimani, “A dual-active
bridge converter with a wide output voltage range (200–1000 V) for
ultra-fast DC-connected EV charging stations,” IEEE Trans. Trans-
port. Electrific., vol. 9, no. 3, pp. 3731–3741, Sep. 2023.

[126] A. Elezab, O. Zayed, A. Abuelnaga, and M. Narimani, “High effi-
ciency LLC resonant converter with wide output range of 200–1000
V for DC-connected EVs ultra-fast charging stations,” IEEE Access,
vol. 11, pp. 33037–33048, 2023.

[127] S. B. Althurthi, K. Rajashekara, and T. Debnath, “A novel ultra-wide
output range DC-DC converter for EV fast charging,” IEEE J. Emerg.
Sel. Topics Ind. Electron., vol. 5, no. 2, pp. 586–596, Apr. 2024.

[128] L. Zhao, Y. Pei, L. Wang, L. Pei, W. Cao, and Y. Gan, “Design
methodology of bidirectional resonant CLLC charger for wide volt-
age range based on parameter equivalent and time domain model,”
IEEE Trans. Power Electron., vol. 37, no. 10, pp. 12041–12064,
Oct. 2022.

[129] Y. Xuan, X. Yang, W. Chen, T. Liu, and X. Hao, “A novel three-level
CLLC resonant DC–DC converter for bidirectional EV charger in DC
microgrids,” IEEE Trans. Ind. Electron., vol. 68, no. 3, pp. 2334–2344,
Mar. 2021.

[130] V. Sidorov, A. Chub, D. Vinnikov, and F. Z. Peng, “Survey of topology
morphing control techniques for performance enhancement of galvan-
ically isolated DC-DC converters,” IEEE Open J. Ind. Electron. Soc.,
vol. 3, pp. 751–777, 2022.

[131] Y. Zuo, X. Pan, and C. Wang, “A reconfigurable bidirectional isolated
LLC resonant converter for ultra-wide voltage-gain range applica-
tions,” IEEE Trans. Ind. Electron., vol. 69, no. 6, pp. 5713–5723,
Jun. 2021.

[132] M. Barresi, E. Ferri, and L. Piegari, “A fast charging station for electric
vehicles with 400-V/800-V charging ports and second-life batteries,”
in 2023 IEEE 17th Int. Conf. Compat., Power Electron. Power Eng.,
2023, pp. 1–8.

[133] D. Lyu, T. B. Soeiro, and P. Bauer, “Multiobjective design and bench-
mark of wide voltage range phase shift full-bridge DC/DC converters
for EV charging application,” IEEE Trans. Transport. Electrific.,
vol. 10, no. 1, pp. 288–304, Mar. 2024.

[134] D. Kumar, F. Zare, and A. Ghosh, “DC microgrid technology: System
architectures, AC grid interfaces, grounding schemes, power quality,
communication networks, applications, and standardizations aspects,”
IEEE Access, vol. 5, pp. 12230–12256, 2017.

[135] F. Xu, A. Elasser, S. Colombi, and K. K. Huh, “DC fast charging
station for electric vehicles,” U.S. Patent 16/475,464, Dec. 5, 2019.

[136] L. Qi, “Multiple vehicle charging system,” U.S. Patent 11,230,202,
Jan. 25, 2022.

[137] G. Sharma, V. K. Sood, M. S. Alam, and S. M. Shariff, “Compari-
son of common DC and AC bus architectures for EV fast charging
stations and impact on power quality,” eTransportation, vol. 5, 2020,
Art. no. 100066.

[138] “Report on webinar: “Low voltage direct current (LVDC) and
DC technologies: Potential applications for a clean energy
transition”,” Eur. Commision, Dec. 2, 2021. [Online]. Available:
https://commission.europa.eu/document/download/f2f119f6-9aee-
482f-a13a-e711ff75ebb8_en?filename=211126_lvdc_workshop_
conclusions.pdf

[139] L. Tan, B. Wu, S. Rivera, and V. Yaramasu, “Comprehensive DC power
balance management in high-power three-level DC–DC converter for
electric vehicle fast charging,” IEEE Trans. Power Electron., vol. 31,
no. 1, pp. 89–100, Jan. 2016.

[140] NXU, (n.d.). [Online]. Available: https://nxuenergy.com/
[141] A. Meintz, M. Starke, and T. Bohn, “Charging infrastructure tech-

nologies: Development of a multiport,> 1 mW charging system
for medium-and heavy-duty electric vehicles,” National Renewable
Energy Lab. (NREL), Golden, CO, USA, Tech. Rep. NREL/PR-5400-
79988, 2022.

VOLUME 5, 2024 1607

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

https://commission.europa.eu/document/download/f2f119f6-9aee-482f-a13a-e711ff75ebb8_en{?}filename$=$211126_lvdc_workshop_conclusions.pdf
https://commission.europa.eu/document/download/f2f119f6-9aee-482f-a13a-e711ff75ebb8_en{?}filename$=$211126_lvdc_workshop_conclusions.pdf
https://commission.europa.eu/document/download/f2f119f6-9aee-482f-a13a-e711ff75ebb8_en{?}filename$=$211126_lvdc_workshop_conclusions.pdf
https://nxuenergy.com/
http://mostwiedzy.pl


ARENA ET AL.: COMPREHENSIVE REVIEW ON DC FAST CHARGING STATIONS FOR ELECTRIC VEHICLES

[142] I. Mareev, J. Becker, and D. U. Sauer, “Battery dimensioning and life
cycle costs analysis for a heavy-duty truck considering the require-
ments of long-haul transportation,” Energies, vol. 11, no. 1, 2017,
Art. no. 55.

[143] J. Schneider, O. Teichert, M. Zähringer, G. Balke, and M. Lienkamp,
“The novel megawatt charging system standard: Impact on battery size
and cell requirements for battery-electric long-haul trucks,” eTrans-
portation, vol. 17, 2023, Art. no. 100253.

[144] P. Mishra, E. Miller, S. Santhanagopalan, K. Bennion, and A. Meintz,
“A framework to analyze the requirements of a multiport megawatt-
level charging station for heavy-duty electric vehicles,” Energies,
vol. 15, no. 10, 2022, Art. no. 3788.

[145] M. Zhang, X. Zhu, B. Mather, P. Kulkani, and A. Meintz, “Location
selection of fast-charging station for heavy-duty EVs using GIS and
grid analysis,” in 2021 IEEE Power Energy Soc. Innov. Smart Grid
Technol. Conf., 2021, pp. 1–5.

[146] X. Zhu, P. Mishra, B. Mather, M. Zhang, and A. Meintz, “Grid
impact analysis and mitigation of en-route charging stations for heavy-
duty electric vehicles,” IEEE Open Access J. Power Energy, vol. 10,
pp. 141–150, 2023.

[147] X. Zhu, R. Mahmud, B. Mather, P. Mishra, and A. Meintz, “Grid volt-
age control analysis for heavy-duty electric vehicle charging stations,”
in 2021 IEEE Power Energy Soc. Innov. Smart Grid Technol. Conf.,
2021, pp. 1–5.

[148] S. Wang, R. Crosier, and Y. Chu, “Investigating the power architec-
tures and circuit topologies for megawatt superfast electric vehicle
charging stations with enhanced grid support functionality,” in 2012
IEEE Int. electric Veh. Conf., 2012, pp. 1–8.

[149] M. Starke et al., “A mW scale charging architecture for supporting
extreme fast charging of heavy-duty electric vehicles,” in 2022 IEEE
Transp. Electrific. Conf. Expo, 2022, pp. 485–490.

[150] A. Burnham et al., “Enabling fast charging–infrastructure and eco-
nomic considerations,” J. Power Sources, vol. 367, pp. 237–249, 2017.

[151] R. Moorthy, M. Starke, B. Dean, A. Adib, S. Campbell, and M.
Chinthavali, “Megawatt scale charging system architecture,” in 2022
IEEE Energy Convers. Congr. Expo., 2022, pp. 1–8.

[152] D. Kucevic, C. N. Truong, A. Jossen, and H. C. Hesse, “Lithium-ion
battery storage design for buffering fast charging stations for battery
electric vehicles and electric buses,” in Proc. Conf. Sustain. Energy
Supply Energy Storage Syst., 2018, pp. 1–6.

[153] S. Funke, P. Jochem, S. Ried, and T. Gnann, “Fast charging sta-
tions with stationary batteries: A techno-economic comparison of fast
charging along highways and in cities,” Transp. Res. Procedia, vol. 48,
pp. 3832–3849, 2020.

[154] Y. Yang, S. Bremner, C. Menictas, and M. Kay, “Battery energy stor-
age system size determination in renewable energy systems: A review,”
Renewable Sustain. Energy Rev., vol. 91, pp. 109–125, 2018.

[155] S. Bai and S. Lukic, “Design considerations for DC charging station
for plug-in vehicles,” in 2011 IEEE Veh. Power Propulsion Conf.,
2011, pp. 1–6.

[156] R. Zhou, M. Kechmir, and P. Pant, “Direct current fast charging sys-
tems with grid tied energy storage systems,” U.S. Patent 17/370,228,
Jan. 12. 2023.

[157] C. V. D. Water, “High power bidirectional grid connected charger with
split battery architecture,” U.S. Patent 11,498,448, Nov. 15, 2022.

[158] J. Engelhardt, J. M. Zepter, T. Gabderakhmanova, and M. Marinelli,
“Energy management of a multi-battery system for renewable-
based high power EV charging,” eTransportation, vol. 14, 2022,
Art. no. 100198.

[159] K. van der Horst, I. Diab, G. R. C. Mouli, and P. Bauer, “Methods
for increasing the potential of integration of EV chargers into the
DC catenary of electric transport grids: A trolleygrid case study,”
eTransportation, vol. 18, 2023, Art. no. 100271.

[160] I. Diab, G. R. C. Mouli, and P. Bauer, “Increasing the integration
potential of EV chargers in DC trolleygrids: A bilateral substation-
voltage tuning approach,” in 2022 Int. Symp. Power Electron., Elect.
Drives, Automat. Motion, 2022, pp. 264–269.

[161] D. Dujic, F. Kieferndorf, F. Canales, and U. Drofenik, “Power elec-
tronic traction transformer technology,” in Proc. IEEE 7th Int. Power
Electron. Motion Control Conf., 2012, vol. 1, pp. 636–642.

[162] H. Hayashiya and K. Kondo, “Recent trends in power electronics
applications as solutions in electric railways,” IEEJ Trans. Elect. Elec-
tron. Eng., vol. 15, no. 5, pp. 632–645, 2020.

[163] K. Smith, L. Hunter, S. Galloway, C. Booth, C. Kerr, and M. Kellett,
“Integrated charging of EVs using existing LVDC light rail infrastruc-
ture: A case study,” in 2019 IEEE 3rd Int. Conf. DC Microgrids, 2019,
pp. 1–7.

[164] M. Weisbach et al., “Intelligent multi-vehicle DC/DC charging station
powered by a trolley bus catenary grid,” Energies, vol. 14, Dec. 2021,
Art. no. 8399.

[165] J. Pouget, B. Guo, L. Bossoney, J. Coppex, D. Roggo, and C. Ellert,
“Energetic simulation of DC railway micro-grid interconnecting with
PV solar panels, EV charger infrastructures and electrical railway
network,” in 2020 IEEE Veh. Power Propulsion Conf., 2020, pp. 1–7.

[166] M. Bartłomiejczyk, L. Jarzebowicz, and R. Hrbáč, “Application of
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