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Recently it has been shown that quantum cryptography beyond pure entanglement distillation is possible and
a paradigm for the associated protocols has been established. Here we systematically generalize the whole
paradigm to the multipartite scenario. We provide constructions of new classes of multipartite bound entangled

states, i.e., those with underlying twisted Greenberger-Horne-Zeilinger (GHZ) structure and nonzero distillable
cryptographic key. We quantitatively estimate the key from below with the help of the privacy squeezing

technique.
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I. INTRODUCTION

Quantum cryptography is one of the most successful ap-
plications of quantum physics in information theory. The
original pioneering Bennett-Brassard 1984 protocol (BB84)
scheme [1] was based on sending nonorthogonal states
through an insecure quantum channel. Then the alternative
approach [Ekert 1991 protocol (E91)] [2] based on generat-
ing key from pure entangled quantum state has been pro-
posed and later extended to the case of mixed states in quan-
tum privacy amplification scheme [3], which exploited the
idea of distillation of pure entangled quantum states from
more copies of noisy entangled (mixed) states [4]. Much
later it was realized that actually the existence of (may be
noisy) initial entanglement in the state is necessary for any
type of protocols distilling secret key from quantum states
[5,6]. In the meantime the problem of unconditional security
(security in the most unfriendly scenario when the eaves-
dropper may apply arbitrarily correlated measurements on
the sent particles or, in the entanglement distillation scheme,
distribute many particles in a single entangled quantum state)
was further solved in Ref. [7] in terms of entanglement dis-
tillation, showing equivalence between the two (BB84 and
E91) ideas (see Ref. [8] for an alternative proof). However,
still the protocol worked only for entanglement that could be
distilled. Also, other protocols [9,10] that exploited a modern
approach to secrecy (based on classical notions) were also
used in cases when pure entanglement was distillable. It was
known, however, for a relatively long time that there are
states (called bound entangled) that can not be distilled to
pure form [11]. In the above context it was quite natural to
expect that bound entangled states cannot lead to private key.
However, it happens not to be true [12]: one can extend the
entanglement distillation idea from distillation of pure states
to distillation of private states (in general mixed states that
contain a private bit) and further show that there are ex-
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amples of bound entangled states from which secure key can
be distilled. A general paradigm has been systematically
worked out in Refs. [13,14] with further examples of bound
entangled states with secure key [15,16] and interesting ap-
plications [17-19]. From the quantum channels perspective
the extended scheme [12] represents secure key distillation
with help of a quantum channel with vanishing quantum ca-
pacity (i.e., it is impossible to transmit qubit states faith-
fully). Those channels [12,16] were later used in the discov-
ery [20] of the drastically nonintuitive fully nonclassical
effect of mutual activation of zero capacity channels, which
“unlock” each other, allowing to transmit quantum informa-
tion faithfully if encoded into entanglement across two chan-
nels inputs. On the other hand with help of the seminal ma-
chinery exploiting the notion of almost productness in
unconditionally secure quantum key distillation [21], it has
been shown that unconditional security under channels that
do not convey quantum information is possible [22]. Here
we would like to stress that we focus on the approach to
quantum cryptography based on private states rather than
the, to some extent, complementary information-theoretic
approach which has also been proven very fruitful (see Refs.
[9,21,23-25]).

The results discussed above concern bipartite states. The
aim of the present paper, which, among others, concludes
part of the analysis of [26], is to develop the general ap-
proach to distillation of secure key from multipartite states.
Basically the content of the paper can be divided into two
parts. In the first part we systematically and in a consistent
way generalize the approach from Ref. [13]. Here the basic
notion of multipartite d-dimensional private states (multipar-
tite p-dits) has been introduced and analyzed already in the
previous paper [27].

It should be stressed here that, as extensively discussed in
[14], other modifications of the paradigm are possible as far
as the so-called notion of “direct accessibility of crypto-
graphic key” is considered. The p-dit approach is based on
local von Neumann measurements, while it is possible also
to consider local positive operator valued measure (POVMs)
[17]. Both approaches were proved to be equivalent in terms
of the amount of distillable key contained in a given bipartite
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state in Ref. [ 14]. While we leave this issue for further analy-
sis, we strongly believe that the abstract proofs of the latter
work naturally extend to our multipartite case.

The first part of the present paper contains qualitatively
new elements like conditions for closeness to a p-dit state
which were not known so far, and a derivation of a lower
bound for multipartite key where an additional analysis of
properties of the so-called classical-...-classical-quantum (cq)
states was needed. The second part of the paper contains
constructions of novel multiparite states that contain secure
key though are bound entangled. The states are based on the
underlying (twisted) N-partite Greenberger-Horne-Zeilinger
(GHZ) structure and have positive partial transposition (PPT)
with respect to any N—1 versus one subsystem cut. The se-
cret key content is bounded from below quantitatively with
help of the technique adopted form [16].

More specifically after basic definitions and a generaliza-
tion of the modern definition (that has already become stan-
dard) of secure key distillation from quantum state in Sec. II,
we pass to Sec. III where the notion of multipartite p-dit and
its properties are discussed including especially the condition
for e closeness to multipartite private states. Distillable cryp-
tographic key in terms of p-dits is analyzed in Sec. IV. Here
an upper bound in terms of relative entropy is proved in
analogy to the bipartite case. A lower bound on the key based
on a modification of the one-way Devetak-Winter protocol
[9,10] to the multipartite case is provided with help of a
natural lemma with a somewhat involved proof. Also the
application [16] of privacy squeezing [12] is naturally ex-
tended and applied here.

The next section is the longest one since it contains all the
constructions of multipartite bound entangled states with
cryptographic key. Note that the first construction, being an
extension and modification of bipartite examples from Ref.
[15], requires nontrivial coincidence of several conditions
that are contained in Lemma V.3. They ensure that, on the
one hand, the state is PPT, but on the other it allows to be
modified by the local operations and classical communica-
tion (LOCC) recurrence protocol to a state that is close to a
multipartite p-dit. This is equivalent to distillability. Indepen-
dently, a quantitative analysis is performed, illustrating how
the lower bound for distillable key becomes positive. The
second class of bound entangled states (to some extent in-
spired by bipartite four-qubit states from [16]) involves Her-
mitian unitary block elements of the density matrix. Here the
construction is different and, in comparison to the first one,
the observed secure key is much stronger. Finally we shortly
recall the limitations of quantum cryptography [33,35]. Sec-
tion VI contains conclusions.

II. BASIC NOTIONS AND THE STANDARD DEFINITION
OF SECURE KEY

In what follows we shall be concerned with the scenario
in which N parties A, ...,Ay wish to obtain perfectly corre-
lated strings of bits (or in general dits) that are completely
uncorrelated to the eavesdropper Eve by means of local op-
erations and public communication (LOPC). Let us recall
that the difference between the standard LOCC and LOPC
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lies in the fact that in the latter we need to remember that any
classical message announced by the involved parties may be
registered by Eve. Therefore in comparison to the LOCC
paradigm in the LOPC paradigm, one also includes the map
(see, e.g., Refs. [13,19])

Cunre= > 9,5(1)95 ® |i)ilar — CanrpprEr
i

=2 el @ i)

ar @ |iXilpr @ |iXilgr, (1)

From the quantum cryptographic point of view the common
aim of all the parties A, ...,Ay is to distill the following
state:

QXVEld) E |el(l)...el(N)><el(l)...el(N)| ® oF, (2)
dic

called hereafter ideal c. cq(cq) state, by means of LOPC.

Here A=A, --Ayand {|e(’>>}d o 18 some orthonormal basis in

the Hilbert space corresponding to the jth party (denoted

hereafter by ;). Their tensor product constitutes the product

basis in H; ® - -- ® Hy, which we shall denote as

Bprod {|€ l)> R ® |€(N }d— ¥ (3)
(In what follows we will be often assuming {|e§")>}§1="()1 to be
the standard basis in 7;.) One sees that the ideal ¢q states
represent perfect classical correlations with respect to the
product basis BR,“’d that are uncorrelated to the eavesdrop-
per’s degrees of freedom.

We may also define a general cq state to be

E Piinlet”

Lin=0

=0

Q(NCq) (N ( (1)

(N) E
Ciy |® Qi

(4)

In the above considerations we could take different dimen-
sions on each side, however, for simplicity we restrict to the
case of equal dimensions. All the parties should have strings
of the same length at the end of the protocol to make a key.

It should be also emphasized that in what follows the jth
party is assumed to have an additional “garbage” quantum
system defined on some Hilbert space 'ij. Thus we will be
assuming that usually the states shared by the parties are
defined on the Hilbert space H®H', where H=H;® -
®@Hyand H'=H|® -+ ® Hy, and BY°! constitutes the prod-
uct basis in H. Also, following Ref. [13], the part of a given
state corresponding to H(H') will be sometimes called the
key part (the shield part). This terminology comes from the
fact that the key part is the one from which the parties obtain
the cryptographic key, while the shield part protects secret
correlation from the eavesdropper.

Following, e.g., Refs. [13,19], using the notion of cq
states, we may define the distillable cryptographic key in the
multipartite scenario as follows.

Definition I.1. Let @ar be a state acting on C/1@® -
® CIN® CIE and (P,l)n , be a sequence of LOPC operations
such that P,(05h) =0W4", where 03" is a cq state with A
part defined on (Ld )®N The set of operations P=(A,)_, is
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said to be a cryptographic key distillation protocol if

lim @l — o%em, = 0, (5)
n—oo

where QX%”) is the ideal cq state defined on the same Hilbert
space as Qﬁfg’”). We define the rate of the protocol P
=(P,),_, as

. log d,
Rp(Qpg) = lim sup—— (6)

n—o n

and the distillable classical key as

Cp(Oar) = Sl;P Rp(Qap)- (7)

If instead of Eaz one has the purification |¢z) we write
Cp(en)-

Let us also mention that a good indicator of the secrecy of
our correlations as well as the uniformity of the probability
distribution p; .. is the trace norm distance 09—l

II1. PRIVATE STATES

A. Definition and properties

Here we discuss the multipartite generalizations of two
important concepts of the scheme from Refs. [12,13]. Firstly
we introduce the notion of twisting and then the notion of
multipartite private states.

Definition IIL1. Let (Uj,...; ); ..., be some family of uni-
tary operations acting on H'. Given the N-partite product
basis B! we define multipartite twisting to be the unitary

operation given by the following formula:
d-1
U= 2 |e§:) "'egi\]])><el(-ll) "'ez(']]VV)| QUi (8)
i1ye e iy=0

This is an important notion since, as shown in the bipartite
case in Ref. [13] (Theorem 1) and as it holds also for multi-
partite states, application of twisting (taken with respect to
the product basis BR,“)d) to a given state Paar does not have
any effect on the cq state obtained upon a measurement of
the A part of the purification of @pa: in the product basis
BR°. More precisely states @aar and U,0aa Ul have the
same cq state with respect to B%Od for any twisting that is
constructed using By,

We can now pass to the notion of multipartite private
states. These are straightforward generalization of private
states from Refs. [12,13] and were defined already in Ref.
[27].

Definition I11.2. Let U; be some unitary operations for
every i and let 05 be a density matrix acting on H'. By
multipartite private state or multipartite p-dit we mean the
following:

d—
1 .
T == 2 el eM)elV - eV @ UoaUl.  (9)

di=o

Naturallgl, for N=2 the above reproduces the bipartite private
states *yAd)A v introduced in Ref. [13]. It follows from the
1428414
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definition that any multipartite private state may be written
as FX{A,:U,(PZT}V(& QA/)U,T with @5, and U, denoting some
density matrix acting on H' and some twisting, respectively.
Moreover, Pﬁ;}{, stands for the projector onto the GHZ state
[28] given by

d-1
iy = 2 1N (10)
i=0

In other words we say that multipartite private states are
twisted GHZ states tensored with an arbitrary density matrix
Oar-

As a simple but illustrative example of a multipartite
p-dit, one may consider the following (2D)" X (2D)" state
[with H=(C?)®N and H'=(CP)®N]:

]IDN 0 V<7.rD)
o 1l o 0. o0
“oapN o

= L1001 + [0 @ 1y
+(|0)(1 =N + |1)(0|*) © VD). (11)

where V(f )is a permutation operator defined as

D-1

V= X

i1se . iy=0

i) i) @ i2Xim)| @ =+ @ ig)iml,  (12)

with 77 being an arbitrary permutation of N-element set.
Clearly V(f ) is unitary matrix for any permutation 7 and thus
[V =1,x (|A] is defined as VATA). This, in view of the
Lemma A.l1 (Appendix), means that Mz(JlDN,V(,? N=0 (for
the definition of M, see the Appendix) for any 7r and hence
T'? represents quantum state. Moreover, I'? may be derived
from general form (9) by substituting @a/=1pnv/DV, ie.,
maximally mixed state acting on (C°)®V. Finally, both uni-
tary operations in Eq. (9) may be taken to be Uy=V'") and
U,=1pw.

As multipartite private state constitute a central notion of
our cryptographic scheme, below we shortly characterize
multipartite private states. Firstly, we notice that any state of
which cq state is the ideal one with respect to some basis By
must be of form (9) and vice versa.

Theorem I11.1. Let Qppr be a state defined on H ® H' with
H=(C4)®N and arbitrary but finite-dimensional H'. Let also
9553 denote the cq state obtained from the purification of
Oaas upon the measurement of the A part in B}i,md and tracing
out the A’ part. Then Qf:g) is of form (2) if and only if Ppa:
is of form (9), both with respect to B}’\;Od.

This fact may be proved in exactly the same way as its
bipartite version from Ref. [13].

Secondly, it was shown in Ref. [27] that any multipartite
private state is distillable providing also a lower bound on
distillable entanglement. For completeness it is desirable to
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briefly recall this result, which can be stated as follows. For
any multipartite private state I‘Xl)\, its distillable entangle-
ment is bounded as

1 ”;
a1 gl -+ —L
i’jzo""’d"l{ ! [ (2 2\a(1)a(2)>}}

ED(Ff,l,) = max
i<

(13)
where 7, a Ul), f,]), and finally a are parameters charac-
terizing the given private state F ap- They are defined as

follows:

7= max|(f| "'UN|UiQA'U;|gl>

where maximum is taken over a pair of pure product vectors
lf1)--|fx and |g;)--|gn) belonging to H'. The parameters
( and a;; 2 are given by

a) = G Uea U™ -+ 1Ay (15)

(14)

and

a2 = @ @ U on UG 3, (10
where [A7)- -+ |77 and |g\7)- -+ |g\/) are the vectors realiz-
ing the maximum in Eq. (14) Finally a;;** denotes the larger
of two numbers a(]l) and a

It follows from Egs. (14) (16) that 7;; is always positive
and on the other hand 7,;<a ] . This means that a;;"*
>0 and consequently for any palr (i<j), the expression un-
der the maximum in Eq. (13) is positive, proving that Ej, of
any multipartite private state is nonzero.

Finally, we notice following Ref. [27] that for bipartite
private states also other entanglement measures were
bounded from below. Namely, it was shown that

d
E(yZ)AAA)/logd (17)
and, due to the fact that entanglement of formation is not
smaller than the entanglement cost, E F(y;d)A ) =logd.
14284

B. Conditions for closeness to multipartite private
states

Here we provide necessary and sufficient conditions al-
lowing for judging how close to some multipartite private
state is some given state @ap: defined on H® H'.

Let us firstly notice that any state acting on H ® H' may
be written in the following block form:

d-1 d-1
omr= 2 2 i i in @ QY (18)
150 0in=0 ji,. . jny=0

where Q/ I JN are assumed to be square matrices defined on
H'. Also by Oa we denote the state Op= Tra/(U,0an U))
with some twisting U,, and by (Oa) 11'jzlvv its entries in the

standard basis. Then we can prove the following useful
lemma.
Lemma I11.1. Let oppr be some density matrix acting on
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H®H' with H=(C%)®" and arbitrary finite-dimensional H'.
Then there exists such twisting U, that for a fixed index i all
the elements (QA){ { and (0p )’ i (] 0,---,d-1) of the ith
row and column of = TrA,(U,QAA,U) equal Q2] and
[ J’j 1, Tespectively.

Proof. The proof is a simple extension of the one pre-
sented in Ref. [13]. Acting on the state Paa: With an unitary
twisting U, and tracing out the A’ subsystem, one gets

d-1 d-1
éA: E 2 T]‘(U,l zN‘Q{: {,C]U;r] ]N)
i1yein=0 ji,....jN=0
Xiy i)yl (19)

First of all let us mention that from Eq. (19) it follows that
we do not need to care about blocks lying on the diagonal of
©aa’ as the blocks Qii;i’/ must be positive and the following
holds:

Te(Up,q NUT ) = QG- (20)
Now, let us focus now on the matrices ()7 for some fixed i
and any j # i (as the case of i=j has just been discussed). For
simplicity and without any loss of generality we can choose
i=0 and thus we need to prove the theorem for j=1,---,d
—1. At the beginning let us concentrate on the matrix Q.
We can express it with the singular-value decomposition as
QO =V,D,W}, where V, and W, are unitary matrices and
D stands for a diagonal matrix containing singular values of
Q. 0, i-e., eigenvalues of [ |- Then from Eq. (19) one
infers that it suffices to take UO...O=VT and U;..,=W in the
twisting U, to get

Tr(Uy...oQ0. o UL....) = Te(VIVDW W)
=TrD = Q) 3)ls. (21)

Now we may proceed with the remaining matrices ()%
(j=2,...,d—1). We need to find such matrices in the twist-
ing U, that Eq. (21) holds also for the remaining Q}.%. No-
tice that unitary matrices U,.., and U,..., have just been
fixed, however, we have still some freedom provided by
Ui.; (j=2,...,d-1). Using the singular value decomposi-
t10n of all Q{) 5 (j=2,-+,d-1) we may write Q}%
=V,D; W This leads to

Tr(U.. o U}.) = Te(VIQL UL )
=Tr(V'V,D,WU!.)
=Te(D;,WUL.V'V),  (22)

where we used the property of trace saying that TrAB
=TrBA. It is clear from the above that to get the trace norm
of Q" for any j= 2,...,d-1, it suffices to choose U;..

such way that W U 1 VTV =1. This means that U
—VTV WJr (j=2,. d IS The remaining U, . iy appearlng
in the deﬁmtlon of U; may be chosen at will. Concluding we
showed that there exists such U, that for a fixed i it holds that
(Oa { =90l (j=0,....d=1). The fact that also
(@n)} J—||Q’ : /|, follows obviously from hermiticity of

Oa. [ |
This is a very useful lemma due to the fact that twistings

042307-4
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do not change the cq state. It allows us to concentrate on a
particular form of a given state Qaa-. In other words, we can
think about the state @aps as if it has such a reduction to A
subsystem that some of its elements in fixed row or column
are trace norms of respective blocks of Paa+ (obviously with
respect to the same product basis BY°?). As an illustrative
example we can consider @aas with d=2. Then from Eq. (18)
it can be written as

Q00 Qo Q50
QY0 bt ol
Oaar = 0 l 0 l . 0 . (23)

—_

00 01 1.
Qll Qll e Qll

where Q“ ’N—(lel ;N)' and Qf::::ﬁxBO for any i;,j,=0,1.
In view of Lemma 3.2 the above may be brought to the

following state:

Opa=Tra(U,0an U))

19000 (@a)gs - 196l
_| @t 10l @it
199 (@) o,

Now we are prepared to provide the aforementioned con-
ditions for closeness to multipartite private states (the bipar-
tite case was discussed in Ref. [13]). Firstly we show that if
a given Qaas is close to some multipartite p-dit then (due to
the above lemma), there exist such U, that the A subsystem
has all the elements (Tra U,0an UlYi d=[Q 9, for j

=0,...,d-1 close to 1/d.
Theorem II1.2. Let QJ 1IN be some matrices and QAA’ be

l

< € for some multipartite private state re aps for some €>0.
—(1/d)|<e€ and

an N-partite state of the form (18) such that ”QAA’_FAA'

1€ il = (1/d)| < € for any j=0,....d—1.

Pmof The proof is a modlﬁcatlon of the one given in Ref.
[13] (Proposition 3). Let FXIA, be such a private state that
“QAA’_FX]Z/)\/”1$ € and U, be such twisting that I‘Xi/)\,
:U,(PEB,@ oa)U' with oa denoting some state on H'.
Then, due to the invariance of the trace norm under unitary
operations, we have

Ul ean U= Py ® oalll < e. (25)

Now, utilizing the fact that the trace norm can only decrease
under the partial trace, we get

”éA_PfZ/{/”l <€, (26)

where 0, is of form (19). Notice that in general U, does not
have to be the one bringing 05 to the form discussed 1n
Lemma III.1. After application of the explicit form of P )
and @, given by Eq. (19), one can rewrite the above as

PHYSICAL REVIEW A 80, 042307 (2009)

d-1
i 2_0 |i1"‘iN><fl"'jN|Tr(U ZNQ{I' ,]}C’ JT1 ]N)
1o oIN=
J1s-:iN=0
——Elz></|®N <e (27)

le
1

Now we may utilize the fact that for any A= E,ja,j|t)(]|
square of its Hilbert-Schmidt norm is given by [A|j
=3, |a;|* and that [|A[, <||Al|;. Therefore, if [|A[l, < € for some
€>0 then one infers that any of its elements obeys |a; ]| <e
(i,j=0,...,d-1). This reasoning, after application to the
matrix 0, A_PEZJ)V’ leads us to the conclusion that for any i,j
=0,...,d-1 it holds

1
Tr(U,... QLU . )—— <e, (28)

which eventually gives |Tr(U,..., Q) {UJ' J)|=1/d-e. This,
after application of the polar decomposition of QJ - and
properties of trace, can be rewritten as |Tr(W, |Q’ )
=1/d- e with W;; being some unitary matrix. Now, applylng
the Cauchy- Schwarz inequality to the Hilbert-Schmidt scalar
product we can infer that for any positive A and unitary W

the following chain of inequalities holds:

ITr(WA)| = [Tr(WNAVA)|

< \/Tr( WVAVAWY) VTryVAvVA
=TrA = |A[;. (29)

Thus we have that || 7|, =1/d~e for any (i,j=0,...,d
-1).

On the other hand we can apply such twisting U , that after
application to @aas and tracing out the A’ subsystem, we get
O such that in its ith row (or column) (@a)} =]/ || for

j=1,...,d—1. Then, one easily concludes that
|Ban - TITO, T, < (30)
Onnar LaaUidli < €

with QAA/:f/,QAA/f][T. After the analogous reasoning as in
the previous case we get

Qs - —Tr( oA | <€ (31)

for some chosen i and j=0,...,d-1. Here by W;; we de-
noted all product of the respective unitary matrices following

from product of U, and U,. Using the fact that |z, —z,|= |z,
, we infer from the above inequality that

1. -
It follows from the Cauchy-Schwarz inequality that the ab-

solute value on the right-hand side is not greater that one.
Thus we get the inequalities
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oL < e+- (33)

for the chosen i and j=0,...,d—1. Joining this facts together
we get the desired result. |

Notice that in the particular case of d=2, discussed al-
ready in Ref. [13] (Proposition 3), the only condition for
[Qo 0l (and equivalently for [|QF: %)) is that [[Qg
=1/2-e€. This is because, due to the fact that Troa=1 and
the positivity of 04=0 (and thus also of the 2 X2 matrix
containing the elements [[Q 4], with i,7=0,1) [|Qf ol
=1/2.

Interestingly, one may prove also a converse statement,
namely, if for some fixed row, say the ith one, all ||/ 7] are
close to 1/d, then there exists some multipartite private state
close to a given state Qaa.

Theorem I11.3. Let 0par given by Eq. (18) be such that for
a fixed i the blocks Q7 obey || 4|, ~1/d|<e€ for any j
=0,...,d-1 and 0<e<1/d. Then there exists such a mul-
tipartite private state FXIA, that

loaa =T I, < Viog 2[2NVd n(e)log d + H(2\d7(e))]
+2Vdn(e), (34)

where 7(e) — 0 if e— 0 and consequently the function on the
right-hand side tends to zero whenever é—0. Here H de-
notes the binary entropy.

Proof. The proof is based on the one given in Ref. [13].
Let U, be such twisting that for fixed i it holds of (@A)j"'j
=[Q5 4, (j=0,...,d—1). Then since (@) 7=[(Oa )’ ik
with asterisk denoting complex conjugation, the Hllbert-
Schmidt scalar product of 9 and Pg,)zv may be expressed as

=
TF(QAP )_‘E @51
lj =0
& 24
= [—12 @nii+ = 2 Re(Ga). 1. (35)
i=0 l_] =0

On the other hand from the positivity of 0, one may prove
the following inequality:

d-1 2 d-1
2 (@pit= s > Re(@p)ll, (36)

— 1ij=0

i<j

which after substitution to Eq. (35) gives
d

dTl”EO RC(QA)J,] (37)

i<j

Tr(GaPY)

Now we can utilize Lemma A.2 (see the Appendix) to the
d X d matrix with entries (0a). 7 (i,j=0,...,d—1). Namely,
due to the assumption that for some fixed i the elements
(Oa). 7 satisty |(@a); 1—1/d|< € we have from Lemma A.2
that |(QA){,,‘{ 1/d|< 7](6 for any i,j=0,...,d-1 with
7(€)—0 for e—0. This means that the real parts of any
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(Oa). 1 also satisfies the above condition. In this light we get
from Eq. (37) that

d—1

2
Tr(@aP3R) = E,,Eo Re(Ba))

2

= djlz) (3 - 77(6))
i<j

2 dd-
W . )(d—"“))
=1-dnle), (38)

where the first equality follows from the fact that the respec-
tive sum contains d(d—1)/2 elements. The remainder of the
proof goes along the same line as its bipartite version from
Ref. [13] leading to the claimed inequality. |

Notice that to prove the theorem for the particular case of
d=2 it suffices to assume that ||} ol =1/2-e.

Concluding we obtained necessary and sufficient condi-
tions for a given state Qaa+ to be close to some multipartite
private state expressed in terms of the trace norm of some
blocks of Paar [see Eq. (18)].

IV. DISTILLABLE CRYPTOGRAPHIC KEY
A. Definition

Having introduced the concept of multipartite private
states we may pass to the definition of multipartite crypto-
graphic key. The seminal fact behind the notion of multipar-
tite private states is that as shown in Refs. [12,13], one can
think about quantum cryptography as a distillation of private
states by means of LOCC. In other words, we have a stan-
dard distillation scheme (as entanglement distillation) in
which we do not need to take the eavesdropper into account
explicitly.

Definition 1V.1. Let o denote a given multipartite state
acting on CH1®---@CW and (A,)r; a sequence of LOCC
operations giving A, (0x")= QX%, with Qg A being a state act-
ing on (C%)®N®H!. Here H, stands for a ﬁmte dlmensmnal
Hilbert space correspondmg to the A’ part of Q A A, Then we
say that A=(A,)’_, is a multipartite private state distillation
protocol if there exists such a family of multipartite private
states (FAK)/) _, that the condition

lim 03, ~ a1 =0 (39)

holds. A rate of the protocol A is defined as R,(0a)
=1lim sup,,_...[(1/n)log d,] and the distillable key as

Kp(ea) = Sl{{P RA(@p). (40)

As shown in the bipartite case in Ref. [13], both the Defi-
nition II.1 and Definition I'V.1 are equivalent in the sense that
if there exists LOCC protocol distilling some multipartite
private state there also exists LOPC protocol distilling the
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ideal ccq state (when purification is considered) with the
same rate. As the proof from Ref. [13] may also be applied to
the multipartite case, we provide the generalized version of
the above fact below.

Theorem IV.1. The following two implications hold. As-
sume that from a given state o, such that Eve has its purifi-
cation |¢ag) one may create by LOPC some c¢q state Q(cq)
[see Eq (4)] obeying [0t - 09|, < € for some €>0 [recall
that 049 denotes the 1deal cq state given by Eq. (2)]. Then
there exists such LOCC protocol that can distill a state @aa-
from op that satisfies ||QAA,—FXI/1,||1 <2+e for some multi-
partite private state I', /l, On the other hand if from o, one
can distill a state Paar close to some p-dit F( aprs 1-€., such
that [[@aa —T's A,||1 € then there exists a LOPC protocol dis-
tilling from @, a eq state such that [o%9 - 09|, <2V/e. Each
subsystem of the A part of Q ¢ and of the key part of r AA
is defined on .

Proof. The proof goes directly along the same lines as the
one from Ref. [13].

Interestingly, the distillable key K, may be used to quan-
tify entanglement among multipartite states. More precisely,
from the definition it follows that K}, is monotonic under the
action of LOCC operations (see, e.g., [29]). Moreover, it
vanishes on multipartite states that have at least one sepa-
rable cut, which is a consequence of the straightforward mul-
tipartite generalization of the results from Refs. [5,6] pro-
vided in Ref. [30]. Finally, as we shall show the distillable
key 1s normalized on GHZ states P in the sense that
KD( N) log d. However, firstly we need to provide two
bounds on K D-

B. Bounds on the distillable key

The first bound is a simple multipartite generalization of
the upper bound provided in Ref. [13], while the second
bound is a consequence of a multipartite adaptation of the
Devetak-Winter protocol [9,10]. Let us start from the upper
bound.

Theorem IV.2. Let o5 be some N-partite state. Then

Kp(ea) < E;(0a), (41)

where E7(0p) is a regularized version of the relative entropy,
i.e.,

1
E7(ea) =lim — inf S(@x"[lox? (42)

n—o N gsAepED

and D denotes the set of all N-partite fully separable states,
i.e., states of the form

exr=2piof ® - @l (43)

Proof. The proof is a generalization of the one from Ref.
[13].

Interestingly, we may also bound K, from below. For this
purpose we need to prove the following theorem.

Theorem 1V.3. Let 0'¢9 be some multipartite ¢q state act-
ing on (C%)®N® C4€ and given by

PHYSICAL REVIEW A 80, 042307 (2009)

o= X Pi]---iN|i1"'iN><i1"'iN|~ (44)

ifse e in=0

Then it is arbitrarily close to the ideal ¢q state if and only if
for a chosen party A; all the reductions to three-partite sys-
tems AA;E with J?':l are arbitrarily close to the bipartite
ideal ccq state. More precisely, if 0% — o9 < € holds for
€>0, then for the fixed party A; the following inequalities:

d-1
2,id
E pll 1N|lkll><lkll| ® Qll 'l Q;(QEI) = €, (45)
- in=0 1

are satisfied for j=1,...,i—1,i+1,...,N. Conversely, as-
suming that for fixed A; inequalities (45) hold for €>0 and
j # 1, one has

lo%d) - oW, < (4N - 3)e. (46)

Proof. We proceed in two steps. In the first step we show
that if the trace norm distance between some multipartite ¢q
state Qfafg) and the ideal one is bounded by some €>0 then
any bipartite state arising by tracing out N—2 parties from
the cq state is close to the bipartite ideal ccq state. This part
of the proof is relatively easy since it suffices to utilize the
fact that the trace norm distance does not increase under the
partial trace [31]. The proof of the converse statement is
much more sophisticated.

Let us assume that the following:

loky - eyl < e. (47)

holds for some small €>0. Then since the trace norm does
not increase under the partial trace, we have immediately the
following set of inequalities:

d-1

> Piy-iy i) il @ Qﬁ

i1ye - iy=0

(2,id)

iy OaE <€ (48)

1

for any pair of indices k,/=1,...,N. To end the first part of
the proof it suffices to substltute DINS 0Pi,-- ,NQIl iy
=qi,, Q,k, where summation over I\{k,[} means that we sum
over all i; but i, and i
To proceed with the second part of the proof we assume
that one chosen party, say A, shares with the remaining N
—1 parties a state that is close to the bipartite ideal cq state.

In other words we assume that for any j=2,...,N the fol-
lowing inequalities:
d_
2 pzl 1N|l]l ><l]l]| ® Qz l - Q(AzEld) = €, (49)
i iy=0 1

are satisfied. Basing on this set of inequalities we will show
that the left-hand side of Eq. (47) is bounded from above by
some linear function of € vanishing for e — 0. For this pur-
pose let us denote the left-hand side of Eq. (47) by LHS and
notice that it can be split into two sums [see Egs. (2) and
(4)], namely, the one containing the elements for i;=---=iy
and the rest ones. In this light, denoting by / the set of se-
quences (ij,...,iy) obtained by removing all those with i
=---=iy from the set of all possible sequences, we can write
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d-1
1
LHS= >, p,-l...iN+2 pi---iQf--i_ZQE
(g, iy) el i=0 !
d-1
< 3 it Srediob-efl
(ifse i) el i=0
d-1 1
+2 pimi_; > (50)
i=0

where the inequality comes from the fact that the term
pi...,»Qf .; was added and subtracted in the second term in the
first line and from the inequality ||A+B]|, <||Al|;+|B||;. The
last equality is a simple consequence of the fact that the trace
norm of any density matrix is just one. In what follows,
using inequalities (49), we show that all the three terms ap-
pearing in the above are bounded by linear functions of e
vanishing for e— 0. With this aim, utilizing once more the
fact that the trace norm does not increase under the partial
trace [31], we can infer from Eq. (49) that

d-1

d-1
1
2 p,»l...,-NIili,»><i1i,»|—;1§0 )i

i1, iy=0

<e (51)
1

for j=2,...,N. Now we can divide all the terms appearing in
the first sum into two groups, namely, the one for i;=i; and
the remaining terms. This, after calculating the respective
norms, leads to the following inequality:

d-1 d-1

1 d-1
o s = — |+
Z . ) E ) puz byl iy d . E pll in
i=0 12,...,lj_l,lj+1,...,lN=0 i1se . iy=0
i1#i;
<e. (52)

Obviously, since both terms in the above are non-negative,
any of them must be less or equal to e. This allows us to
write the inequalities

d-1 d-1 1
. R
Z ) . E ) p112~'-tj7111j+1~-'1N d € (53)
i=0 12,...,1j_1,1j+1,..A,IN:()
and
d-1
E pil'”iNg €. (54)
i1 in=0
i|#ij

From the sum appearing under the sign of an absolute value
in Eq. (53) we can extract the probability p;...;, obtaining

d-1 1 d-1
2 Pii=ot 2 Py iy iy | S 6
i=0 ’2v---’j—lv’j+1v--'v’N=O

(igee - dj_podjy 1 - i) €T
(55)
where Z; denotes the strings of N-2 indices

(i35 -+ sij-1>ij415 .-, iy) such that at least one of them is dif-
ferent from i. Utilizing a simple inequality |z,—2,|=|z]
—|z,| satisfied by all z;,z, € C, we get

PHYSICAL REVIEW A 80, 042307 (2009)

d-1 1 d-1
E Pi..i— c_l ’ Se+ 2 E Piiz--.ij_],-ij+]...,-N
i=0 120 (g, oy i) €T
e+ 2 Piriy (56)
iy . iy) €7;

where f] denotes the string of N indices such that the first
and jth ones are equal (i;=i;) and at least one of the remain-
ing ones is different from 7;. One sees that the second term
on the right-hand side of Eq. (56) may be bounded from
above in the following way:

j-1  d-1 N d-1

E ~pil"'iN$E E pil-~~iN+ E E pil...i

N

i) <, k=2 i) ig=0 k=j+1 i ig=0
i Qi
-1 N
<D e+ D e=(N-2e, (57)
k=2 ke=j+l

where the second inequality is a consequence of the inequal-
ity given in Eq. (54). Finally, application of Eq. (57) to Eq.
(56), gives

d-1

1
> pi...,»——‘ <(N-1)e (58)
i=0 d

This is a quite natural conclusion saying that if the measure-
ment outcomes between fixed party (here A,) and each of the
remaining ones are almost perfectly correlated, then the mea-
surement outcomes are almost perfectly correlated among all
the parties.

We have still two terms in Eq. (50) unbounded. Using
once again the inequality |z;—2,|=|z;|~|2,|(z1,2, € C) and
the fact that Pi,--i, Tepresents some probability distribution,
we may write

d-1

2 P =l-2pia<1-[1-(N-1)€]

(i1 ip) el i=0
=(N-1)e. (39)

Thus, the only thing we need is to bound from above the last
term in Eq. (50). Remarkably, to achieve this aim it suffices
to utilize a single inequality from whole set (49), say the one
for j=2. The we can write

d-1 d-1
> Piy-iylinia)iri] ® Qﬁm;N— 5_12 lii)ii| ® @*
i1 iy=0 =0 1

d-1 d-1

1
= 2 piliiiil ® @f.; - ;12 lii)ii| ® oF
i=0 i=0

+ X
(ifn. iy els
d-1

JENUI E
+ 2 Pil--~iN|1112><lllz|®Q,~1--.iN . (60)

ifseiy=0

Pipiii) il ® @;

i\ #iy 1
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Then, due to the fact that ||A-B||,=|Al|,-||B
write the above equation as

|, We may re-

d—1

Zp, )il ® ;. -E i) ® e*

Set 2 Pyt E Piy-viy
(i1se-in) €Ty i iy=0
11#112

<e+(N-2)e+€=Ne, (61)
where the second inequality follows from Egs. (52) and (57)
(with j=2). On the other hand, we can easily show that
d-1 L4

Epl )il @ . ,——E lii)iil @ of

1
d-1 d-1

= E Pi~--i||Qf~i -0 - E

i=0 i=0

(62)

1
Pi--i al

Comparison of Egs. (58), (61), and (62) allows us to write

d-1 d-1
1
2 pidlof.i- el <Ne+ 2 | i~
i=0 i=0 d
<Ne+(N-1)e
=(2N-1)e. (63)

Putting now all the pieces together, that is, substituting Eqgs.
(58), (59), and (63) to Eq. (50), we finally have

d-1

> pil---iN|il SRV U R

ifse e in=0

. £
iy ® Qi iy

< (4N-3)e. (64)

d-1
1
- =2 |ixil* ® o
di:O

Noting that for fixed N it holds that (4N—3)e— 0 whenever
€— 0 we finish the proof. |

It should be mentioned that as it follows from the second
part of the proof, we do not need to assume the whole set of
inequalities given in Eq. (49). Actually it suffices to assume
that a single inequality from set (49) holds and the remaining
ones from the set given in Eq. (51). In other words it suffices
to assume that the measurement outcomes between a fixed
party and any from the other parties are almost perfectly
correlated and that Eve is almost completely uncorrelated
from the measurement outcomes of a single pair. This is in
full agreement with our intuition. Namely, if the measure-
ment outcomes of any pair A;A; (with fixed i and arbitrary
j#1i) are perfectly correlated and Eve has a full knowledge
about the measurement outcomes of just a single party, she
actually has the knowledge about measurement outcomes of
all parties. Therefore if all the parties have perfect correla-
tions and Eve is completely uncorrelated from a single party,
she must be completely uncorrelated from all the parties.
Consequently, it is sufficient to assume that a single pair
shares state that is close to a ccq state and other chosen pairs
have almost perfect correlations.

PHYSICAL REVIEW A 80, 042307 (2009)

Now we are prepared to provide a lower bound on the
multipartite distillable key in the LOPC paradigm. We
achieve this by extending of the Devetak-Winter protocol to
the multipartite case. We do this by applying the bipartite
Devetak-Winter protocol to N—1 pairs of parties in some
state 0ax such that each of them consist of one chosen party,
say A, and one of the remaining ones. Everything works as
in the standard Devetak-Winter protocol, i.e., the party A,
performs the measurement in some basis, e.g., the standard
one obtaining the so-called cq state (classical-quantum-----
quantum)

(Cq) 2 Pi |l>< |A1 ® QA2 AyE* (65)

Then, roughly speaking, the party A; performs the Devetak-
Winter protocol with the remaining parties simultaneously.
One knows that the correlation between A; and the remain-
ing parties A; (j=2,...,N) are described by the mutual in-
formation I(A1 A )(Qﬁf‘}fj)E) However, the establish common
multipartite key we neéd to consider the worst case, i.e.,
min;_,  yI(A;:A))(e A“f)E) On the other hand, the correla-
tion between Ay and E are given by I(A,:E) and this amount
of bits has to be substracted at the privacy amplification
stage of the process.
Consequently, the rate of the protocol is

‘min I(A;A) (@54 - HAE) (@S (66)
j=2,....N J J

and, therefore, the multipartite distillable key satisfies

Colead) = min_ 1A:A) (@) ~ (A E) (@S
=2,

(67)

Here, @ A“E;‘)E denotes the cqq state, which arises from Eq.
(65) by tracing out all the parties but the first and jth one and
Eve. Moreover, by I(X:Y)(Qxy) we denoted the mutual in-
formation defined as I(X:Y)(Qxy)=S(0x)+S(0y)—S(Oxy)
with S denoting the von Neumann entropy.

We have still some freedom in choosing the distributing
party and therefore we can always choose the one for which
the rate of the extended Devetak-Winter protocol is highest.
In this way we get the lower bound on Cj of the form

Col@ap) = max [ min 1(A;:A,)(}%);
i=1....N| j=1,...N Aj

J#Fi

~ I(4:E) (4% ] (68)

Let us finally mention that due to Theorem IV.1 we can
also bound K from below using Eq. (68). Namely, since
Kp(0a)=Cp(|hag)), we have the following:

Kp(0n) = max [ min 1(4:A)) = 1(4; E):| (69)

i=1....N| j=1,.
j#i

where the respective quantities are calculated from, e.g., the
cq state following the purification of Q.
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Now we can go back to the definition of Kj. As previ-
ously mentioned, it holds that KD(PQ]{,):Iog d. To show it
explicitly, on the one hand we can utilize the above bound.
We know from Theorem IV.1 that KD(P(+)) Cp(|¢a (+)
where |?b } is a purification of P( and obv1ously has the
form |1 N)A|E) with |E) being some state kept by Eve. Mea-
surement of the A subsystem of |l/IAE> with respect to the
standard basis leads us to the ideal cq state QAE —w(dN)
, where

d-1
1
Wi = = 2 i, (70)
i=0

which has the quantities /(A;:A;)=logd(i,j=1,...,N) and
I(A;:E)=0(i=1,...,N). Substltutmg both these facts into Eq.
(68) gives us KD(PdJ',z,) =logd.

On the other hand we can utilize the bound given in Eq.
(41). Firstly, notice that S(p®"||c®")=nS(p||o) for an arbi-
trary natural number n and arbitrary density matrices p and
o. Secondly, one easily finds that (see, e.g., Refs. [32])

S(PGlwi™) =log d (71)

and consequently the following estimate holds:

1
Kp(PJ)=1lim = inf S(PG"|ox?
n—oo N esepED ”

< lim _S(P(+)®n|| (d, N)®n)

n—ow N

= lim nS(P )

=logd. (72)

Thus K D(P )< log d and takmg into account the prev10us1y
obtained mequallty K D(P )<logd, we infer K D(P
=log d. Thus, as stated prev10usly, the multipartite d1st111able
key may be considered as an entanglement measure.

Let us discuss the last issue of this section. To apply the
extended Devetak-Winter protocol successfully, that is, to get
a nonzero rate, one obviously has to have the right-hand side
of Eq. (68) positive. One knows from Theorem IV.1 that
distillation of some multipartite private state by means of
LOCC is equivalent to the distillation of an ideal cq state by
means of LOPC. This in turn means that the closer some
particular state Qaa+ is to some multipartite private state, the
closer is a cq state obtained from it to the ideal cq state.
Then, from Theorem IV.3 it follows that the closer some ¢q
state is to the ideal cq state, the closer are its bipartite reduc-
tions to the bipartite ideal ccq state. Both these facts mean
that by distilling some multipartite private state from copies
of a given state we can make the right-hand side of Eq. (68)
[equivalently Eq. (69)] positive. Consequently, concatenating
some LOCC protocol distilling multipartite private states (an
example of such a protocol is given in the following subsec-
tion) and the extended Devetak-Winter protocol introduces a
subtle effect here. Namely, on the one hand, using more cop-
ies in the LOCC protocol producing a state that is closer to
some multipartite private state makes the right-hand side of

PHYSICAL REVIEW A 80, 042307 (2009)

Eq. (68) larger. On the other hand spending more copies
decreases the success probability which needs to be included
in the overall rate of the protocol. This issue will become
more clear when some particular classes of states will be
investigated in the next section.

C. Recursive LOCC protocol distilling multipartite private
states

Here we provide an illustrative example of a recursive
LOCC protocol, allowing for distillation of multipartite pri-
vate states from some classes of states. This protocol is a
generalization of the LOCC protocol discussed in Ref. [13]
to the case of an arbitrary number of parties. Assume then
that N parties A, ...,Ay have k copies of some state ppa: in
their possession. In ith step each party performs the follow-
ing operations: A

(i) Take the state pX;],) (where pﬂ,:pAA,) and one of the
remaining k—i copies of paar.

(ii) Treating A part of pX;l,)(pAA,) as source (target) qu-
bits, perform controlled NOT (CNOT) operations.

(iii) Finally, the parties perform the measurement in com-
putational basis on the target qubits and compare the results:
in the case of equal results (all zeros or all ones) the parties
keep the state, otherwise they get rid of it.

In this way, spending k coples of some state ppar, all the
parties can distill a state Q A A, which is closer to some mul-
tipartite private state than the initial one, i.e., paa/. Quanti-
tative analysis concerning this protocol after application to
two different constructions of states may be found in Secs.
V A and V B.

D. Multipartite privacy squeezing

Concluding the discussion concerning the distillable key
we need to mention the multipartite version of the so-called
privacy squeezing [12,13] together with its application in the
recent important method [16] of bounding the secret key
from below. Following Lemma III.1 we know that having
some state 0an: expressed in form (18), there always exists a
twisting U, that the state @a=Tra (U,0aa U}) has some spe-
cial form. Namely, in some chosen row (column) some of its
entries are trace norms of respective blocks of Qpa. We will
call the state 0 obtained in this way privacy squeezed state.
Furthermore, we already know that twistings do not change
the cq state with respect to some basis By

Let us now proceed by stating some of the conclusion
following both the above facts. As previously mentioned we
have that K, (@a)=Cp(|ag)), where |¢n) denotes the puri-
fication of Q. Assuming that all the parties share some state
Oaa defined on H® H' and denoting by |#aa+g) the purifi-
cation of Paar, We have

Kp(@anr) = Cp([¥mare) = Cp(@ar) = Cp(eld). (73)

Here Qap=Tra:|¥an ){tan £l and @5 stands for a cq state
obtained upon the measurement of the A subsystem in Bﬁ,r"d.
The first inequality follows from the fact that throwing out
the A’ subsystem one can only lower the key as it could be
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treated “virtually” as giving it to Eve. The second inequality
is a consequence of the fact that measurement in some prod-
uct basis leads to classical state on the A part of the state
(notice that such measurement is LOPC operation which due
to the definition of Cj, can only lower its value).

Now we can formulate and prove the following theorem
as a multipartite generalization of the bipartite considerations
from Ref. [16] (cf., Ref. [14]), which exploit privacy squeez-
ing to bound the secure key from below.

Theorem IV.4. Let Qpa: be some N-partite state defined on
H®H'. Then

Cp(@4D), (74)

where Q(cq) is a cq state derived from purification |0ag) of
privacy squeezed state §p=Tra/ (U@ U)).

Proof. Denoting by |aa:z) the purification of @aa/, We
have 1mmed1ately from Eq. (73) that Kp(@aar) = Cp(0d)
with Q standmg for a cq state being a result of the mea-
surement of A part in BY°® and tracing A’ part of |¢aarp)-
Then, as already stated, for any twisting U, (in BY%) the
states Paar and 'Q'AA/EU,QAA/UT have the same cq states
with respect to the basis BY°. Consequently, CD(Q(Cq))
=Cp(o¥¥) with o'¥9 being a eq state derived from the
twisted state U,0 AArUT (obviously via its purification). Now,
we can consider the situation in which the A’ subsystem is
given to Eve. This means that instead of taking “huge” puri-

Kp(Qpar) =

fication |¢7/AA’ g of the privacy squeezed state Op=Tra/Oaa’
:TrA/(U,QAA/U,T) we can take a “smaller” version denoted
by |Oag) (more precisely to purify some density matrix act-
ing on H it suffices to use a Hilbert space of lower dimen-
sionality than to purify a state acting on H ® H’). The new
purification obviously must obey Oa=Trg0Oaz){Onaxl- Now
comparing these two situations we infer that C D( )
>CD(Q§§E)) holds, where Q(cq is ¢q state appeanng upon
measurement of A subsystem of |@az) in By, The inequal-
ity is a consequence of the fact that in the case of the first ¢q
state the A’ part unused, however, kept by the parties. In
turn, in the second situation the A’ subsystem is treated as it
would be given to Eve when deriving 0 Aq Giving some part
of state can only lower the secrecy as in this case, roughly
speaking, she gains some information about what is shared
by the parties. This concludes the proof. |

V. CONSTRUCTIONS

In this section we present two constructions of multipar-
tite bound entangled states with nonzero distillable crypto-
graphic key. Both are based on the structure exhibited by the
GHZ states and therefore the scheme of secure key distilla-
tion presented above easily applies here.

The first construction is a straightforward generalization
of the bipartite construction presented in Ref. [15]. There-
fore, for comparative purposes, we present also a plot con-
taining a lower bound on distillable key in the bipartite case.
The second construction is completely new and in compari-
son to the first one allows to get a higher lower bounds on
distillable key than the first one.

Before we start it is desirable to establish the notation that
we will use extensively below. By PE)N) we shall denote a

PHYSICAL REVIEW A 80, 042307 (2009)

projector onto the N-partite pure state |[)=]0)*N and PV
(i=1,...,N) is a projector onto the N-partite state |¢ ) in
Wthh the ith party possesses I1), while other particles are in
the 10) state. For instance 77(2 denotes the projector onto the

four-partite pure state |5"”)=|0100). Moreover, let PY and

PY) denote projectors obtained from P and PV, respec-
tively, by exchanging all zeros and ones. Thus, for example

P is the projector onto |1,_024)>—|101 1). We will denote in an

analogous way by |/ (N)> (|1,0, ")) an N-qubit pure state, in
which ith and jth qublts are in the 1) (10)) state and the
remaining ones are in the 10) (I11)) state. Then by Pu
738\/) we denote projectors onto |c,//fjv )Y and |z?/l(jv h, respectively.
Let also T; denote the partial transposition with respect to
ith party (with the exception that T, denotes the identity
map). Here we usually assume that each party has two sub-
systems of a given state Ppar and sometimes 7; will be de-
noting the partial transposition with respect to one or both
subsystems. It will be, however, clear from the context which
of the subsystems are partially transposed. Concatenation of
partial transpositions with respect to some subset of parties,
say Ay, ...,A; will be denoted by T} .

A. First construction

Here we assume that the key part on each site is of qubit
structure, while the shield part has arbitrary dimension, how-
ever, with the same dimension on each site. More precisely,
we have H,;=C? and H;=CP (i=1,...,N).

Now, let us introduce the following matrix:

1
X = ————[(D-2)P§)

D¥+2D -4 -2Pp"+ 0p). (79)

where, as previously, PgN denotes a projector onto the
N- partlte D-dimensional GHZ state [see Eq. (10)], and P(N)

and Q are projectors defined as
PY =RY - PP\, 00 =1,v-RY, (76)
where
D-1
RO = 3 [ixil*Y. (77)

i=0

The projectors P(N ) and Q(N are chosen in such a way that
each operator from the triple P(D+ N P(N ), and Qlév) is defined
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on orthogonal support. Furthermore, the denominator in Eq.
(75) is chosen such that the matrix ng) is normalized in the
trace norm.

The states under consideration are of the form

1
o= 3 [2 (P +P)a @ (X5

+(JOXTEN + [10]*Ma @ XV |, (78)

where the subscripts A and A’ are indicated to distinguish
their key and shield parts, respectively. However, for the
sake of clarity, in further considerations these subscripts will
be omitted.

The normalization factor /\/(LZ,V) appearing in Eq. (78) is
given by

(N+1)D¥+2D -4

N =
b DN+2D -4

(79)

At the beginning we need to show that the matrices Qﬂ},\j)
really represent quantum states, i.e., they are positive (the
normalization condition is already satisfied). Firstly, let us
notice that the blocks corresponding to P, and P, and the
two off-diagonal blocks in Eq. (78) constitute a matrix of the
form M,(|X},
My), positivity of which is guaranteed by Lemma A.1. Thus
the only thing we need to deal with is to show that the
remaining blocks lying on the diagonal of Qﬂjy) are positive.
To achieve this goal, below we prove a more general lemma.

Lemma V.I. Let X(N be defined by Eq. (75). Then the
matrices |X(N TTi are positive semidefinite for all k,I
=1,...,N.

Proof Noticing that R

) is dla%onal for arbitrary D and

N, the partial transpos1t10n of X with respect to the kth

subsystem may be written as X(N)Tk [1/(DN+2D
4):|(S(N)TA R(N) where S} V) is defined as

S9) =1+ DP - 2R (80)
As we will see below S(N)Tk is positive for any k=1,...,N

and S N)TkR N)—O Consequently, the absolute value of X(N)Tk
may be obtamed by simple changing the sign before the
projector R(N) To prove positivity of S(N e et )

D_lgNall | ..iy) denote an arbitrary vector from
(CD)®N written in the standard basis of (CP)®V. Then we
have

PHYSICAL REVIEW A 80, 042307 (2009)

WISy =S al gt B

i#j (il,...,iN)El
= Z |ai1~~~iN|2
(ifs- - miy) €Iy,
+ 2|al"‘j"'l ]"'l"‘j| =0. (81)
l#j

Here the notation «; ; ; means that all indices of as exclud-
ing the kth one (k stands for the number of subsystem being
partially transposed) are equal. Moreover, as previously [
denotes the set of all sequences (ij,...,iy) except the cases
when i;="--=iy, while [, is the set / minus all sequences in
which all indices but the one on kth position are equal.

As the value of k is not specified, the above consider-
ations holds for any k=1,...,N. Furthermore, using the
same reasoning one can also prove positiveness of ng) being
transposed with respect to any subset of different subsystems
(besides the full transposition). This fact will be utilized be-
low.

By virtue of the positiveness of S} M7 we have that
IXWTH =[1/(DN+2D—-4)](SV T4 RV for any k=1,...,N.
Therefore the partial transposition of the latter with respect
to the /th subsystem gives

1

(N)Ty| T,
X\ ——
X D¥+2D -4

(5" +RY)).  (82)

where T}, denotes the partial transposition with respect to
two single subsystems A; and A;. Now we can distinguish
two cases, namely, if k=[ and k# /. In the first one, double
partial transpositions with respect to the same subsystem is
just an identity map. Consequently from Egs. (76), (77), and
(80), one has

1

(N)Ty| Ty
X T = —————
X5 DY+2D -4

(0% +DP)), (83)

Now the right-hand side of Eq. (83) is a linear combination
of two positive operators and thus is positive. We have still
left the second case, that is, when k # [. To resolve it we may
use the remark made above, saying that the partial transpo-
sition of SE)N) with respect to arbitrary (not only one-partite)
subsystem is a positive matrix. This ends the proof. |

Thus we have just proven that QXZ’I,V) indeed represent
quantum states. Now, our aim is to prove that on the one
hand they are bound entangled and on the other hand they
have nonzero distillable key. This purpose will be achieved
in two steps. Firstly we show that partial transposition with
respect to any elementary subsystem (A,A;) of Q&DAI,V) is posi-
tive. Obviously, this does not confirm that the states are
bound entangled since we do not even know they are en-
tangled. However, the latter may be proven by showing that
K of these states is nonzero for D=3.

Firstly, we concentrate on the positivity of all partial
transpositions of Q AA, ) To gain a better look on the problem
let us consider a partlcular example of such a partial trans-

position, namely, Qi&? '3 From Eg. (78) it follows that
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X3 0 0 0 0 0 0 0
0 XU 0 0 0 0 X970
0 0 XU 0 0 0 0 0
o= o 0 e (3)? . ’ o0 (84)

D10 0 0 0 X371 T3 0 0 0
0 0 0 0 0 IXGT2s g 0
0 x5 0 0 0 0 X370

|0 0 0 0 0 0 0 x|

As, due to Lemma A.1, the square matrix consisting of
two diagonal and two off-diagonal blocks of QE\LZ\’I,V)T" [cf., Eq.
(84)] i.e., the matrix M,(|XWT| X7 is already positive,
what we need to prove is positivity of [X\|” and |X\7i|Tix
for any i,j,k=1,...,N. Let us therefore prove the following
lemma:

Lemma V.2. Let X(DN) be given by Eq. (75). Then for any
i,j,k=1,...,N it holds that

xQi=0,  |xp"Tix= 0. (85)

Proof. Due to the definition of ng) its absolute value may
be calculated simply by changing a sign before P, giving

X5 = [(D-2)P5)+2P) + 0. (86)

DN+2D-4

Application of partial transposition with respect to the ith
subsystem followed by substitution of Eq. (76) leads us to

1
wyr_ 1 ) 4\ pT;
X'l = v o —allot Ry + (D=4)P5yT (87)
for any i=1,...,N. One may easily check that eigenvalues of

PE;)A{I' belong to the interval [-1/D,1/D] and therefore the
matrix 1DN+(D—4)PS}$" is always positive. This, together
with the fact that R =0, implies positivity of |X\|i for
any i=1,...,N.

The second fact of the lemma may be proven just by
noting that by virtue of Eq. (82) it holds

1

X(N)T,' Tifppmo o
X = v p 4

(ST + ROY). (88)
As stated previously in the proof of Lemma V.1, the partial
transposition of ng with respect to arbitrary subsystems is
positive. This concludes the proof. |

The above lemma proves actually that all the partial trans-
positions QI(ADAI,V)T" (i=1,...,N) are positive. Therefore, the
states Q'(L\Li\’[,v) are bound entangled, of course provided that
they are entangled. This is because, due to the result of Ref.
[11], positive partial transpositions with respect to any el-
ementary subsystem makes it impossible to distill k-partite
(k=2,...,N) GHZ entanglement among any group of par-
ties.

Let us now pass to the proof that any state Q(AL;II,V) for D
=3 has nonzero K. For this purpose we show that using the
protocol from Sec. IV C, we can produce a state that is closer
to some multipartite private state out of copies of Q'(L\DA’I,V). As
we will show below we need to use as many copies as it is
necessary to make the quantity appearing on the right-hand
side of Eq. (69) strictly positive.

Application of the recursive LOCC protocol presented in
Sec. IV C to k copies of Qﬂ{v) gives with probability p%‘?,\,
=2 N/ (VD))¥ the following state:

N
1 —
Nk AT
W'~ 3, {E P+ P) & (5T

+(J0)(1|®N + [1)(0]*M) ® (XgN))@k] . (89)

where Ng‘?N is a normalization factor given by

NYy=2 1+N<D—N>k :
DN DV+2D -4

Now, to simplify the considerations we can utilize the pri-
vacy squeezing (see Sec. IV D) to the obtained states @X&If).
Namely, due to Lemma III.1 there exist such twistings Uﬁk)
that after application to @X&lf) and tracing out the A’ sub-

system one arrives at the following class of N-qubit states:

(90)

N

~ 1 = AT

6= [2 (PO + PO
DN i=0

+([0X1[*Y + |1><0|®N)|IX%V)||?]- ©1)

In other words, after “rotation” with ng) and throwing out
the A’ subsystem we get a so-called privacy squeezed state,
i.e., the one in which blocks are replaced with their norms.

We also know from Theorem IV.4 that the distillable key of

the cq state obtained from the privacy squeezed state @Xv’k)

(measurement is performed in the same basis as twisting)
cannot be greater than the distillable key of G)X\i{'f).
From Eq. (90) it follows that since DVN+2D—4>D" for

any D=3 one has Ng")NH 2, while for D=2, j\/(zkgve 2(N
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+1). In turn this means that for the off-diagonal elements of
@Xv’k) one has that
k—oe

1 1 1
— XV = — —— = 92
é?N” o N, 5 (92)

with D=3. By virtue of Theorem III.3 one infers that the
more copies of Q(Ali\’l,v) we put into the recurrence protocol, the
closer we are to some multipartite private state. This also
means that with k— o the sequence of states @Xv’k) goes to
GHZ state PS"),, however, for D=3.

Now, to bound from below the distillable key of m’lf)
according to the prescription given above we need to calcu-
late a cq state of the privacy squeezed state @XV R, (The ¢q
state is found here with respect to the basis in which the
original state is defined.) Simple algebra gives

~ 1 N k
e(cq)= R(N)® ENE +< )
AE MDk,)N 2 ® |EgXEy| DV+2D -4
N
xZ (P ® |EXE] + P @ |EXE]) |, (93)
j=1
where |E), |E}), and |Ej> constitute a set of orthonormal

states held by Eve. One notices immediately that @5\“;;) tends
to the multipartite ideal cq state [see Eq. (2)] for any integer
D=3 whenever k— .

To find a lower bound on distillable key of @X\”‘) we
utilize Eq. (68). However, according to Eq. (68) one needs to
calculate the quantities /(A;:A;) for i # j and I(A;:E) for the

respective reductions of @fg% Fortunately, the initial states

Qﬂ{v) have such symmetrical structure, preserved by the re-
currence protocol and the privacy squeezing, which makes
all the quantities 1(A;:A;) (i#j) equal [the same holds for
I(A;:E)]. Consequently, in view of the above, using Eq. (68)
and Theorem IV.4 [see Eq. (74)], we infer the following in-
equality:

Kp(Opa) = 1(A1:4) (055 ) - 1(A:E)(O), (94)

irrespectively of number of parties N. Exemplary behavior of
the right-hand side of Eq. (94) (denoted by Kjy) in the func-
tion of k and D for N=3 is shown in Fig. 1(a).

It is clear from Fig. 1(a) that it is possible to distill one
secure bit of key from bound entangled states @ﬁ]f) for suf-
ficiently large k. For comparison, Fig. 1(b) contains a lower
bound of the distillable key in the case of N=2 discussed in
Ref. [15].

We can also investigate the lower bound on K}, for the
L (D.N) S
initial states @,y, . However, in this case we need to take
into account the probability p%‘,)N. In this way we arrive at

Kp(aa) = pEALIA:A) (055 ) — [(A:E)O) ).
(95)

Figure 2(a) presents exemplary behavior of the function ap-

pearing on the right-hand side of Eq. (95) (denoted by Ky)
for N=3. For comparison, in Fig. 2(b) it is also plotted the

PHYSICAL REVIEW A 80, 042307 (2009)
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FIG. 1. (Color online) An exemplary plot of Kpy
=I(A, 1A2)(®£§f§i5)—1(141 :E)(@kcfglE) with N=3 (a) and for com-
parison in the case of N=2 (b), which was discussed in Ref. [27].
For the sake of clarity, zero is put whenever the plotted function is
less than zero. Notice also that even though k and D are discrete
parameters, the graph is made as if Ky were a function of con-
tinuous parameters. It follows from both figures that the number of
parties N significantly influences the obtained lower bound.
Namely, for N=3 one needs to spend more copies of a given state to
get nonzero values of Kpy.

same function in the case of N=2 (this case was discussed in
Ref. [27]).

Let us conclude the first construction with discussion of
some of its general properties. Above we used a particular
class of matrices Xlév) [defined in Eq. (75)]; however, it
seems interesting to ask wether there are other matrices than
ng) that could be used in the construction. In what follows
we provide some constraints that the general matrix, hereaf-
ter denoted by Z™ must obey to be useful for purposes of
the construction. The first important condition is that the
trace norm of ng) has to be strictly larger than the trace norm
of |Z{WTi|7i for all i=1,...,N. This guarantees convergence
(in the trace norm) of the output states of the recursive
LOCC protocol (given in Sec. IV C) to some multipartite
private states. Other crucial conditions are |Z(DN)T"|T1'>0 and
|ZM|Ti=0 for all i=1,...,N. The first one is necessary for
On A],V) (when constructed with the matrix Z([I,v )) to be positive,
while the second one allows to prove that QXZ’I,V) have posi-
tive partial transposition with respect to any elementary sub-
system.

Lemma V.3. Assume that ng) is arbitrary matrix acting on
(CPY®N and that the following conditions:

) [|IZV)], > I1ZWT ], for all i=1,...,N,

(i) [ZMT|Ti=0 for all i=1,...,N,
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FIG. 2. (Color online) An exemplary plot of Kpy= pg‘,)3

[1(A, :AQ(@;?};E)—I(AI :E)(@),(L\C]LX;E)] with N=3. For comparison it
is also presented for the case with N=2 (b). For the sake of clarity,
zero is put whenever the plotted function is less or equal to zero.
Also, though both the parameters k and D are integer, for conve-
nience, the function K pw 1s plotted as if it were a function of con-
tinuous k and D. It is clear that for N=3 the lower bound on dis-
tillable key is considerably smaller.

(iii) |Z|7i=0 for all i=1,...,N,
are satisfied. Then ng);?EO and Zg\’)T"?;O for all i=1,...,N.

Proof (ad absurdum). We divide the proof into three parts.

(i) Assume that Zg\') =0 and ng)T" #0 for any i
=1,....N. Then one can see that |Z\V|Ti=Z{M7i0 for any
choice of i. However, this contradicts the third assumption.

(ii) Assume that ZgV)QEO and there exists such k that
ZWT=0. Now, one obtains |Z{HTk=Z{" 0. Of course,
this is in contradiction to the second assumption.

(iii) Finally, assume that ZM =0 and that there exists such
k that ZMT=0. Then [||Z07],=[|Z||,. This contradicts
the first assumption. |

This lemma says that a matrix can be used in the above
construction if it is not positive and all its elementary partial
transpositions are not positive. Thus, in particular, a general
density matrix is not suitable for this construction.

B. Second construction

The crucial ideas behind the second construction are ac-
tually the same as in the case of the first one; however, con-
siderations will be a little bit more sophisticated.

Let us first define the analog of X\ from the first con-
struction to be

D-1
xXp)=2 w1, (96)
i.j=0

where we assume that u;; are elements of some D XD gen-
eral unitary or unitary Hermitian matrix, hereafter denoted

PHYSICAL REVIEW A 80, 042307 (2009)

by Up. Thus ig” is an embedding of Uy e M[(C) [M(C)
denotes the set of DX D matrices with complex entries] in
M pv(C) and therefore

X3 =RY. (97)

For further simplicity we also impose the condition that
Ju|=1/ VD for i,j=0,...,D—1, however, whenever possible
all proofs will be given assuming that U, is a general unitary
matrix.

It should be also pointed out that the distinction on unitary
or unitary and Hermitian matrices Up made above plays an
important role here. This comes from the LOCC protocol
presented in Sec. IV C as in the case of unitary but not Her-
mitian matrices it needs to be slightly modified. Namely, in
its last step all the parties keep the state only if all zeros
occurred.

A particular example of a unitary but in general not Her-
mitian matrix satisfying the above condition is the matrix
V,=(1/VD)V}, where V,, denotes the Vandermonde matrix
of solutions to the equation z”—1=0 with zeC. As one
knows the solutions are of the form w;=e*™*P (k
=0,...,D-1). It is then clear that ‘70 is a unitary matrix for
any D=2, however not always a Hermitian one. For in-
stance, in the particular case of D=2 one easily recognizes
that \72 is the known Hadamard matrix. A good example of
some unitary and Hermitian matrix is kth tensor power of \72.
Since ‘72 is unitary and Hermitian any matrix of the form \753 k
is also unitary and Hermitian.

Now, let us consider following family of matrices:

N N
1 — ~
Gan = ——| 2 P+ P & 31X
N aE

1l
B

N N
+10X1|®N @ X Xp)+ [1}0[*N @ X X1 |,
i=1 i=1
(98)

where ./\~/(DN ) stands for the normalization factor, which for
arbitrary unitary Up, is given by

D-1
MN>:2N(D+NZ |uij). (99)

i,j=0

Obviously for ig“ that comes from unitary Hermitian U,
the conjugation in the last term in Eq. (98) may be omitted.
Moreover, taking into account the assumption that |u,»j
=1/ \'_5, the normalization factor becomes ./\~/(N)=2ND(1
+N\D).

As in the case of the first construction, we need to prove
that @f&l,v) represent quantum states. Moreover, we show also
that they have positive partial transpositions with respect to
any elementary subsystem. From Eq. (98) it follows that to
prove positivity of éﬂ, one has to show that the inequali-

ties
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N

2 X5

i=1

N

<2 x5

i=1

(100)

are satisfied. Then simply utilizing Lemma A.1 and notm
that the remaining blocks lying on the diagonal of Q AA,

PHYSICAL REVIEW A 80, 042307 (2009)

5(D.N)

are positive by definition, the positivity of Q,,, is

proved.
To deal with the problem of positivity of partial transpo-
sitions let us look on the particular example of form of

Qﬁ?m From Eq. (98) one infers that

3 -w
> X5 0 0 0 0 0 0 0
i=1

3 3
0 SRR o 0 0 D 5 ¢

= i=1

3
0 0 > XS 0 0 0 0 0
i=1
3
0 0 0 > XN 0 0 0 0
1 -
~(ADA?)T3 M3) s ,  (101)
0 0 0 0 > X0, 0 0 0
=1
0 0 0 0 0 E XS] 0 0
3

0 D XIn 0 0 0 0 2 X330

=1
0 0 0 0 0 0 0 E X))

L y

where we used the fact that |)?§:';)le| are diagonal in the stan-
dard basis and therefore are not affected by partial transpo-
sition with respect to any subsystems.

To show positivity of éﬂly) as well as its partial transpo-
sitions we prove the following lemma.

Lemma V4. Let 5('};” be defined as in Eq. (96). Then the
following equalities hold:
N
2 Xy

i=1

N

<2 X9 (j=0,....N)

i=1

(102)

Proof. Firstly we start by the above statement for j=0. For
this purpose let us notice that its left-hand side may be writ-
ten as

D-1 N D-1
= NZ “kk|k><k|®N+2 > (KX =) il
i=1 k=0
k1

(103)

Straightforward algebra shows that both terms under the sign
of absolute value are defined on orthogonal supports. More-

over, all the partial transpositions in the second term are
defined on orthogonal supports. Both these facts allow us to
write

N D-1
2 X5 =N 2 (|0 @ k] @ [0,
i=1 k,1=0

(104)

One finds immediately that this equals the right-hand side of
Eq. (102), finishing the first part of the proof.

To show Eq. (102) for j=1,...,N we need to perform a
little bit more sophisticated analysis. With the same reason-
ing as in the case of the first inequality we can reduce the
claimed inequalities to the following:

D-1

XNV 4 (N = 1) 2 gl (k|Y
k=0

D-1
< RY + (N = 1) Jugl [R)K|Y, (105)
k=0

where we utilized Eq. (97). One notices that the above in-
equality may be further reduced to
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|Up+(N-1)D| <

(106)

where D denotes a diagonal matrix containing the diagonal
elements of Uj,. Utilizing the fact that Jﬂ |=1/\D for any
i,j=0,...,D—1, we infer that |D|=(1/ \’D)JLD and therefore

|U+(N=-1DD|<[1+(N-1ND]lp. (107)
To prove this inequality we can utilize the polar decomposi-
tion to its left-hand side. More precisely we can write
|U+(N-1)D|=V U+ (N-1)V''D with V denoting some uni-
tary matrix. This allows us to write

(P||U+ (N -1)D|[W) = (¥[|U+ (N -1)D||¥)|
< (W|VIUI)| + (N - D) |VID|W)|
< 1+ (N-1D)[(¥|V|D|W|W)|

=1+ N-1 (108)
D’

where |W) is an arbitrary normalized vector from CP. The
second and third inequalities are consequences of the fact
that the product of unitary matrices is a unitary matrix and
that for any normalized [ and unitary U it holds that
(A U|¢y| < 1. Moreover, we put here the polar decomposi-
tion of D, i.e., D=|D|W with some unitary W. The last in-
equality is also a result of application of aforementioned fact
that |D|=(1/yD)1.

Now, to finish the proof, it suffices to mention that the
resulting inequality is equivalent to (107). |

From the above lemma it clearly follows that 'Q'XZ’I,V) rep-
resent quantum states for any D=2 and N=2, and they have
positive partial transpositions with respect to all elementary
subsystems. The last thing we need to prove is that the dis-
tillable key of éf,&],v) is nonzero. This would also imply that
é;&{v) represent entangled states.

Let us then apply the recursive protocol described previ-
ously in Sec. IV C to k copies of 'Q”X;’[,V), obtaining

A (N.k)
Opnr =

Rk
0 {E(P(N PW)@(Eng”S ) +[0)(1[=Y
p.NL=0

®k N ®k
® (E 5?5;”) +[1)0]*N (E fgﬁ*) , (109)
i=1 i=1
with the normalization factor given by

NP, =2(NDVD) + 2NDH1 + (N = )VDT-.  (110)
Notice that as previously mentioned, the LOCC protocol
should be modified in case when X3 follows from in general
unitary Up. Due to the modiﬁcation of the LOCC protocol,
the probability of obtaining ® A, in the case of unitary and

unitary Hermitian Uj, is different. Namely, in the case of
unitary Hermitian matrices amounts to
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PN =2 ML

while in the case of unitary non Hermitian the probability of
success is considerably smaller and is given by

on =N HANEE.

Now the multipartite privacy squeezing (see Sec. IV D)
allows us to change blocks in Eq. (109) with their norms,
obtaining

(111)

(112)

N N k
M D.N Jj=0 i=1 1
N k
+([0X1EN + 1M X X0 |, (113)
i=1 1

Calculating the respective norms in the above, one may
rewrite Eq. (113) as

- D
ﬂgN’k) =—_ o |:2(N\/B)kp(2;:/
DN
N
+[1+WN- 1D, (P

J=1

+75§N>)]. (114)

From Eqgs. (110) and (114) one easily infers that 0<N k)
—>P(Jr for k— o for any D=2, which by virtue of Theorem
1.3 means that the recursive protocol when applied to cop-
ies of Q A A, produces a state that is arbitrarily close to some
multipartite pdit in the limit of k— 0. In fact, as the prob-
abilities of success ﬁ(g;,) and ﬁ%‘,%,) [see Egs. (111) and (112)]
are positive, according to the definition of K}, (see Definition
Iv.1) the above method leads to distillation of secure key

from Q A A ). Below we provide also plots of lower bounds on
For this purpose we can find the purification of éf&l,v) and

then the cq state in the standard basis. The latter has the form

O% = (k) R(N) ® |EgXEo| + b

XE PV @
j=1

. (115)

where ,N) are orthonormal states
kept by Eve and coefﬁc:1ents a 1§>N and b k)N are given by

(ND \/B)k
apn="—0 (116)
D,N

and

bg?N——n +(N-1\DJ.

Ny

One can see from above that the limit of k— o0 leads us to
the ideal ¢q state. Now we can apply the bound given in Eq.
(69). It is easy to verify that all the quantities /(A;:A;) are

(117)
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FIG. 3. (Color online) The function appearing on the right-hand
side of Eq. (118) (denoted here by Kpy) in the function of number
of copies k and the dimension D. Zero is put whenever the function
is less than zero. Notice that both the parameters k and D are dis-
crete; however, continuous plot is made to indicate better the be-
havior of Kpy. It is clear from the plot that for larger k the distill-
able key of ggi\/’k) approaches one bit (this is actually a maximal
value obtainable from two-qubit states) and the convergence de-
pends on D. Namely, for higher dimensions D the convergence to
the maximal value is faster.

equal here [the same holds for I(A;: E)] and therefore we can
rewrite Eq. (69) as

Kp(OR5) = 1(4,:4,)(B55) — (A :E)(O,).
(118)

Exemplary plot of the function appearing on the right-hand
side of Eq. (118) (denoted as Kpy) is presented in Fig. 3.
The behavior of K,y (see Fig. 3) confirms the previous
analysis, namely, the more copies we spend the closer the
state is to some multipartite private state we obtain using the

recursive protocol. Thus the higher key rate we can get from
the obtained state @X\,ﬁ]f).
We can also get a lower bound on distillable key of the

initial states @i{i{,”. Here we need to take into account the

probability of success (ﬁg‘:}\,) and ﬁ(gﬁ,)) in the recursive pro-
tocol.
The corresponding bounds on the distillable keys of 51(&1,\])

are

K5 @™ = P A4 O )

—I(A:E)Of )], (119)
Exemplary plots of the right-hand side of the above (denoted

by K2)) both in the case of a unitary Hermitian matrix

(e.g., V&%) and only a unitary matrix (e.g., Vp) are given in
Figs. 4(a) and 4(b).

VI. REMARKS ON LIMITATIONS IN MULTIPARTITE
QUANTUM CRYPTOGRAPHY

So far, we discussed the general scheme allowing for dis-
tilling secure key from multipartite states. It is desirable
however to discuss also what are the limitations of multipar-
tite secure key distillation.

PHYSICAL REVIEW A 80, 042307 (2009)

0.0002 ~1)

FIG. 4. (Color online) Lower bounds on Kp of @f&’)’) in the
function of k and D. The upper plot (a) presents lower bound (de-
noted here by I?g‘))v) on Kp, in the case of unitary Hermitian matrices
Up, while in the second plot (b) lower bound (I?(DZ‘),V) in the case of
unitary but not Hermitian matrices is given. Both are just a product
of probability ﬁg“l,& (left) or ﬁ‘ll,‘:,%,) (right) and Kpyy plotted in Fig. 3.
One infers that in the case of unitary but not Hermitian matrix Up,
the region of nonzero values of the plotted function is wider than in
the case of unitary Hermitian matrices.

An interesting effect, which we shall recall here, was re-
ported in Ref. [33]. Namely, it was shown that though maxi-
mal violation of some Bell inequality it is impossible to dis-
till secure key from the so-called Smolin state [34],

; (120)

3
0=, It o i)t

where |¢f) (i=0, ...,3) are the so-called Bell states given by
[0 =(1/2)(J01) £ [10)) and ¢ 3))=(1/v2)(|00) = [11)).
This conclusion may be also inferred for the generalizations
of the Smolin state provided in Ref. [35] and independently
in Ref. [36] (see also Ref. [37] for further generalizations).
These are states of the form

Qz=|'//g><‘ﬂg

>

3
2 USe,U8"" ® U, US"" = ¢,
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1
Qg(n+l) =2 U(z?eané’Z” ® Uém)Qngm)T,

" (121)

m=0

with U"=15%VY g0, (m=0,...,3 and k=2,...), where
o, (m=1,2,3) denote the usual Pauli matrices and o=1,.
The state Q, is just one of the Bell states, while Qi is the
Smolin state. All states @,, for n=2 are bound entangled and
for suitable choice of local observables all states for n=1
violate the Bell inequality

Ep.i+Ejp+ Eyny—Ey .| <2 (122)

maximally (E denotes the so-called correlation function, i.e.,
an average of products of local measurement outcomes taken
over many runs of experiment). In fact very recently the state
05 (120) have been realized in laboratory as a first experi-
mental realization of bound entanglement [38]. The predic-
tion [33] that they violate the above Bell inequality has been
fully confirmed in this experiment. On the other hand, due to
the results of Refs. [5,6,30], one may show that it is impos-
sible to distill multipartite secure key from states @5, for n
=2. This shows that bipartite Ekert protocol [2] cannot be
straightforwardly generalized to multipartite scenario since
as discussed above the maximal violation of most natural
multipartite analog of the CHSH-Bell inequality [39] does
not imply nonzero secret key rate, whereas maximal viola-
tion of CHSH-Bell inequality by two qubits guarantees se-
crecy. Still, it would be an interesting problem for further
research to identify all Bell inequalities that do the job in
multipartite case as CHSH-Bell inequality does in the case of
two qubits. It should be stressed that some achievements in a
similar direction were already obtained in Refs. [40,41],
where it was shown that violation of some Bell inequalities
is sufficient condition for security of multipartite secret shar-
ing protocols [42] under an individual attack of some exter-
nal party.

VII. CONCLUSIONS

Quantum cryptography beyond entanglement distillation
is a very young subject. Until recent times it was natural to
expect that the latter is impossible. While there were signifi-
cant developments concerning the bipartite scenario the gen-
eral formulation for multipartite case was missing. The
present paper fills this gap by not only generalizing the
scheme, but also by providing new constructions of multi-
partite bound entangled states which is a nontrivial task.
However, there are many unsolved questions. First it seems
to be true that the unconditional security proof [22] can be
extended here at a cost of the number of estimated local
observables, but an exact analysis of this issue is needed.
Moreover, given a fixed number of parties, the minimal di-
mension of elementary system of PPT like bound entangled

PHYSICAL REVIEW A 80, 042307 (2009)

state that allows one-way secure key distillation is not
known. Does it increase with number of particles and if so,
how does the dependence look like? Are there bound en-
tangled states with multipartite cryptographic key with un-
derlying structure corresponding to other classes of pure
states such as graph states (see Ref. [43])? One may ask why
we have considered only bound entanglement in multipartite
scenario. This is when it is necessary to apply the general-
ized scheme. Otherwise qualitatively (though may be not
quantitatively—see subsequent discussion) just pure en-
tanglement distillation is a sufficient tool. Quite natural is a
question of interplay between the two approaches in distill-
ing key—to what extent can we abandon distillation of
p-dits? Finally, can the two processes always be separated in
optimal key distillation scheme: in a sense that one gets
some number of singlet states and some large approximated
p-dit which is bound entangled)? If it were so, the two parts
might serve as natural measures of free and bound entangle-
ment in the system. Most likely this is impossible, but one
needs a proof. The closely related question is the one con-
cerning lockability of the secure key K, (note that nonaddi-
tivity of K, has been proved very recently in Ref. [44]).
While this seems to be a very hard question in case of bipar-
tite states (though lockability with respect to Eve has already
been ruled out in Ref. [19]) it may happen to be easier within
the multipartite paradigm presented here (in analogy to clas-
sical bound information which is known only in asymptotic
bipartite form [45] but naturally emerges form bound en-
tanglement in multipartite case [46]). In this context novel
upper and lower bounds on K}, are needed (for recent devel-
opment see Ref. [47]). This point is also interesting from the
point of view of entanglement as K, is also an entanglement
measure. Further analysis of K and finding its multicoordi-
nate extensions to help in characterization of multipartite en-
tanglement seems to be rich program for future research.

Here we have been aiming at general question of two-way
distillability, combining then one-way and two-way schemes
together. One could, however, perform deep analysis focus-
ing solely on one-way schemes trying for instance to prove
bounds as such proved in Ref. [25]. On the other hand, it
would be desirable to discuss the present approach in the
context of secure key distillation from continuous variables
systems (see, e.g., Refs. [48-50]). For instance, it was shown
in Ref. [51] that the generalized version of the protocol from
Ref. [48] does not allow for secure key distillation from
bound entangled states. It seems that within the multipartite
scenario the problem could be a little simpler as one can
have bound entangled multipartite states with some of its
partitions being still having nonpositive partial transposition.

Needless to say due to Choi-Jamiotkowski isomorphism
[52] the present analysis provides new classes of multiparty
quantum channels for which natural questions on superacti-
vation of the type found in bipartite case [20] and other pos-
sible effects of similar type arise.
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APPENDIX: SOME USEFUL LEMMAS

Lemma A.1. Assume that a given d X d matrix B is nor-
mal. If A=|B| then the matrices

(N=1DA B B
Bf (N=-DA ... B
MN(A,B): . . 3 :

Bf Bf (N-1)A

(A1)
and

(N-1)A B B B
Bt A0 0

MyAB)=| B 0 A ... 0 (A2)

are positive.
Proof. We prove the lemma only for My(A,B) as the

proof for My(A,B) goes along the same lines.

The matrix M (A,B) consists of N> blocks dXd each
and consequently the whole matrix has the dimensions Nd
X Nd. Thus to prove positiveness we need to show that for
any |W) e CM the inequality (W| M y(A,B)|¥) =0 holds. It is
clear that an arbitrary vector |¥) € CM may be written as

|x1>
wy=| : |. (A3)

|x1v>

where each |x;) belongs to C%. Then a rather straightforward
algebra leads to

(WM y(A.B)|W) = (N - 1)2<x|A|x>+22 Re(x{Blx;).
i,j=1
i<j

(A4)

By virtue of the assumption that A=|B| and the inequality
Rez=—|z| satisfied for any z € C, one has

N N

(U MyAB)W) = (N=1)2 (xIBlley =2 2 [(x;

i=1 i,j=1

i<j
(A5)
Since B is assumed to be a normal matrix it may be given as

B=2M o ){(@| with {\;} being, in general, the complex ei-
genvalues of B, while {|¢,)} its orthonormal eigenvectors.
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Putting the spectral decomposition of B into Eq. (A5), intro-
ducing a;=|{x;| ¢)| =0, and taking into account the fact that
[2,&]<=,|&|, we obtain

(V| Mp(A,B)| V) = E|7\k| Eazk 22 Al |-
i,j=1
i<j

(A6)

It is clear from Eq. (A6) that to show non-negativity of
(W|My(A,B)|W) for any |[¥) e CM, one has to prove that for
all k the term in brackets in Eq. (A6) is non-negative. This,
however, follows from the fact that

N
E (ay—
ij=1
i<j

ap)* =0, (A7)

finishing the proof. |

Lemma A.2. Let A=3{1alli)(j| be a positive matrix
obeying TrA =< 1. Assume that each element of A lying in ith
row (and ith column due to hermiticity of A) is close to 1/d
in the sense that it obeys |a/—1/d|< € for some 1/d>€>0.
Then |a/—1/d|<n(e) for any i,j=0,...,d—1, where 7(e)
—0 for e—0.

Proof. The proof is rather technical and we present only
its sketch here (detailed proof may be found in Ref. [26]).
First, let us fix the chosen row to be the first one, i.e., i=0.
Then, from the positivity of A it follows that any matrix of

the form
0 Jj
ay  dy
|: VES j ] (AS)
a, aj

is positive. Now, from its positivity we have that aga’

=|aj|?, which together with the assumption that a) and a’
are close to 1/d and €<1/d, implies that aj’ must obey a’
=1/d-3e€ for any j=1,...,d—1. Taking into account the
assumption that TrA =<1, one also has that each aj must be
bounded from above as a’<1/d+3(d 1)e for j=1,....d
—1. Therefore, we have that all diagonal elements of A sat—
isfy

‘ < a(e) (A9)

with a(e) —0 for e—0. Now, we need to prove that the
remaining off-diagonal elements of A are also close to 1/d.
For this purpose let us notice that from the fact that A=0
one has that the following matrices:

ay ay af

% i i . .

a, a; a | (0<i<}), (A10)
JE o JE

ao al. aj
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are also positive. Since we can now say that all
elements in the first row (and column) and all the
diagonal elements obey Eq. (A9), it follows, after some
technical calculations, that a{ has to satisfy such inequality,
however, with some other function which vanishes for
€—0. Finally, we have that any of the elements of A
satisfies

PHYSICAL REVIEW A 80, 042307 (2009)

o1
al-==ne (ij=0,...d=1) (Al

with 7(€) —0 whenever e— 0.

Of course, we can always assume that the elements in
some fixed row of A is bounded by different es. Then, how-
ever, we can take the largest one. |
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