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Abstract. The paper presents the concept and the mechanism of comparative
conformance cases which support conformance monitoring in situations where
a standard or other set of requirements are being implemented at multiple sites.
The mechanism is enabled by NOR-STA services which implement the
TRUST-IT methodology and are deployed in the cloud in accordance with the
SaaS model. In the paper we introduce the concept of comparative conformance
cases, explain the software services used to implement them and present a case
study of monitoring the implementation of the EC Regulation No. 994/2010, re-
lated to risk management of gas supply infrastructures across Europe.
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1 Introduction

Regulations and standards are among the important mechanisms through which the
European program of risk governance for the ICT and energy sectors is being imple-
mented [1]. To make these mechanisms effective, it is important not only to promote
implementation of standards and regulations but also to assess the actually achieved
level of conformance and to continuously monitor the conformance across the differ-
ent critical infrastructure stakeholders.

In this paper we introduce comparative conformance case — a mechanism that sup-
ports conformance monitoring in situations where a standard, directive or other set of
requirements are implemented at multiple sites. Hereafter, we will call the source of
conformance requirements a ‘standard’. If used by the party in charge of supervising
implementation of a standard, the mechanism provides means to review the evidence
supporting conformance and to review and assess the related conformance cases
against a selected assessment scale.

Comparative conformance case is based on the concept of a trust case [2, 3] which
extends the concept of safety case [4] commonly used in the safety-critical domain to
justify safety properties of various systems, for instance avionic, nuclear, automotive,
medical, military and so on [5, 6]. The concept of safety case has been extended (un-
der the name assurance case) to cover any critical property to be assured, like safety,
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security, reliability and others [7]. Under the name of trust case it has been further
generalized and refers to the situations where the focus is on a selected feature to be
demonstrated, not necessarily being “critical’.

We are particularly interested in situations where a common argumentation struc-
ture is shared by numerous concrete cases. As an example take a standard and the
question of conformance demonstration. Then, the structure of the conformance case
may be common for multiple implementations of the standard and the difference be-
tween particular implementations is mostly in the evidence supporting the argument.
This observation led to the concept of the conformance case template which can have
multiple instantiations where each instance, after attaching the relevant evidence,
becomes a complete conformance case [8, 9]. The concept of comparative conform-
ance case builds upon these notions.

In the paper we outline the TRUST-IT methodology of developing and assessing
trust cases and the related NOR-STA platform which supports this methodology by
offering a set of software services in the computing cloud. Next, we introduce the
mechanism of comparative conformance cases and the related scenario of its applica-
tion. Then, we present a case study demonstrating implementation of this scenario
with the objective of supporting monitoring the conformance to the European Com-
mission Regulation No. 994/2010 related to risk management of gas supply infra-
structures in different EU Member States.

2 TRUST-IT methodology and NOR-STA services

TRUST-IT [2, 3, 8] is an approach to promoting trust by developing, maintaining and
presenting on-line arguments demonstrating trustworthiness. An argument can be
published, edited and assessed, and it is visualized in a graphical form together with
the result of the assessment of its ‘compelling power’. Evidence integrated with an
argument is kept in digital documents of any form: text, graphics, image, web page,
video, audio and so on. The evidence supports what an argument postulates about the
state of the world. In TRUST-IT terminology, such postulates are called ‘facts’. De-
pending on the support given by the evidence to the corresponding facts, the argument
is more or less convincing. TRUST-IT introduces a model of an argument (following
[10]), a graphical language for expressing arguments, and a technique for integrating
arguments with evidence (see Fig. 1). The arrows linking the nodes shown in Fig. 1
represent the can-be-child-of relationship in the argument tree. The abstract argument
model of TRUST-IT is similar to GSN [11] and CAE [12], the differences are more
on a technical and representation levels.

Argument conclusion is represented by a claim node. A node of type argumenta-
tion strategy links the claim with the corresponding premises and uses a rationale to
explain and justify the inference leading from the premises to the claim. A premise is
a sort of assertion and can be of the following type: an assumption represented by an
assertion assumed to be true which is not further justified; a claim represented by an
assertion to be further justified by its own premises; and a fact represented by an as-
sertion to be demonstrated by the supporting evidence. The evidence is integrated by
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nodes of type reference which point to external resources (files of any type, web pag-
es, etc.). In addition, information nodes (denoted [:1]) can be used in any place to pro-
vide explanatory information. This model can generate trees of arbitrary depth where
the root of the tree is the top-most claim and the leaves are references pointing to the
evidence supporting facts, assumptions and/or rationales of selected argumentation
strategies (in our experience we are dealing with arguments of up to several thousand
nodes).

D Claim

_J Argumentation strategy _J Rationale

Premises

D Claim D Assumption [3 Fact _J Reference
Y
| |

Fig. 1. The TRUST-IT model of argument

By analyzing the inferences and checking the evidence supporting facts, an auditor
can work out his/her opinion about how strong the argument is towards the conclu-
sion, and where its weaknesses and strengths are. TRUST-IT supports this activity in
different ways. The most advanced is the argument appraisal mechanism based on
Dempster-Shafer theory of evidence [13] and the corresponding mechanism of visual-
ization of the argument compelling power [14]. Here, the auditor can express his/her
appraisals referring to so called opinion triangle shown in Fig. 2.

uncertainty

disbelief belief

Fig. 2. The opinion triangle for issuing argument appraisals based on Dempster-Shafer theory

By choosing a position within the triangle, the auditor, after examining the evidence
supporting a fact, decides to which extent he/she accepts/rejects the fact and what is
the level of uncertainty associated with this opinion. Similar appraisals can be issued
with respect to the inferences used in the argument, represented by the related nodes
of rationale type. The aggregation rules (see [14] for the details) provide for automat-
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ic appraisal of all claims of the argument (including the top-most one), provided the
appraisals of all facts, assumptions and rationales have already been issued.

In addition to the above, TRUST-IT provides for other, user-defined argument ap-
praisal mechanisms (involving different assessment scales and aggregation rules).
These mechanisms can be activated according to the users’ needs. For instance, in one
of our case studies of arguments related to standards conformance the stakeholders
decided that a simple three-state scale {non-compliant, partially-compliant, compli-
ant} was in use.

TRUST-IT arguments have already been (among others) developed to: analyze
safety, privacy and security of personalized health and lifestyle oriented services [15],
monitor the environmental risks [16] and support standards conformance for health,
business and administration sectors [17].

Application of TRUST-IT is supported by the NOR-STA platform of software ser-
vices. The services are deployed in accordance with the SaaS (Software as a Service)
cloud computing model. The scope of functionalities of NOR-STA services includes:
argument representation and editing using the graphical symbols shown in Fig. 1,
integration (through references) of various types of evidence, argument assessment
and visualization of the assessment results, publishing of an argument, and evidence
hosting in protected repositories.

3 Comparative conformance case

TRUST-IT approach is generic and can be applied in any context where evidence
based argumentation brings added value to decision making processes and disputes.
One such application area is standards conformance where a standard’s user is ex-
pected to construct and present an argument demonstrating conformance. While ap-
plied to standards conformance, TRUST-IT introduces additional, more specific con-
cepts [8, 9]. Conformance case template is an argumentation structure derived from a
standard. This structure is common for all conformance cases related to the standard.
It explicitly identifies placeholders for the supporting evidence and may indicate plac-
es where more specific, implementation dependent argumentation is to be provided.
Template development involves domain experts representing the standard’s owner
and standard’s auditor viewpoints. Conformance case is a complete argument which
is developed from the template providing the required evidence and possibly by ap-
pending a more specific argumentation. Conformance assessment is an act of assign-
ing appraisals to the conformance argument components to assess their ‘compelling
power’.

The relationship between the conformance case template and a conformance case
following the structure of the template is shown in Fig.3. Filled rectangles denote
nodes already included in the template, the hollow rectangles denote nodes added as
more specific argumentation and the ovals represent the evidence supporting the con-
formance case. The concept of case template is similar to argument schemes/patterns
[5, 6] used in safety cases (a template suggests how to demonstrate conformance to
entire set of standard's requirements whereas a pattern suggests how to demonstrate a
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single, specific type of claim). However, the conformance case template is far richer
than just providing an argumentation scheme. In addition it includes the source docu-
mentation of the related standard, examples of good practices in structuring the evi-
dence, single evidence placeholders referenced in multiple requirements, explicit
interdependencies between standard fragments and many others.

Conformance Complete conformance Conformance case
case template case argumentation structure with evidence

Fig. 3 The conformance case template — conformance case relationship.

Let us assume that a given conformance case template is being used by a number of
users, and each of them has developed her/his own conformance case based on the
template. Then, each of the cases can be reviewed in the node-by-node manner, for
instance, by accessing the facts and verifying the evidence supporting each fact.

Now, let us assume that in addition to the users developing their own conformance
cases, there is a separate body, call it supervisor, who is in charge of monitoring all
the cases and possibly assessing how strongly the claims and facts listed in the con-
formance case template are supported in different cases.

The concept of comparative conformance case embodies the idea that having
a conformance case template in an explicit form, one can point to a selected node of
the template and in response will have access to the structure demonstrating how this
node is represented in each conformance case derived from the template. For instance,
by pointing to a given fact included in the template, the supervisor will be able to
review, compare and assess the evidence submitted to demonstrate this fact in differ-
ent conformance cases. And by pointing to a claim the supervisor will see the assess-
ment results of this claim, for different conformance cases.

Implementing the concept of comparative conformance case would result in an in-
terface with the following functionality:

o selecting the conformance cases to be compared;

o selecting a fact (claim) of the conformance case template which results in obtaining
access to the evidence supporting this node in different conformance cases and to
the appraisals of how strong this support is;

e accessing and browsing the evidence;

e issuing/changing appraisals of the support given by the evidence.

The above idea is illustrated in Fig. 4. The arrows shown in the picture point to a se-
lected node of the conformance case template and to the corresponding nodes of the
supervised conformance cases.
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Conformance case 1 Conformance case 2 Conformance case 3

Fig. 4 lllustration of the comparative case concept

The concept of comparative conformance case brings added value in situations where
monitoring the implementation of multiple conformance cases is of particular busi-
ness relevance. In such situation, the supervising body can simply activate a compara-
tive conformance case and by choosing different claims and facts can get immediate
insight into the evidence supporting the chosen criterion across selected cases. In
some cases it can also facilitate appraisals, especially if they are issued in relative
terms.

The present scope of functionality of NOR-STA services covers: conformance case
template management, conformance case management, management of evidence
repositories, argument appraisal and appraisal comparison management.

4 Case study: monitoring implementation of EC Regulation 994

The functionality of comparative conformance cases has been built into NOR-STA
services to provide support for the monitoring scenario outlined in the previous sec-
tion. In this section we present this scenario applied to monitoring the implementation
of the European Commission Regulation No. 994/2010 [18].

4.1  The Regulation

The Regulation 994/2010 refers to risk management of gas infrastructures in the EU
Member States. Below are some citations from this document.

Natural gas is an essential component in the energy supply of the European Union, con-
stituting one quarter of primary energy supply and contributing mainly to electricity genera-
tion, heating, feedstock for industry and fuel for transportation. [...] Given the importance
of gas in the energy mix of the Union, the Regulation aims at demonstrating to gas cus-
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tomers that all the necessary measures are being taken to ensure their continuous supply,
particularly in case of difficult climatic conditions and in the event of disruption. [...]

This Regulation establishes provisions aimed at safeguarding the security of gas supply
by ensuring the proper and continuous functioning of the internal market in natural gas, by
allowing for exceptional measures to be implemented when the market can no longer de-
liver the required gas supplies and by providing for a clear definition and attribution of re-
sponsibilities among natural gas undertakings, the Member States and the Union regarding
both preventive action and the reaction to concrete disruptions of supply. This Regulation
also provides transparent mechanisms, in a spirit of solidarity, for the coordination of plan-
ning for, and response to, an emergency at Member State, regional and Union levels.

The Regulation imposes several obligations on Member States as well as on EU ad-
ministration. The obligations for Member States include: conducting a thorough Risk
Assessment the results of which should be summarized in an adequate report, and
establishing Preventive Action Plan and Emergency Plan to be presented to the Euro-
pean Commission. The responsibility of the Commission is to instantiate an effective
mechanism of monitoring how the regulation is being implemented.

4.2  Comparative conformance case for Regulation 994/2010

The scenario of implementing the comparative conformance case for Regulation No.
994/2010 (hereafter called Regulation) involves the following steps (the Users are in
Member States and the Supervisor acts on behalf of the EU Commission):

Step 1 - development of the conformance case template by the Supervisor;
Step 2 - submitting the conformance case template to the Users;

Step 3 - development of conformance cases by the Users;

Step 4 - monitoring of conformance cases by the Supervisor.

Below we illustrate how this scenario is implemented with NOR-STA services. To
demonstrate the implementation of Step 1 we have developed the conformance case
template deriving it from the text of the Regulation. Fig. 5 presents an overview of the
template (the hierarchy of nodes develops from the left to the right) In Fig. 5, the fact
labeled F1.1.4 is linked to two references labeled December 2011: Information about
intergovernmental agreements and December 2011: Risk Assessment Report. These
references point to the places where two different pieces of evidence are to be inte-
grated, demonstrating that the party implementing the Regulation has already pre-
pared a risk assessment report and that the necessary intergovernmental agreements
are in place to reduce risk related to gas supply.

Implementation of Step 2 is demonstrated by creating, for each user of Regulation,
a separate space where it can develop its own conformance case. In NOR-STA termi-
nology, such space is called ‘project’. Each such project is initially filled with the
conformance case template. In the following text we assume that three such projects
have been created for three different conformance cases of ‘dummy’ countries A, B
and C.
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Project  View Account Role Help

.|| Conformance to Regulation (EU) No 994/2010
D CL1: Conformance to Regulation (EU) No 99472010 - measures to safeguard security of gas supply
_“] ARG1: Argument by regulation actions
+ (2] W1: Regulation requin t
[ CL1.1: Initial actions
_ "] ARG1.1: Argument by article requirements
+ 2] W1.1: Requirements of Article 2, 3 and 13(6)
a F1.1.1: 3 December 2011: Definition of "Protected customers”

+ [3 F1.1.2: 3 December 2011: Designation of a Competent Authority
+ [3 F1.1.3: 3 December 2011: Definition of roles and responsibilities

[3 F1.1.4: 3 December 2011: Information about intergovernmental agreements

ﬂl_'d 3 December 2011: Information about intergovernmental agreements
ﬂl_'d 3 December 2011: Risk Assessment Report
[LJ CL1.2: Risk Assessment
_“] ARG1.2: Argument by article requirements
+ (2] W1.2: Requirements of Article 9
* D CL1.2.1: 3 December 2011: Full assessment of risks in the Member State
a F1.2.2: Updating the risk assessment
[ CL1.3: Preventive Action Plan
_ "] ARG1.3: Argument by article requirements
+ _JW1.3: Requirements of Article 4, 5, 6 and 8
& D CL1.3.1: 3 June 2012: Draft Preventive Action Plan
E CL1.3.2: 3 December 2012: Adoption of the Preventive Action Plan
E CL1.3.3: [if necessary] Amendment of the Preventive Action Plan
a F1.3.4: The national and joint Preventive Action Plans shall be updated every 2 years
D CL1.3.5: 3 December 2014: Meeting the infrastructure standard
_“] ARG1.3.5: Argument by article requirements
+ (2] W1.3.5: Requirements of Article 6
E F1.3.5.1: 3 December 2014: Measures to satisfy total gas demand in case of disruption
+ D CL1.3.6: Meeting the supply standard
+ [.J CL1.4: Emergency Plan
+ [J CL1.5: Bi-directional capacity
+ [[] Source documents
+ [, Evidence
+ [, Calendar of events
+ [, Risk Assessment Template based on JRC Guidelines

Fig. 5. Top-level decomposition of the Regulation conformance case template

Implementation of Step 3 is demonstrated by developing a separate conformance
case, for each country. In Fig. 6 we can see the conformance case of Country A,
where some pieces of evidence has been already integrated. In the figure, the refer-
ence December 2011: Risk Assessment Report has been selected which resulted in
opening the window with the referred evidence — the document of the risk assessment
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report. The remaining users (Country B and Country C) could have integrated their
specific evidence in their own conformance cases in a similar way.

Project Edit View Account Role Help

- _J Conformance to Regulation (EU) No 994/2010
= D CL1: Conformance to Regulation (EU) No 994/2010 - measures to safeguard security of gas supply
- EIARG1: Argument by regulation actions
+ E} VW1: Regulation requirements
-| [J CL1.1: Initial actions

- [ ARG1.1: Arg by article requi
+ E} W1.1: Requirements of Article 2, 3 and 13(6)
8F1.1.1:3[‘ ber 2011: Definition of "Pr d "
+ BF1.1.2:3[‘ ber 2011: Designation of a Comp Authority
+ D F1.1.3: 3 Ds ber 2011: Definition of roles and responsibilities
= [j F1.1.4: 3 December 2011: Information about intergovernmental agreements
\ (2] 3 December 2011: Risk A Report
I —
Firefox
i_| GetReference (Obrazek JPEG, 13...
= @ https://tct.nor-sta.eu/TCTWS/GetReference?id=466 e | B- Google 2l ¥+ & B~
- Country A
I RISK ASSESSMENT |
ml Who s at risk? E:hmuﬂ;md 'mkm Plu-mmw Responsibilities.
Eg. Ensure safety of wam-up | Swimmers o dving. P Lo T Greing pobicy, exceptin A Giub Pockside Bstat
backstroke flags in place etc desgated sprin anes;
Awareniss of waler depthe. hesght of stating
Coacs ch e it st &
el s e R e ;"ﬁﬁ o i Lo  Poc
x

a F1.3.4: The national and joint Preventive Action Plans shall be updated every 2 years
- D CL1.3.5: 3 December 2014: Meeting the infrastructure standard
= GARG1.3.5: Arg by article requi
+ [£] W1.3.5: Requirements of Article 6
B F1.3.5.1: 3 December 2014: Measures to satisfy total gas demand by the remaining infrastructure in the e
+ [J CL1.3.6: Meeting the supply dard
+ D CL1.4: Emergency Plan
+| [J CL1.5: Bi-directional capacity
+ [1] Source documents
+ [[1] Evidence
+ [[] Calendar of events

Fig. 6. An example evidence linked to fact F1.1.4

Implementation of Step 4 is demonstrated by opening the comparative panel for the
fact F1.1.4. This is illustrated in Fig. 7. The panel gives the name of the related fact
(region 1) and below (region 2) there are the evidence tiles, one for each country. The
tiles indicate the format of the related evidence (an image for Country A, a .doc doc-
ument for Country B and .pdf document for Country C). In addition, for each country,
the assessment of how well the evidence supports the analyzed fact is shown in the
form of a colored circle. The colors indicate: acceptance (green), rejection (red) and
uncertainty (yellow). Region 3 shows the opinion triangle related to the assessment of
the evidence provided by Country A. The actual assessment is represented by the
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hollow circle in the triangle and the linguistic values corresponding to this assessment
are presented beside the triangle (it reads: ‘with very high confidence the support
given by the evidence is tolerable’). The evidence is shown in region 4.

Project View Account Role Help

Assessment Comparison FACT - F1.1.4: 3 December 2011- Information about interg agreement 1

RIEX ASSEEEMENT

n , 112 ==
2 Country A 1 |
- s
&
1y B
FAEK ASSESSMENT
[ e - [ ][
| (] T - —
Assessment | My Assessment | Versions | Evidence Preview | References |
Belief: Confid 3
Disbelief i
Disbelie with very high confidence
Uncertainty: |
Decision: !
/ tolerable
e — v al
ﬁ _\
Delefe Assessment

Fig. 7. Comparative panel for fact F1.1.4

The assessments of facts can be issued either from the comparative panel, or oth-
erwise by opening a selected conformance case and browsing its structure. Fig. 8
presents the conformance case of Country A together with the assessment of the facts
being the premises of claim CL1.1. The bottom part of the picture gives the details of
the assessment of fact F1.1.4 which is currently pointed to.

5 Conclusion and Future Work

The case study presented in this paper was the starting point for common experi-
ments conducted in cooperation with the Institute for Energy and Transport of Joint
Research Centre (IET JRC) in Petten, the Netherlands, which is in charge of monitor-
ing implementation of the Regulation 994/2010 in Member States, acting on behalf of
the European Commission. The final conformance case template and the conformance
cases for actual Member States are under development.

Gas distribution and supply is one of the key critical infrastructures requiring par-
ticular attention. With this example we demonstrated how the comparative conform-
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ance cases could be used to monitor implementation of the Regulation. For a selected
normative document, the initial step is to create a conformance case template for this
document which becomes a sort of ‘window’ through which the supervising body can
look at different implementations of the norm to assess and compare the submitted
evidence. The investment needed to create the template is moderate: in case of Regu-
lation 994/2010 the initial template consisted of some 212 nodes and the total effort
in its creation consumed 18 person-hours.

Project Edit View Account Role Help

= u Conformance to Regulation (EU) Ne 99472010

) m CL1: Conformance to Regulation (EU) No 994/2010 - measures to safeguard security of gas supply
Bk ARG1: Argument by regulation actions

= E}Wh Regulation requirements

’ + D F1.1.4: 3 December 2011: Information about i
7 + [J CL1.2: Risk Assessment
#)+ [J CL1.3: Preventive Action Plan
2)+ [ CL1.4: Emergency Plan
%)+ [J CL1.5: Bi-directional capacity
+ ﬂ Source documents
+ [l Evidence
+| [[]) Calendar of events
+ n Risk Assessment Template based on JRC Guidelines

Details | Assessment | My Assessment Links Versions | Clipboard
Belief. Confidence:

——

Disbelief: with very high confidence
—

Uncertainty

Decision:

Vi tolerable
Aa = -

Fig. 8. Example assessment of the facts related to claim CL1.1

Conceptually, the user of a conformance case template can extend it by adding
more specific argumentation (see Fig. 3). However, our experience with several
standards (including healthcare related standards [17], standards for secure outsourc-
ing, Common Assessment Framework [19] and others) shows that this option is rarely
used. In majority of cases the template is being converted into a conformance case
simply by supplying the evidence supporting particular facts.

Presently we are researching a possibility to use the comparative case concept to
support monitoring of multiple cases related to the EU proposed legislation that
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would require oil and natural gas companies to submit emergency response plans and
potential hazard reports before being given a license to drill offshore.
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