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ABSTRACT This work presents efficient connection provisioning techniques mitigating high-power
jamming attacks in spectrally-spatially flexible optical networks (SS-FONs) utilizing multicore fibers.
High-power jamming attacks are modeled based on their impact on the lightpaths’ quality of transmis-
sion (QoT) through inter-core crosstalk. Based on a desired threshold on a lightpath’s QoT, the modulation
format used, the length of the path, as well as a set of physical layer characteristics, each lightpath can poten-
tially tolerate a high-power jamming attack. In this paper, an integer linear program is thus formulated, as well
as heuristic algorithms to solve the problem of attack-aware routing, spectrum, modulation format, and core
allocation in SS-FONs, aiming to both efficiently provision the network in terms of network resources,
as well as minimize the impact of high-power jamming attacks on the established lightpaths. Extensive
simulation results are obtained for several algorithm variants with different objectives, demonstrating the
validity and efficiency of the proposed techniques that can effectively mitigate high-power jamming attacks,
by minimizing the number of inter-core interactions, while at the same time establishing connections with
high spectral efficiency.

INDEX TERMS Physical layer security, multicore fibers, routing spectrum and core allocation, jamming
attacks, quality of transmission, integer linear programming.

I. INTRODUCTION
Elastic optical networks (EONs) that use finer spectrum gran-
ularity (frequency slots of 6.25, 12.5, and 25GHz compared
to 50GHz of wavelength-division multiplexed (WDM) net-
works), in addition to transponders that can transmit data
in several contiguous slots, have been proposed as a viable
technology to address the increasing capacity crunch in opti-
cal networks [1]. As the required capacity is expected to
further increase with the advent of 5G networks [2], space
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division multiplexing (SDM) technology is also considered
to support the new era of optical networks, as it provides
one additional dimension to increase capacity. Networks
that combine both the spatial and the spectrum dimensions
are called spectrally-spatially flexible optical networks (SS-
FONs). In particular, multicore fibers (MCFs), multi-mode
fibers (MMFs), few-mode multicore fibers (FM-MCFs),
or even bundles of single mode fibers (SMFs) are envisioned
to be used in the implementation of SS-FONs [3].

To provision a connection in SS-FONs, the routing, modu-
lation format, spectrum, and core allocation (RMSCA) prob-
lem must be solved. This problem includes finding a path,
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the appropriate modulation format, the required spectrum,
and the core in the path that can be allocated for a given set
of demands [4]. A feasible spectrum allocation solution must
satisfy several constraints, namely the spectrum continuity,
contiguity, and non-overlapping constraints. In addition,
the core continuity constraint must be satisfied (i.e., each
connection must use the same core from source to destina-
tion), as joint switching (J-Sw) is assumed in this work. The
reader should note that there also exist other more relaxed
core switching architectures, such as independent switching
(Ind-Sw), where information on any core can be switched
independently to any other core, and fractional joint switch-
ing (Fr J-Sw), where information on a core within a group of
cores can be directed to any other core within another spe-
cific group of cores [5]. Clearly, each switching architecture
varies in terms of performance, flexibility, and hardware cost
[6]–[8]. However, the Ind-Sw and Fr J-Sw architectures are
not considered, as the aim is to keep the switching constraints
as strict as possible (i.e., investigate the worst-case scenario).

As in optical networks attacks can compromise a large
amount of data, significant effort has been placed on the
security of these networks [9], mainly focusing on the pre-
vention of service disruption attacks (high-power jamming
attacks) and unauthorized access to information (eavesdrop-
ping attacks) [10]–[15]. The focus of this work is on service
disruption, via the injection of high-power signals. These
high-power signals can directly affect other existing connec-
tions through crosstalk interactions (primary attack), as well
as spread the attack to other parts of the network, through
crosstalk interactions with affected lightpaths that essentially
become secondary attackers [14]. Thus, when designing the
network, crosstalk interactions must be minimized, so as to
consequently minimize the potential spread of a high-power
jamming attack.

It should be noted that reconfigurable optical add-drop
multiplexers (ROADMs) with variable optical attenua-
tors (VOAs) can be deployed to limit the effects of a
high-power jamming attack by regulating the output power
of transiting signals. However, in such an architecture, sig-
nificant effects (e.g., increased induced crosstalk due to
spectral broadening effects) can cause signal degradation
on co-propagating channels on the link where the jamming
signal is inserted [16]. Also, the jamming signal can prop-
agate to other links depending on the power of the signal
and the operation region of the associated VOAs [17]. Fur-
ther, wavelength selective switched (WSS)-based ROADMs
could be utilized, with high-port isolation WSSs, to thwart
high-power signals. However, with increasing traffic demand
(that substantially increases lightpath interactions through the
crosstalk effect at the WSSs), WSS isolation must also be
increased equivalently [18]. Thus, considering that high-port
isolation WSSs are costly, and that the number of WSS ports
increases substantially with increased traffic demand, deploy-
ing components that achieve sufficient crosstalk isolation in
SS-FONs can increase substantially the network deployment
cost.

Hence, during the network design phase, different kinds
of attack models can be considered, including a jamming
attack that affects only the link on which it is inserted (i.e.,
thwarted at the next node) – requiring, however, a higher
deployment cost – or an attack that propagates along the con-
nection (utilizing networks with a lower deployment cost).
In this work, the latter attack scenario is assumed, where
jamming attacks can affect every lightpath at every point of
interaction.

Nevertheless, it is also worth noting here that optimization
as to the required crosstalk isolation levels for a particular
ROADM architecture and a given network topology and
traffic matrix is also possible with our approach, while
considering the crosstalk-related performance of the utilized
components within the ROADM. The goal would be to
identify the ROADM design and associated components’
crosstalk specifications that will keep the network perfor-
mance within acceptable limits. In such a way, unnecessarily
high-cost WSSs could be avoided and design flexibility
would be allowed, as the chosen solution would be up to
the network operator and the budget that has available in
order to offer improved quality of service (QoS), in case that
this is required by the service level agreements (SLAs). Such
an approach, even though outside of the scope of this work,
is noted here as a possible avenue for future research work.

To consider the impact of jamming attacks, the quality of
transmission (QoT) of all connections is examined, by taking
into account the physical-layer impairments (PLIs) during
network design, so as to prevent service disruption under
jamming attack operation in SS-FONs. Specifically, the main
contributions of this work include:
• Addressing the RMSCA problem, taking also into
account the impact of high-power jamming attacks on
the signal quality of the established lightpaths. To assess
this impact, inter-core interactions through the crosstalk
effect are modeled using our extended version of the
QoT estimator-tool [19].

• Formulating this new problem (attack-aware RMSCA
(Aa-RMSCA)) as an integer linear program (ILP),
together with efficient techniques for minimizing the
search space of the ILP. Specifically, precise models
for PLIs affecting the signal are used to measure the
QoT of each connection and also PLIs in combination
with the input power of the signal are embedded as
additional constraints to the Aa-RMSCA problem. The
ILP aims to minimize both the impact of high-power
jamming attacks on the established lightpaths, as well
as the usage of network resources. In this work, during
the network design phase, a worst-case attack scenario
is assumed, where jamming attacks can affect every
lightpath at every point of interaction (i.e., a jamming
attack propagates along the connection and/or multiple
attacks are simultaneously deployed in the network). It is
worth noting that for the ILP formulation proposed in
this work, by tuning specific input parameters of the
ILP, different node architectures (e.g., WSSs are placed
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at specific locations within certain nodes) as well as
specific types of jamming attacks (e.g., a jamming attack
that only affects the link on which it is inserted) can be
considered.

• Proposing jamming-aware heuristic algorithms to han-
dle large scale instances, as well as additional ILPs and
heuristics that are used as benchmarks and for com-
parison purposes, to ascertain the penalty of network
operation under jamming attacks in terms of blocking
rate, network resources, and running times.

To the best of our knowledge, this is the first time that such
an approach is used to explore high-power jamming attacks
in SS-FONs, by minimizing their impact during the network
design phase, while efficiently using the network’s spectrum
resources.

The rest of the paper is organized as follows. Section II
overviews the related work on SS-FONs, while Section III
describes the problem addressed in this work. Section IV
presents the security considerations as well as the mod-
eling of jamming attacks in SS-FONs. Section V details
the proposed ILP formulation for the Aa-RMSCA problem,
while Section VI includes the proposed heuristic algorithms.
Performance results are discussed in Section VII, while
Section VIII presents some concluding remarks and possible
avenues for future research.

II. RELATED WORK
As optical networks are vulnerable to high-power jamming
attacks, the research community has investigated various
mitigation techniques for such attacks, mostly during the
design phase of the network. Most works in the literature
address high-power jamming attacks related to WDM net-
works, where authors solve the problem of routing and wave-
length assignment (RWA) with the objective to minimize
the crosstalk interactions [14], [20], [21] and as a conse-
quence, to minimize the impact of jamming attacks. Recent
works also consider the problem of jamming attack detec-
tion using machine learning techniques [22]–[24]. Moreover,
other works deal with the problem of jamming attacks in
EONs, investigating physical-layer security in multi-domain
networks [25], attack-aware RSA in conjunction with wave-
length selective switch (WSS) placement algorithms [26],
and jamming effects within the physical layer model for a
dynamic traffic scenario [27].

Furthermore, considerable research effort has been devoted
to the problem of routing, spectrum, and core alloca-
tion (RSCA) in SS-FONs. Authors in [4] survey the vari-
ous resource allocation schemes and algorithms that aim to
efficiently and optimally use network resources in SS-FONs,
while in [28] authors study a similar problem, namely the
baud rate, modulation format, core and spectrum assign-
ment (BMCSA) problem over a single link, considering
distance-adaptive reaches for different baud rates, modulation
formats, and crosstalk impairments. It is shown that the latter
problem is NP-hard even for a single link, and ILPs as well

as heuristic approaches are proposed to solve the problem
for large traffic instances. In addition, authors in [29]–[34]
solve the RSCA problem, while also considering the crosstalk
effect, in order to improve the performance of SDM flexible
optical networks withMCFs. In a similar vein, authors in [30]
propose a core prioritization policy based on the MCF’s
architecture to reduce crosstalk by avoiding the utilization of
adjacent cores. Also, in [35], authors investigate the prob-
lem of establishing a lightpath for a connection, such that
the inter-core crosstalk between the new lightpath and any
existing lightpaths does not degrade the QoT for any lightpath
below a set threshold, utilizing either a technique based on
static/worst-case crosstalk or one that uses dynamic/precise
crosstalk estimation. Moreover, in [36], [37] the authors
propose crosstalk-aware spectrum allocation algorithms that
focus on spectrum defragmentation in SS-FONs. Additional
related works in the literature solve the RSCA problem for
SS-FONs operating with MCFs while taking into account
physical layer impairments (including crosstalk) having as
their objective to increase the spectral efficiency of the net-
work [29], [38]. Finally, the authors in [39] present a method-
ology to estimate the worst-case transmission reach of the
optical signals (at different bit rates and modulation formats)
across MCFs given real laboratory crosstalk measurements.
They also present an ILP formulation for the design of a flex-
grid/SDM optical transport network that makes use of the
transmission reach estimations.

A number of works also addresses scalability issues for
these problems. For example, to minimize computational
complexity for large sets of requests, various solutions are
presented such as grouping cores [30] and combining spec-
trum and spatial dimensions into virtualized resources [40].
Metaheuristic approaches are also a good match for the
RSCA problem, since they are able to provide near-optimal
solutions for large networks in less time compared to the
ILP formulations. For example, in [39] authors propose an
effective simulated annealing (SA)-based metaheuristic able
to solve large problem instances with reasonable execution
times. Further, authors in [41], [42] utilize evolutionary,
tabu search, and greedy randomized adaptive search meta-
heuristic approaches to solve the RSCA problem offering
several capabilities (e.g., anycasting and protection) to the
connections in the network. Finally, a crosstalk worst-case
and a crosstalk-aware ILP formulation for the RSCA problem
is proposed in [43], and in [44] the routing, modulation
level, space, and spectrum assignment (RMLSSA) problem
is formulated as an ILP, while a step-wise greedy heuristic
algorithm is proposedwhen the problem scales to larger sizes.

The effects of high-power jamming attacks in SS-FONs
are assessed in [45], where authors investigate the
jamming-induced reduction of the signal reach for dif-
ferent bit rates and modulation formats and subsequently
use the obtained reach limitations to derive the maximal
traffic disruption at the network level during normal net-
work operation. To evaluate the impact of jamming attacks,
the authors consider a worst-case attack scenario where
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the jamming signal traverses all fiber links in the net-
work. Moreover, authors in [46] propose attack-aware rout-
ing, spectrum, and core assignment algorithms that aim to
reduce crosstalk-interactions for both static network planning
and dynamic network provisioning using ILP and heuristic
algorithms.

Clearly, there is a large body of work on mitigating jam-
ming attacks in WDM and elastic optical networks, as well
as on RSCA/RMSCA in SS-FONs with and without crosstalk
consideration. However, the state-of-the-art on the mitigation
of jamming attacks in SS-FONs is limited, and as also pre-
viously mentioned in Section I, this work differs from the
existing literature, as this is the first time that an Aa-RMSCA
algorithm is designed to account for the physical layer jam-
ming attacks by considering analytical models for the PLIs of
established connections.

III. PROBLEM DESCRIPTION
In this work, the Aa-RMSCAproblem is solved for a given set
of static connection requests in MCF-based SS-FONs under
a jamming attack scenario. It should be noted that the focus
is on in-band jamming attacks, where inter-core crosstalk can
affect the connection, while any out-of-band jamming attacks
are omitted, as the use of guardbands for each connection is
assumed. Specifically, the objectives of the problem are the
following:

• Minimize the impact on the QoT of all established light-
paths in the case of high-power jamming attacks.

• Minimize the required spectrum resources in order to
establish the set of the connection requests (total used
spectrum or the maximum id of the used spectrum).

Due to the formulation utilized, connection blocking
because of physical layer impairments (i.e., QoT below a
predefined threshold) is also minimized as much as possible.
It should be noted though that the blocking rate will depend
on the values of the jamming signal power levels, as well as
other factors such as the modulation format, the requested bit
rate, the number of connections, and the interactions among
lightpaths.

In general, three different approaches can be used to estab-
lish a set of connections in SS-FONs: (i) Min-RMSCA:
Minimizes the required spectrum. Jamming attacks and PLIs
are not taken into account and the QoT of each lightpath is
evaluated after all connections are established in the network
(developed as a benchmark). (ii) MinLI-RMSCA: Mini-
mizes lightpath interactions (i.e., minimize the number of
inter-core interactions) regardless of the impact on the QoT
of each lightpath. QoTs are evaluated after all connections
are established in the network (developed as a benchmark).
(iii) Aa-RMSCA: Considers the impact of inter-core light-
path interactions on the QoT of each lightpath (i.e., in some
cases, spectrum slots with the same id in adjacent cores can
be simultaneously utilized, allowing inter-core interactions
based on the impact on the QoT of each lightpath), while min-
imizing spectrum resources due to PLIs (proposed approach).

FIGURE 1. Link (3 − 5) slot assignments for the three lightpaths when the
three different techniques are utilized: (a) Min-RMSCA, (b) MinLI-RMSCA,
and (c) Aa-RMSCA.

Figure 1 illustrates a simple example of the three afore-
mentioned approaches assuming a 6-node network and three
connection requests, {3 − 4, 3 − 5, 3 − 6}. In this example,
a 3-core MCF is utilized, with each core adjacent to the
rest. Further, for simplicity, it is assumed that each connec-
tion requires the same number of spectrum slots, regardless
of the path and bit-rate requested. Also, it is assumed that
inter-core interaction exists when spectrum slots with the
same id are utilized by adjacent cores and that one inter-core
interaction between two connections is tolerated, even in the
case where one of the connections is a high-power jamming
signal. Three different solutions are then illustrated for the
spectrum allocation of link (3 − 5) for the three different
approaches considered (i.e., Min-RMSCA, MinLI-RMSCA,
and Aa-RMSCA).

In particular, Fig. 1(a) illustrates the Min-RMSCA solu-
tion, where the connections are allocated to the first avail-
able resources without considering adjacent cores and slots.
However, in this case, high-power jamming signals on one
connection can affect (through inter-core crosstalk) the other
two connections, leading to unacceptable QoT. Figure 1(b)
illustrates the MinLI-RMSCA solution, where connections
are allocated to spectrum slots such that inter-core interaction
between connections is minimized. In this case, high-power
jamming signals on one connection cannot affect the rest
of the connections. However, in this case, connections must
choose spectrum slots without any inter-core interference,
moving to slots with higher id. As a result, in more realistic
cases, some connections will choose longer paths that require
more slots in order to avoid inter-core interference, offering
an overall spectrum inefficient solution. Finally, Fig. 1(c)
illustrates the Aa-RMSCA solution, demonstrating efficient
utilization of the resources, while at the same time ensuring
that any high-power jamming attack does not affect the rest of
the established connections, since atmost one inter-core inter-
action between two connections is allowed (brown-colored
and red-colored connections). It is important to note that
both methods (b) and (c) constitute jamming attack-aware
approaches, with the latter one (Aa-RMSCA) being a more
resource-efficient approach, since it considers the impact of
inter-core lightpath interactions on the QoT of each connec-
tion in the network, and allows for some inter-core interac-
tions, while examining the effects of a jamming attack.
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IV. SECURITY CONSIDERATIONS IN SS-FONs
In this work, instead of minimizing just the interactions of
the established lightpaths, analytical models of the PLIs are
taken into account in order to specify the connections that
are susceptible to jamming attacks. In this way, a more effi-
cient lightpath establishment is achieved without inefficient
utilization of resources, as described in the toy example of the
previous section. The modeling of the PLIs and the jamming
attacks are described next.

A. MODELING PHYSICAL LAYER IMPAIRMENTS
To account for the PLIs, our extended version of the Q-tool
estimator proposed in [19] is used. This tool is able to calcu-
late the QoT of new lightpaths to be established in the net-
work, as well as the impact on the existing connections when
setting up a new one, by taking into account the analytical
models of linear and nonlinear impairments of SS-FONs. The
tool input comprises the network topology, spectral windows,
link characteristics, signal types (baud rate and modulation
format), as well as lightpaths currently established in the net-
work. The impact of the PLIs on each established connection
depends on the links of the path, the optical fiber’s physical
characteristics (e.g., number of adjacent cores and the dis-
tance between them), the number of allocated frequency slots
operating at the same frequency in adjacent cores, as well as
the modulation format used at each frequency slot. Finally,
the estimated QoT can be expressed in optical signal-to-noise
ratio (OSNR) or bit error rate (BER) per spatial channel.

The OSNR for core r in a homogeneous weakly coupled
(WC)-MCF over link l can be expressed as:

OSNRlMCF,r =
Pch

N l
s · (G

l
ASE + G

l
NLI ,r ) · Bref + P

r
XTl

(1)

where Pch is the input channel power,GlASE is the noise power
spectral density (PSD) in the amplifiers, GlNLI ,r is the noise
PSD from nonlinear impairments of link l and core r , and N l

s
is the number of spans of link l. Also, Bref is the reference
noise bandwidth. Moreover, PrXTl is equal to

PrXTl
∼= N l

s · µ
r
XTl · Pch (2)

where µrXTl is the crosstalk parameter, given by:

µrXTl
∼=

C∑
n=1,n6=r

ηnrcouplLspan (3)

where Lspan is the span length and ηnrcoupl is the power coupling
coefficient between cores n and r . These equations [19] are
used as a starting point to model the effect of jamming attacks
in SS-FONs.

B. MODELING JAMMING ATTACKS
In this section, the impact of high-power jamming attacks
(through inter-core crosstalk) on the QoT of a lightpath in
SS-FONs is calculated. The expression related to crosstalk
as presented in Eq. (2) and [19], [47], is valid under the

assumption that the lightpaths traversing different cores have
the same power. However, when considering high-power jam-
ming attacks, the power of the jamming signal will be much
higher than the nominal value. In addition, Eq. (3) is valid
under the assumption that all cores of the fiber are active.
Equations (2) and (3) do not hold in the case of high-power
jamming attacks, since the power of the jammed signal,
as well as the different adjacent active cores affecting a signal,
impact differently the QoT of an affected lightpath.

To calculate the jamming attack tolerance (i.e., accept-
able QoT) for each lightpath m in SS-FONs, the approach
described below is used. Let SNRthr be the acceptable thresh-
old for the QoT of a lightpath, i.e.,

SNRm > SNRthr (4)

with

SNRm =
1

1
SNRXI

+
∑
l∈p

1
SNRlASE,NLI

(5)

where SNRXI is the signal-to-noise ratio (SNR) value
accounting for the inter-channel crosstalk and the inter-
symbol interference in back-to-backmeasurements for differ-
ent modulation formats and spectral widths of the signal and
SNRlASE,NLI is the SNR corresponding to the amplified spon-
taneous emission (ASE) and non-linear interference (NLI) for
link l and is equal to:

SNRlASE,NLI =
OSNRlMCF,r · Bref

Npol · Brx
(6)

where Npol and Brx are the number of polarizations and the
receiver filter bandwidth, respectively.

Using Eqs. (4) and (5):∑
l∈p

SNRlASE,NLI >
1

1
SNRthr

−
1

SNRXI

= SNRT (7)

Also, using Eqs. (1), (6), and (7):

∑
l∈p

PXTl ≤ [
Pch · Bref · SNRT

Npol · Brx
−

−(GASE + GNLI ,r ) · Bref ] = JAMp
thr (8)

where GASE over path p is equal to

GASE =
∑
l∈p

N l
s · G

l
ASE (9)

and GNLI ,r over path p and core r is equal to

GNLI ,r =
∑
l∈p

N l
s · G

l
NLI ,r (10)

Parameter PXTl is the resulting power on link l of path p
due to inter-core crosstalk by other connections that are under
jamming attack. The total power,

∑
l∈p PXTl , on path p must

be lower than the JAMp
thr , to allow connection using path p to

have an acceptable QoT.
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V. ATTACK-AWARE RMCSA - ILP FORMULATIONS
In this section, ILP formulations are presented for solving
the Aa-RMSCA problem. As this problem is computationally
intensive, the number of variables and constraints is reduced
(i.e., reducing the search space) by applying the path and
channel modeling as described below.

A. PATH MODELING
To reduce the search space of the ILP, for each demand d ,
a set of k shortest paths is calculated instead of searching
for the solution amongst all possible paths. Then, to model
the candidate path space, each path is evaluated in terms
of its QoT (using the QoT estimator tool (Q-tool)) for all
modulation formats considered, assuming a network without
existing connections, where the only PLIs accounted for are
the ones that affect the lightpath itself (e.g., attenuation,
dispersion, etc.). Further, the spectrum slots required per link
are calculated by:

fdp =
⌈

Bd
Brate ·MFp · Npol

⌉
(11)

where Bd is the bit-rate requested by the connection, Brate is
the baud rate of each spectrum slot in the network,MFp is the
modulation format used by the candidate path p (expressed in
terms of bits/symbol), and Npol is the number of polarization
modes.

Then, parameter JAMp
thr is calculated. To evaluate each

connection request, the BER is considered as the QoT metric
(with BER threshold set to T = 1 × 10−3 [19]) and the
BER of each path is related to the SNRthr (Eq. (7)) as shown
in Table 1, where erfc(x) is the complementary error function
erfc(x) = 2/

√
π
∫
∞

x e−t
2
dt .

Subsequently, the set of candidate paths and modulation
formats is reduced (i.e., only the paths and modulation for-
mats that achieve a JAMp

thr > 0 are selected, since any other
path, even without any crosstalk interference, cannot achieve
the requested bit-rate with an acceptable QoT). Finally, for
each connection, the paths are sorted in ascending order based
on the overall number of spectrum slots required to establish
that connection (i.e., number of hops required by a connection
multiplied by fdp), and the first k ′ paths are used in the ILP
(i.e., they constitute the path space Pd for each demand d).
This means that the most efficient paths that can achieve an
acceptable QoT are selected for each demand.

B. CHANNEL MODELING
In SS-FONs, by taking into account the contiguity constraint
for the spectrum slots of a connection, any available sets
of spectrum slots can be modeled together without affecting
optimality. Thus, to model the required set of contiguous slots
for a given demand, the channel is modeled according to [48],
with the differentiation that in this work the modulation for-
mat is also accounted for to ascertain the number of spectrum
slots required. A set of candidate channels Wdp is calculated
for each connection request d , where p is a candidate path
p ∈ Pd . The set Wdp consists of all possible groups of

TABLE 1. SNR to BER [19].

contiguous slots fdp that connection d could be allocated to
using path p. Thus, |Wdp| = |F | − fdp + 1, where F is the
set of frequency slots for each fiber. Parameter γwf is also
defined that relates channel w with slot f . This parameter is
equal to 1 whenever channel w ∈ Wdp uses slot f ∈ F , and 0
otherwise. Hence, ∀w ∈ Wdp,

∑
f ∈F

γwf = fdp.

C. ILP FORMULATION (P1): Aa-RMSCA
The ILP formulation takes as input the defined candidate
paths associated with the candidate channels and modulation
formats. The solution of the ILP will be the established
lightpaths in terms of paths, modulation formats, cores, and
spectrum slots per demand that will ensure that the QoT
of all established lightpaths will not deteriorate below a set
threshold in case of a high-power jamming attack. The fol-
lowing parameters and variables are used to formulate the
Aa-RMSCA problem.

1) PARAMETERS
• d ∈ D: a requested connection
• f ∈ F : a spectrum slot over the available spectrum slots
• P: set of all candidate paths
• p ∈ P: a candidate path
• Pd : set of candidate paths to serve connection d , Pd ⊂ P
• l ∈ E : a network link
• c ∈ C : a fiber core
• Wdp: set of candidate channels to serve connection d
using candidate path p

• w ∈ Wdp: a candidate channel from the set of candidate
channels that can be used to serve connection d using
candidate path p

• fdp: the requested number of slots for demand d when
utilizing candidate path p

• γwf : equal to 1 if channel w uses slot f and 0 otherwise
• γww′ : equal to 1 if channel w has at least one common
slot with channel w′, and 0 otherwise

• γwf dpmax
: the maximum slot f of channel w for path p of

demand d
• δpl : equal to 1 if path p uses link l and 0 otherwise
• JAM

MFp
thr : threshold to be used for the QoT evaluation

of lightpaths using path p and modulation format MFp
under high-power jamming attacks according to Eq. (8)

• XT pwcl : The effect of inter-core crosstalk interactions of
lightpath (p,w, c) on the lightpath under consideration
at link l

• Ac: The set of cores which interact with core c
• M : large positive constant
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2) VARIABLES
• xpwc: Boolean variable, equal to 1 if path p, channel w,
and core c are used to serve connection d ; 0 otherwise.

• Sdtol : Integer variable to check whether the QoT of the
path and spectrum slots selected for demand d violates
the QoT threshold. If Sdtol > 0, demand d cannot tolerate
jamming attacks.

• Fmax : The maximum assigned slot id in the network.

3) OBJECTIVE

Minimize :
∑
d

Sdtol + Fmax

Subject to the following constraints:

• Demand satisfaction∑
p∈Pd

∑
w∈Wdp

∑
c∈C

xpwc = 1, ∀d ∈ D (12)

• Maximum id of established spectrum slots

γwf dpmax
· xpwc ≤ Fmax , ∀d ∈ D,∀p ∈ Pd ,

∀w ∈ Wdp,∀c ∈ C (13)

• Non-overlapping spectrum slots∑
d∈D

∑
p∈Pd

∑
w∈Wdp

γwf · δpl · xpwc ≤ 1,

∀l ∈ E,∀f ∈ F,∀c ∈ C

(14)

• Jamming attack tolerance∑
l∈p

∑
d ′∈D

∑
p′|p6=p′,p′∈Pd ′

δpl · δp′l · ∑
w′∈Wd ′p′

γww′ ·

( C∑
c′=1,c′∈Ac

xp′w′c′ · XT
p′w′c′

l

)
+M · xpwc ≤ JAM

MFp
thr + S

d
tol +M ,

∀d ∈ D,∀p ∈ Pd ,∀w ∈ Wdp,∀c ∈ C, (15)

The objective of the formulation is to minimize any
inter-core interactions between connections (Stol =

∑
d S

d
tol)

that set the QoT to a lower value than the required threshold,
for any demand d in the network. Also, the id of themaximum
used slot Fmax is minimized to provide a more compact solu-
tion, when possible. Constraint (12) ensures that all requested
demands are established, constraint (13) is used to define the
maximum id of used spectrum slots across all cores (the upper
bound of variable Fmax is equal to the number of slots per
core), while constraint (14) is the non-overlapping spectrum
constraint. Finally, constraint (15) is used to define the tol-
erance of each connection to high-power jamming attacks
that can spread through inter-core crosstalk. This constraint
is used for every path p, channel w, and core c, in order to

FIGURE 2. Interaction between adjacent cores in 7-core fibers.

account for the inter-core crosstalk interactions of adjacent
cores through the term:∑

l∈p

∑
d ′∈D

∑
p′|p6=p′,p′∈Pd ′

δpl · δp′l · ∑
w′∈Wd ′p′

γww′ ·

( C∑
c′=1,c′∈Ac

xp′w′c′
)

where the set Ac is defined as the set of cores c′ ∈ C which
interact with core c. Without loss of generality, in this work a
7-core MCF is used, assuming the interactions between cores
shown in Fig. 2 (i.e., nodes correspond to cores and links to
the interactions between cores). For example, in this MCF,
A1 = {2, 6, 7}, A2 = {1, 3, 7} and A7 = {1, . . . , 6}, etc.

Also, the summation above ismultiplied byXT p
′w′c′

l , where

XT p
′w′c′

l = N l
s · η

cc′
coupl · Lspan · P

p′w′c′

jam

that is, the inter-core crosstalk interactions that affect the
signal of lightpath (p,w, c) on link l (derived from Eqs. (2)
and (3)). Parameter Pp

′w′c′

jam is the jamming power of lightpath
(p′,w′, c′) that affects the lightpath under consideration. For
planning purposes, it can be assumed that all jamming signals
have the same power value, Pjam (even though attacks of
different power levels can easily be assessed). The effect of
inter-core crosstalk for each path p and channel w must be
lower than the set threshold JAM

MFp
thr for the corresponding

lightpath to have acceptable QoT under the condition of
high-power jamming attacks. It is important to note that the
problem formulation is generic and it is possible to specify
different classes of connections based on their required QoT
in case of a high-power jamming attack, as well as different
types of jamming attacks (e.g., affecting only the link they
are inserted on). This can be achieved by proper tuning of the
parameters XT p

′w′c′

l and JAM
MFp
thr of constraint (15).

In this formulation, the spectrum and the core continuity
constraints are taken into account implicitly by the defini-
tion of the xpwc variable, since this variable uses the same
spectrum slots w and core c across all links that constitute
a path p.
In order to compare the proposed Aa-RMSCA solution

with MinLI-RMSCA and Min-RMSCA as described in
Section III, their corresponding ILP formulations are dis-
cussed below in brief.
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D. ILP FORMULATION (P2): MinLI-RMSCA
To minimize the number of inter-core interactions, and hence
minimize the impact of high-power jamming attacks, the for-
mulation of the MinLI-RMSCA ILP does not take into
account the actual physical layer impairments of the network.
To achieve this, constraint (15) is modified as follows:

∑
l∈p

∑
d ′∈D

∑
p′|p6=p′,p′∈Pd ′

δpl · δp′l ·

( ∑
w′∈Wd ′p′

γww′ ·

( C∑
c′=1,c′∈Ac

xp′w′c′
))
+M · xpwc ≤ Sdtol +M

∀d ∈ D,∀p ∈ Pd ,∀w ∈ Wdp,∀c ∈ C (16)

In this case, this modified ILP takes as input the candidate
paths as described in Section V-A, which means that these
paths will have an acceptable QoT when there are no interac-
tions in the network. Utilizing this approach, the algorithm
will avoid using slots that can cause inter-core crosstalk
between lightpaths. Hence, this approach will provide solu-
tions with acceptable QoT in the case of high-power jam-
ming attacks at the expense, however, of additional spectrum
resources.

E. ILP FORMULATION (P3): Min-RMSCA
To minimize the required spectrum and establish a set of
demands in SS-FONs, the ILP formulation of Section V-C
is again used by now completely omitting constraint (15).
In addition, the objective of the ILP will contain only the
term Fmax . As this approach does not take into account the
QoT of the lightpaths nor the effect of high-power jam-
ming attacks, it is the most resource efficient approach (i.e.,
in terms of spectrum utilization) compared to Aa-RMSCA
and MinLI-RMSCA and is used as a benchmark for the
minimum spectrum resources required to establish a set of
connections. Again, for comparison purposes, the paths that
are used as input to the ILP are the same as in the previous
two ILPs.

F. VARIABLES AND CONSTRAINTS
Table 2 lists the number of variables and constraints required
in the aforementioned formulations, with N = |V | denoting
the number of nodes, L = |E| the number of links, B = |F |
the number of frequency slots, Q = |C| the number of cores
per fiber link, and D the number of requested connections.
A =

∑
d∈D

∑
p∈Pd |Wdp| denotes the total number of candi-

date channels for all paths and demands, where |Wdp| is the
number of candidate channels for demand d and path p.

VI. ATTACK-AWARE RMSCA - HEURISTIC ALGORITHMS
Two different heuristic algorithms are also developed for
solving the Aa-RMSCA problem, taking into account
high-power jamming attacks and physical layer impairments,
and following similar principles as for the ILP algorithms.

TABLE 2. Variables and constraints.

A. JAMMING ATTACK RMSCA (JA-RMSCA) HEURISTIC
A heuristic algorithm for the attack-aware RMSCA problem,
denoted as JA-RMSCA, is described in this section, that con-
siders first the routing and modulation format sub-problem,
where k-shortest paths are found in combination with H
modulation formats to serve a traffic demand and then the
spectrum and core allocation sub-problem, where spectrum
slots and core resources are allocated to a given demand.

The objective of the heuristic is to minimize the number
of blocked connections due to QoT degradation in the case
of jamming attacks, and at the same time use the spec-
trum resources efficiently. Further, a modification of the
same algorithm, denoted as impairment-aware RMSCA (IA-
RMSCA) is used as a benchmark to provide results for the
normal operation of the network (i.e., when the network is
not under attack). This way an insight can be gained on
the additional resources required to design the network for
jamming attack operation.

Specifically, the JA-RMSCA heuristic follows the same
process as the path modeling pre-processing step of the
ILP discussed in Section V-A: Initially, a set of k-shortest
paths to serve a traffic demand is found and for these paths,
the JAM

MFp
thr for all available modulation formats is calculated

according to Eq. (8), with only the reduced set of feasible
paths considered. Then, for each connection, the paths (and
their associated modulation formats) are sorted in ascending
order, based on the number of slots required to establish a
connection. Subsequently, each connection is established on
the first path and modulation format (first-fit approach), with
a spectrum and core allocation solution that meets all physical
layer criteria. If a feasible solution cannot be found for all
candidate paths, the connection is blocked.

It should also be noted that in terms of the SCA prob-
lem, again a first-fit policy is used and the first solution
that meets the JAM

MFp
thr threshold is selected. Specifically,

the first available spectrum resources and the first core
along all links of the selected path that satisfy the spectrum
and core allocation constraints are selected for evaluation.
Then, the already established lightpaths that interact through
inter-core crosstalk with the new candidate lightpath to be
provisioned are found (i.e., they utilize spectrum slots with
the same id in neighboring cores). Based on the number of
neighboring cores that are active on each link of the path,
and PXTl , l ∈ p, the value of PXT is calculated. If that
value is greater than the value of the threshold (JAM

MFp
thr ),

the high-power jamming interactions violate the threshold
and hence, the connection cannot be provisioned in these
spectrum slots. In that case, another core is first selected
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Algorithm 1 JA-RMSCA and IA-RMSCA Heuristics
1: loops = 0;
2: Calculate k shortest paths
3: Evaluate JAMthr for each path and modulation format

and keep reduced set of feasible candidate paths and
modulation formats.

4: Sort all paths and modulation formats in ascending order
based on the number of spectrum slots required.

5: for all connection requests do
6: Select route (p) and modulation format (MFp) (first-

fit)
7: Select feasible core and spectrum slots (first-fit) (such

that PXT ≤ JAM
MFp
thr )

8: end for
9: Evaluate QoT (BER): (a) IA, (b) JA

10: Remove connections with BER > T ,
Numblocked=connections with BER > T

11: if (Numblocked > 0 && loops < I ) then
12: loops = loops+ 1
13: Go back to For Loop only for connectionswith BER>T

(Step 5)
14: else
15: Calculate spectrum utilization, blocked connections,

and QoT of solution
16: end if

prior to considering another set of spectrum slots. It is noted
that first the candidate cores are investigated rather than the
candidate groups of spectrum slots, so as to utilize all cores of
a fiber in lower spectrum slots (when available), thus keeping
the maximum slot id as low as possible.

Clearly, using this approach, the QoT of all connections
is evaluated based on the state of the network when each
new connection is provisioned. Hence, an initially feasible
connection may become infeasible when other connections
are provisioned. Thus, a feedback approach is introduced
after all connections are established in the network, where
each connection is evaluated based on the final state of
the network. In each stage of QoT evaluation, for the
jamming-aware approach (JA-RMSCA), all connections that
are served by (even partially) the same spectrum slots in
neighboring cores are assumed to be under a high-power
signal attack when considering each connection. On the other
hand, when considering the impairment-aware approach
(IA-RMSCA), all connections with neighboring cores are
assumed to use their nominal input power when evaluating
each connection. In either case, if a connection achieves a
QoT lower than its required threshold, then it is reallocated
utilizing another feasible RMSCA solution, if one is found,
based on the current state of the network. This process
is repeated until all connections are established with an
acceptable QoT, or a designated loop threshold I is reached.
Algorithm 1 presents the pseudocode of the proposed
heuristics.

FIGURE 3. 6-node network topology.

FIGURE 4. NSF network topology.

B. ZERO INTERACTIONS RMSCA (ZI-RMSCA) HEURISTIC
An additional heuristic is introduced, denoted as zero inter-
actions RMSCA (ZI-RMSCA) that does not allow for any
inter-core lightpath interactions. The routing and modulation
format sub-problem is solved as for the previous heuristics,
while for the spectrum and core allocation sub-problem, only
the lightpath interactions through inter-core crosstalk are con-
sidered, and not the physical layer impairments. This is a
stricter approach, since any spectrum allocation solution for
a connection allowing for inter-core interactions with other
connections is considered as infeasible, regardless of the
network state and the QoT of the connections. However, it is
included in the performance results section, as a benchmark,
providing an upper bound on the resources required when no
inter-core interactions occur.

It should be noted that for the implementation of this
heuristic, the JAM

MFp
thr threshold is not utilized, all established

connections will have an acceptable QoT irrespective of the
network state (since paths are evaluated during the path mod-
eling step), and hence, the feedback loop step utilized in the
previous heuristics is no longer required.

VII. PERFORMANCE RESULTS
To evaluate the proposed algorithms, two different network
topologies are used; a 6-node network (Fig. 3), which con-
sists of 6 nodes and 18 directed links, and the NSF net-
work topology (Fig. 4), which consists of 14 nodes and
42 directed links. Each network is assumed to operate
with bandwidth-variable transponders (BVTs) and several
modulation formats, namely, BPSK, QPSK, 8-QAM, and
16-QAM. Table 3 presents the physical layer characteristics
of the networks under consideration.

To evaluate the ILP algorithms, the number of spectrum
slots per core is assumed to be equal to F = 20, with
a baud rate of 16 Gbauds. The bit rate for each connec-
tion is randomly generated following a uniform distribution
ranging from 10 to 200 Gbps for all demands. The number
of shortest paths k is initially equal to 3 and 14 for each
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TABLE 3. Network characteristics.

TABLE 4. ILP results.

source-destination pair, for the 6-node and NSF networks,
respectively. Then, following the path modeling in both the
ILP and heuristic approaches, only the reduced feasible set
of paths and modulation formats remains. It is noted that for
the ILP case, in all simulations, a server was used with an
Intel Xeon CPU E5-2680 with 28 cores and 256 GB RAM.
For solving the ILP formulations, the Gurobi library was
used [49].

First, the results of the ILP formulations for the three
different objectives are presented. The nominal power for
each lightpath is assumed to be equal to 0dBm. To evaluate
the QoT of the established lightpaths, our modified version
of the Q-estimation tool [19] is used. Further, two different
scenarios are considered: (i) the case of normal operation,
where no attacks are present in the network. For this case,
to calculate the QoT of a given connection, all connections
have an input power equal to 0dBm. (ii) the case of jamming
attack operation, where all connections, except the one under
consideration, are under attack through inter-core crosstalk
(i.e., most demanding scenario where all other connections
are assumed to be under attack). In this case, the power of
the signal under consideration is equal to 0dBm, and all other
connections have a signal power equal to 10dBm.

Table 4 presents performance results regarding the maxi-
mum spectrum slot id used in the network, the blocking rate
due to unacceptable QoT, as well as the computation time
required for the ILP to find the optimal solution for the two
different scenarios in two different networks. It is shown that
the lower bound of spectrum slots to establish all connections
is equal to Fmax = 4 and 8, for the 6-node and NSF networks,
respectively, which is the optimal solution provided by the
Min-RMSCA approach. The same results are achieved by the
proposed Aa-RMSCA algorithm in both networks, while on

the other hand, the MinLI-RMSCA scheme requires more
slots (5 and 11 for the 6-node and NSF networks, respec-
tively) to establish the same set of connections (due to the
stricter approach utilized for spectrum slot assignment within
a core). Further, the MinLI-RMSCA approach exhibits zero
blocking rate for both the normal and jamming-attack opera-
tions in both network scenarios. This is to be expected, since
each connection is only affected by the path impairments
and not by any change in the state of the rest of the (estab-
lished) connections. This result also presents the lower bound
of blocking rate for all cases, since MinLI-RMSCA mini-
mizes the number of inter-core interactions under the case of
high-power jamming attacks. The same results are achieved
for the proposed Aa-RMSCA algorithm, albeit with a smaller
Fmax , signifying that connections can be utilized in the same
frequency slots at neighboring cores, as long as these interac-
tions are tolerated (Stol = 0).

Finally, the Min-RMSCA algorithm exhibits a 0% block-
ing rate for the 6-node network, while it achieves a 2.5%
blocking rate for the NSF network under normal operation.
This means that for the 6-node network, the interactions have
a small impact on the QoT of the connections, while for the
NSF network scenario, the interactions result in blocked con-
nections, even without having high-power jamming attacks in
the network. In addition, under theworst-case assumption of a
jamming-attack operation (i.e., all other neighboring connec-
tions are being attacked when evaluating each connection),
the blocking rate is exceptionally high (27.5% and 42.5% for
6-node and NSF networks, respectively). Nevertheless, this
is not a realistic scenario and is only noted here in order
to demonstrate the (worst-case) upper bound in terms of
blocking rate. It is also important to note here that even though
the Min-RMSCA algorithm is the most resource efficient
approach (in terms of spectrum utilization), the blocking
that occurs when this approach is utilized is QoT-based (i.e.,
the QoTs for the lightpaths that are blocked do not achieve
the required threshold at the receiver).

It is evident from the aforementioned results that the pro-
posed Aa-RMSCA algorithm can achieve the lower bound
for both the required spectrum and the blocking rate. This is
achieved with added complexity compared to the algorithm
that only minimizes the required spectrum (24 minutes vs
20 seconds for the 6-node network and 7 hours vs 2 minutes
for the NSF network). Nevertheless, the Aa-RMSCA algo-
rithm is characterized by much less running time compared
to MinLI-RMSCA, that required 75 minutes to find a solu-
tion in the 6-node network. Further, for the NSF network
topology, the MinLI-RMSCA required two days to achieve
the presented results (with no optimal solution found). It is
noted that the lower bound provided by Gurobi solver for
MinLI-RMSCA was Fmax = 10, thus even in the scenario
that this solution can be achieved, it is still higher than the
solution found by the attack-aware approach.

Table 5 presents the results for the heuristic algorithms.
It has to be noted that the IA-RMSCA algorithm is used as
a benchmark, so as to illustrate to what extent the required
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TABLE 5. Heuristic results.

spectrum slots and the blocking rate are increased com-
pared to JA-RMSCA (i.e., comparing normal (IA-RMSCA)
with jamming-attack operation (JA-RMSCA)). In other
words, the IA-RMSCA algorithm considers by design the
normal operation, while the JA-RMSCA considers the
jamming-attack operation. In contrast, ZI-RMSCA exhibits
the same results for both the normal and jamming-attack
operations, since the algorithm does not allow for any
inter-core interactions. Further, it should be also noted that
the JA-RMSCA heuristic considers the same problem as the
Aa-RMSCA ILP (P1), the ZI-RMSCA considers the same
problem as MinLI-RMSCA ILP (P2), while the IA-RMSCA
heuristic is not related to any ILP formulation and serves as a
benchmark for the comparison of the heuristic approaches.

As can be seen from this table, the solutions provided
by the JA-RMSCA and ZI-RMSCA heuristics correspond to
the results obtained by the Aa-RMSCA and MinLI-RMSCA
ILPs, respectively. In this case, however, the blocking rate for
the ZI-RMSCA approach in the NSF network scenario is due
to the lack of resources to provision all connections (since
only 20 spectrum slots per core are considered). It is also
important to note that the heuristics have only one objective,
namely to minimize the blocking rate, without considering
Fmax .
To evaluate the heuristic algorithms for larger size

instances, only the NSF network topology is used, but now
with 160 spectrum slots for each core in the network and
demand size that varies from 100 to 600Gbps. Each presented
result is the average of 10 experiments performed with differ-
ent generated sets of demands, with the feedback threshold
for all cases set to I = 10. For these simulations, a PC
with a CPU i7-3930K, 6 cores, and 24 GB RAM is used and
performance results include the spectrum utilization of the
network, the blocking rate of the connections, the number of
inter-core interactions, the maximum utilized spectrum slot
(Fmax), as well as the running times of the heuristics.

First, the blocking rate of each approach is presented
in Fig. 5. As shown, IA-RMSCA (network under normal

FIGURE 5. Blocking rate results for each heuristic.

operation) achieves the best results, allowing more connec-
tions to be established in the network compared to the rest
of the heuristics. Heuristic JA-RMSCA achieves a higher
blocking rate, since this approach considers the jamming
attack scenario and allows for inter-core crosstalk interac-
tions, as long as the BER required is maintained. Finally,
ZI-RMSCA achieves theworst results, since now connections
are not established at the same spectrum slots in neighboring
cores. This leads to awaste of resources, and, in turn, to higher
blocking rates.

Next, the spectrum utilization for each approach is pre-
sented in Fig. 6, demonstrating that a large number of spec-
trum slots that could potentially be utilized by JA-RMSCA
and ZI-RMSCA is not used. This is the case, since in
both approaches, additional considerations regarding jam-
ming attacks restrict some spectrum resources from being
utilized. Only IA-RMSCA (that does not consider jamming
attacks) utilizes more spectrum slots to establish connections
in the network (exhibiting also lower blocking rate). Further,
the spectrum utilization of JA-RMSCA is higher than ZI-
RMSCA, as in ZI-RMSCA more connections are blocked.
Thus, the comparison of both blocking rate and spectrum
utilization results for all three heuristics clearly demonstrates
the ‘‘penalty’’ (in terms of network performance) incurred
for providing an RMSCA solution for the jamming attack
scenario, as compared with the normal operation. It is noted
that the security provided can ensure service without any
disruptions and loss of information due to jamming attacks,
which is of great importance (as also discussed in Section I).
This is the case, as a jamming attack can potentially result in
several disrupted connections (resembling a denial of service
attack), and if it is not addressed it can cause both tangible and
intangible losses for the company that provides the service,
as well as for its clients, in terms of revenue, as well as in
terms of the credibility and reputation of an organization.
Thus, ensuring that the network is protected against such
attacks justifies the penalty incurred in terms of network per-
formance. Further, the results shown in this work present the
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FIGURE 6. Spectrum utilization results for each heuristic.

FIGURE 7. Highest frequency slot id utilized in the network for each
heuristic.

most demanding scenario, i.e., the case where all connections
require protection against jamming attacks. In the case that
different connections require different levels of security (e.g.,
different classes of connections based on their SLAs or QoT
requirements), the blocking probability of the network would
be significantly reduced.

The same results regarding the spectrum efficiency of
the presented approaches can also be seen from Fig. 7,
which presents the highest frequency slot id utilized by each
approach. As shown, the impairment-aware approach pro-
vides a more compact solution, since Fmax is reached at
network states with higher number of demands. This occurs
because inter-core crosstalk induced jamming is not consid-
ered in this case. On the other hand, ZI-RMSCA provides
a more sparse spectrum allocation solution, since Fmax is
increased at lower network loads. Finally, JA-RMSCA fol-
lows a similar spectrum allocation to the stricter ZI-RMSCA
approach, in order to be able to provision all connections,
while also accounting for jamming attacks.

Another important parameter that showcases the different
solution that each heuristic approach provides is the total

FIGURE 8. Number of inter-core interactions for each heuristic.

FIGURE 9. Number of feedback loops required for each heuristic.

number of inter-core interactions achieved by each approach,
presented in Fig. 8. In this case, the IA-RMSCA approach
allows for many more inter-core interactions, since jamming
attacks are not considered in the evaluation stage. On the
other hand, JA-RMSCA results in a much smaller number of
specific inter-core interactions, which ensure that any jam-
ming attack will still not compromise any connection in the
network, in contrast to ZI-RMSCA that does not allow for any
inter-core interactions.

Further, the number of feedback loops required to establish
all connections that find available slots is shown in Fig. 9.
JA-RMSCA requires up to five loops to establish all connec-
tions, compared to the IA-RMSCA approach that converges
faster. This is due to the difficulty of JA-RMSCA in finding
an assignment that ensures tolerance against any jamming
attacks, while also considering that any change in the network
state has a higher impact on the QoT of each connection.
Also, as previously mentioned, ZI-RMSCA does not require
any feedback steps, since a strictly non-inter-core interaction
policy is followed, meaning that regardless of the state of the
network, the QoT of each connection will solely be affected
by its path parameters.

VOLUME 9, 2021 28569

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

http://mostwiedzy.pl


G. Savva et al.: High-Power Jamming Attack Mitigation Techniques in SS-FONs

FIGURE 10. Heuristic running times.

Finally, the running times of each approach are presented
in Fig. 10. In this case, both IA-RMSCA and JA-RMSCA
require similar times to establish all connections in the net-
work. Specifically, JA-RMSCA requires slightly more time
compared to IA-RMSCA to establish all connections, due
to the increased number of loops performed by the former.
On the other hand, the running time of ZI-RMSCA increases
exponentially with traffic demand. This is the case, as a larger
number of groups of spectrum slots must now be checked
to find a solution which ensures that all adjacent cores are
empty.

It is clear from the presented results that it is possi-
ble to efficiently design the network in terms of spectral
resources, while alsomitigating high-power jamming attacks.
This is demonstrated by both the Aa-RMSCA ILP and the
JA-RMSCAheuristic that allow for amuch smaller number of
interactions compared to the impairment-aware-only policy,
with also much less additional resources as compared to a
strict non-inter-core interaction policy. This is achieved by
including the physical layer impairments during the RMSCA
phase and allowing for specific interactions that are tolerant
to potential jamming attacks, rather than strictly prohibiting
any interactions.

VIII. CONCLUSION
This work formulates an ILP to optimally solve the prob-
lem of attack-aware RMSCA in SS-FONs so as to min-
imize both the impact of high-power jamming attacks as
measured by a QoT estimator tool, as well as the required
spectrum resources. The ILP’s search space is reduced and
some constraints are also relaxed, to improve its compu-
tational complexity. Specifically, the impact of high-power
jamming attacks over a lightpath is analyzed taking into
account the physical layer impairments. Based on this anal-
ysis, a maximum threshold for jamming attack tolerance is
quantified. Then, high-power jamming attacks are modeled
and incorporated as additional constraints to the ILP formu-
lation. In addition, two modifications to the ILP formulation

(Min-RMSCA and MinLI-RMSCA) are also presented that
only minimize the spectrum resources and the number of
interactions, respectively, for benchmarking and comparison
purposes.

Further, heuristic algorithms are proposed that solve the
same problem for larger problem instances. Based on the
performance results, it is evident that it is possible to design
the network so as to minimize the impact of jamming attacks
that can spread through inter-core crosstalk, with lightpaths
having acceptable QoT even during jamming-attack opera-
tion. This can be achieved without compromising spectrum
efficiency.

Future avenues of research include consideration of addi-
tional core switching architectures (e.g., Ind-Sw and Fr J-Sw
architectures), as well as the joint consideration of in-band
and out-of-band jamming attacks.
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