
����������
�������

Citation: Wallis, T.; Leszczyna, R.

EE-ISAC—Practical Cybersecurity

Solution for the Energy Sector.

Energies 2022, 15, 2170. https://

doi.org/10.3390/en15062170

Academic Editor: Valentina Colla

Received: 9 February 2022

Accepted: 11 March 2022

Published: 16 March 2022

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

energies

Article

EE-ISAC—Practical Cybersecurity Solution for the Energy Sector
Tania Wallis 1,* and Rafał Leszczyna 2

1 School of Computing Science, University of Glasgow, Glasgow G12 8RZ, UK
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Abstract: A recent survey of cybersecurity assessment methods proposed by the scientific community
revealed that their practical adoption constitutes a great challenge. Further research that aimed at
identifying the reasons for that situation demonstrated that several factors influence the applicability,
including the documentation level of detail, the availability of supporting tools, and the continuity
of support. This paper presents the European Energy Information Sharing and Analysis Centre
(EE-ISAC)—a cybersecurity platform for the energy sector that has been adopted by multiple organi-
sations. The platform facilitates sharing information about cybersecurity incidents, countermeasures,
and assessment results. Prospectively, it is envisaged to be integrated with the threat intelligence
platform that enables real-time situational awareness. By considering both fault and attack scenarios
together, threat awareness can be mapped onto operational contexts to prioritise decisions and
responses. This paper analyses EE-ISAC’s approach based on the conceptual applicability framework
developed during the research, to improve the applicability and usefulness of this platform for energy
sector participants and to identify areas that require further development.

Keywords: cybersecurity; information sharing; threat intelligence; situational awareness; applicabil-
ity; organisational management

1. Introduction

Recently, a survey of cybersecurity assessment methods proposed by the scientific
community was conducted [1]. Based on a systematic research method, 32 cybersecurity
assessment methods were identified and investigated. The analysis revealed that despite
the large number of proposals, their practical use in operational contexts is incidental. At
the same time, the developments are limited to pilot or demonstration sites, hypothetical
scenarios, or some preliminary configurations. Still, new solutions are being introduced.
These observations were connected to the methods’ applicability properties. For instance,
the methods’ documentation was not sufficiently detailed to facilitate the method’s de-
ployment and practical use. Additionally, indications of the time and effort necessary to
employ a method were missing. Frequently, no tools were delivered to support the use
of a method. The study acknowledged the importance of analysing the applicability of a
solution when aiming at its broad uptake and continuous use. At the same time, it became
evident that the research on applicability is in its initial stage. Existing research focuses on
particular application domains or solely mentions metrics or determinants in the context of
applicability [2–4].

The European Energy Information Sharing and Analysis Centre (EE-ISAC) is a cyber-
security platform that integrates energy sector stakeholders to exchange knowledge on
threats, vulnerabilities, incidents, solutions, and opportunities. It was established in 2015,
and from that time has attracted multiple organisations that joined its network of trust.
The organisations include utilities (producers, transmission operators, and distributors);
providers of security products and services; academia and research institutions; as well as
governmental and non-governmental agencies. They share information during physical
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meetings as well as using electronic means, including a dedicated information-sharing
system. The system is envisaged to be integrated with a threat intelligence platform that
would deliver selected information from the field. This would result in a real-time situa-
tional awareness that would strongly support decision-making and incident response. The
most serious cyberattacks against the electric sector include data injection attacks against
state estimation [5,6], DoS and DDoS [7], targeted attacks, coordinated attacks, hybrid
attacks, and advanced persistent threats [8,9]. Additionally, ransomware campaigns have
become a great danger to the sector in recent years [10–12]. EE-ISAC should support an
informed defence against the cyberthreats.

This paper presents the results of a detailed analysis of the EE-ISAC’s applicabil-
ity properties based on the conceptual framework described in [1]. This applicability
framework was formed by analysing the uptake of cybersecurity assessment methods by
individual organisations. This paper brings the framework to a different setting, where
multiple organisations are cooperating in cybersecurity. By investigating the applicability
properties of the ISAC approach, this work contributes to assuring the broader adoption
of cybersecurity cooperation. The recommendations offered by this analysis come at an
important time during EE-ISAC’s development, as their approach adapts to a changing
regulatory and threat landscape. The study aimed at identifying the areas that require
further development to improve the usefulness of the platform for energy sector partic-
ipants. At the same time, studying a cybersecurity solution that has achieved a broader
adoption provides a valuable insight into the applicability domain, exemplifying the proper
fulfillment of the applicability requirements. This work also emphasises the importance of
trustworthiness in the uptake and acceptance of methods and approaches.

The paper is organised as follows. In the next section, the related work that embraces
two main fields, namely the methods’ and solutions’ applicability and the developments re-
lated to Information Sharing and Analysis Centres, is described. The EE-ISAC is introduced
in Section 3, where the key objectives, stakeholders, and operational functioning of the
organisation are described. This is followed by a detailed description of the applicability
analysis that spans Sections 4–6. In Section 4, a general overview of the results, including a
completed applicability control list, is provided. Section 5 is dedicated to the continuity of
support-related applicability features. Section 6 focuses on the quality of documentation,
provision of supporting tools, indication of target users, as well as solution evaluation
and completeness. The complexity, usability, and acceptance properties are addressed in
Section 7. The paper ends with concluding remarks. There, further areas of research and
development are also demarcated.

2. Related Work

Two main research areas need to be considered in the analysis of relevant work:
the domain of methods’ and solutions’ applicability and the developments related to
Information Sharing and Analysis Centres.

2.1. Applicability

A systematic literature review revealed that methods’ and solutions’ applicability is a
pioneering area [1]. Three studies that mentioned metrics or determinants in the context
of applicability were identified. The studies focus on particular application domains. The
research of Hong et al. [2] was devoted to graphical security models. After introducing a
comprehensive taxonomy of the solutions, the authors discussed certain aspects related
to their application. Namely, they identified the cybersecurity metrics most commonly
utilised by the models and recognised the supporting tools that had been reported and
made available to the public. Additionally, application domains were recognised. Lantow
and Sandkuhl [3] investigated the applicability of ontology quality metrics to content
ontology design patterns. The stability of the metrics’ differentiating capabilities when
applied to the new domain was verified. Moreover, the quality indicators obtained with the
metrics were compared to the perceptions of quality provided by ontology engineers. The
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study demonstrated that quality was an essential factor for the acceptance of technologies
and solutions and the usability of products. Ling et al. [4] researched the use of information
technologies among school educators in Malaysia. The Unified Theory of Acceptance and
Use of Technology model (UTAUT) and the Technology Acceptance Model (TAM) were
employed for that purpose. As a result of a comparative analysis of the frameworks, the
UTAUT model was selected for analysing the situation in Malaysia.

A more general insight on applicability is provided in [1]. There, an applicability
taxonomy and a questionnaire were introduced based on identified determinants and
metrics. In the continuation of the research, the applicability of 32 cybersecurity assess-
ment methods was evaluated [1]. The study evidenced that the methods’ practical use in
operational contexts was scarce. At the same time, the proposals were limited to pilots
or demonstrators, hypothetical scenarios, or only basic configurations. The situation was
explained by the methods’ applicability properties, including the documentation detail,
supporting tools, and time and effort indications.

2.2. Information Sharing and Analysis Centres

As far as the Information Sharing and Analysis Centres (ISACs)-related literature is
concerned, Liu et al. [13] analysed the incentive issues associated with the membership
of the Financial Services Information Sharing and Analysis Center (FS-ISAC). Based on
a game-theoretic model, the authors devised improvements to the membership policies
to evade the problem of passive, advantage-taking participation and a lack of informa-
tion sharing. Additionally, Appan et al. [14] investigated the motivations for joining an
ISAC. Their analyses focused on the Information Technology Information Sharing and
Analysis Center (IT-ISAC) established by a group of IT enterprises. In this context, the
impact of security information sharing was also studied [15]. The research exhibited the
better financial performance of ISAC’s participants in comparison to their industry peers.
Mermoud et al. [16] employed the behavioural theory to investigate the relationships
between human activities and the extent of information sharing. The authors conducted
a survey among 424 members of the Swiss national ISAC, MELANI-net, of whom 262
responded. The quantitative research showed a positive association between CIS and the
scale to which participants expected their information sharing to be rewarded in terms
of career progression. At the same time, a negative association between operational costs
and both the frequency and intensity of knowledge exchange was confirmed empirically.
Leszczyna et al. [17] presented solutions proposed during the formation of the European
Energy Information Sharing and Analysis Centre (EE-ISAC), namely a three-tier situation
awareness network (SAN) and a dedicated, sectoral cyber incident information sharing
platform (ISP), together with supporting mechanisms. From the nonscientific literature, the
report of the European Union Agency for Cybersecurity (ENISA) [18] provides valuable
insight. The study investigated the situation of ISACs in Europe by identifying the centres
established in Europe, both international and national, and analysing their status. The
collaboration models applied, as well as the challenges faced during set up and operation,
were analysed. Based on the findings, recommendations aiming at strengthening the role
of ISACs were formulated.

Other relevant research is related to cybersecurity information sharing and situational
awareness and spans five main domains, i.e., the economic aspects of information shar-
ing (IS), models and determinants of IS, data formats, supporting tools, and conceptual
frameworks. In the area of the economic aspects of cybersecurity information sharing (CIS),
Rashid et al. [19] analysed the CIS environment and interrelationships among stakeholders.
Based on the outcome, they developed an economic model that allowed for determining
the values created by exchanging cybersecurity knowledge as well as their distribution
among participants. The research drew attention to finding a balance between information-
provider commission to restitute their costs and the costs for end-users. Here, a sustainable
business model plays an important role. Otherwise, the risk of CIS being suspended in-
creases. In the paper, the authors provided a broader overview of the studies dedicated to
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CIS. Yang et al. [20] employed the difference-in-differences approach to estimate the effect
of the US Cybersecurity Information Sharing Act (CISA) on overall enterprise performance
in the US. The results of all the analyses showed that large US cybersecurity companies are
the primary beneficiaries of CISA. Tosh et al. [21] studied the benefits from information
sharing based on their model of the CIS ecosystem as an evolutionary game between
institutions. Economic models, including game-theoretical models, were applied to analyse
incentives for information exchange and the effect of the exchange on cybersecurity ex-
penditures [22–24]. Additionally, relationships between knowledge-sharing decisions and
cybersecurity spendings were studied [25]. Regarding information exchange models and
factors, incentives to share security data were analysed from several perspectives [26–28].
Additionally, the role of information exchange in cybersecurity strategies was determined
using the game theory [29–31]. Guiding principles for cybersecurity knowledge exchange
were determined by taking the healthcare sector as a reference [32].

Multiple standards and specifications have been developed to support the sharing
of cybersecurity data [33]. These include the Trusted Automated Exchange of Indica-
tor Information (TAXII), Cyber Observable Expression (CybOX), and Structured Threat
Information Expression (STIX) [34–36], from which many newer proposals have been de-
rived [34,36,37]. Additionally, various tools have been developed to facilitate cybersecurity
knowledge sharing and situation awareness, including anonymisation mechanisms for
information exchange [38] and vulnerability analysis frameworks [39]. Collaborative Intru-
sion Detection (CIDS) is a prospective methodology for detecting modern cyberattacks that
has been studied already for more than ten years [40]. As a result, a privacy-preserving
machine-learning-based CIDS for vehicular ad hoc networks (VANETs) [41], a CIDS for
smart grids [42], a trust-based clustering support for deploying CIDS in wireless sensor
networks [43], and a CIDS for Advanced Metering Infrastructure (AMI) [44] were proposed.
Regarding operational IS or SA architectures, commercial or community-driven platforms
such as AlienVault Open Threat Exchange (OTX), the Malware Information Sharing Project
(MISP), and ThreatView’s Cyber Threat and Reputation Intelligence were introduced. The
scientific research has been focused on conceptual models or methodologies [45–50]. More
practical proposals include a platform for the detection of suspicious hosts in large comput-
ing environments [51], a system for analysing event logs collected from various distributed
network locations [52], and a framework for the integration of heterogeneous data from
multiple architectural layers and domains [53].

A systematic review of information sharing in the cybersecurity domain was carried
out by Pala and Zhuang [54]. During an iterative literature search process, they identified 82
papers relevant to the topic. According to the authors, the research falls into four categories:
technical/conceptual designs of information-sharing platforms and supportive tools, legal
frameworks, game-theoretical models of information-sharing contexts, and other analytical
models to analyse the behaviours of participants.

2.3. Summary

The research shows that CIS and SA can form a potent weapon against cyberthreats
faced by the energy sector nowadays. The literature delivers many ideas that could
be employed during the development of operational solutions. At the same time, the
majority of proposals are still in the conceptual phase. Till now, situational awareness and
information exchange have been addressed distinctly. However, to obtain the full benefit of
these areas they need to be integrated [50]. The EE-ISAC described in this paper supports
such a joint approach. The solutions’ applicability is a pioneering research domain. Only
a few studies relevant to metrics and determinants in the applicability context have been
conducted, and they are focused on particular application areas. The detailed analysis of
the applicability presented in this paper is based on the most recent developments in the
area. It aims at providing further insight into applicability success factors in general as well
as demarcating the improvement directions for the EE-ISAC.
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3. EE-ISAC—The Objectives, Stakeholders, Operational Functioning

Information Sharing and Analysis Centres (ISACs) are associations designated for
sector-specific information exchange on cybersecurity incidents [55]. The European Energy
ISAC (EE-ISAC) attracts members from utilities, suppliers to utilities, cybersecurity solution
providers, and academia and research organisations. With an uncertain picture of evolving
threats, the sharing of the latest cybersecurity knowledge among sector stakeholders can
inform and improve decisions and responses.

The original key aims to be fostered by the EE-ISAC were:

• Sector-specific intelligence across the energy value chain;
• The engagement of a variety of sector stakeholders;
• Access to a broad network of organizations;
• A proactive and trust-based sharing community;
• Enhancing organizational resilience and preparedness.

Delivering on each of these aims has set the foundations of the EE-ISAC during its first
5 years. The operational functioning of the EE-ISAC is now going through an adjustment
due to the evolving cybersecurity regulations and new cross-border arrangements coming
under the Network Code for Cyber Security (NCCS). The EE-ISAC board are looking
to formalise the ISAC’s role within the new procedures and regulations. The following
analysis using the applicability framework intends to steer towards a more practical way
forward for the EE-ISAC within the current landscape.

The EU Cybersecurity Strategy [56] recognises the shared responsibility involved
in ensuring security and the need for a coordinated response among relevant actors. It
emphasises effective cooperation between the public and private sectors as being crucial
due to a government’s duty to protect critical infrastructure that exists within the private
sector [56]. The regulatory activity underpinning the cybersecurity of essential services is
dynamic, with multiple actors participating. It requires coordination across a distributed
accountability and effective communication between actors to improve their capacity to
make more informed decisions while protecting our infrastructure and responding to
events [57]. The concept of cybersecurity as a shared mission and the reality that “no
single management entity has control over the whole” [58] has encouraged partnerships
such as ISACs to form. A gradual building of long-term relationships, starting small and
cooperating in a network of trust, allows an understanding of shared risks and supports
continuous learning and adaptation to the latest situation. The formation of the EE-ISAC
has fostered a unique environment of trust for information sharing and collaborative
opportunities, acting as a significant enabler of improved resilience for the energy sector.
Professional loyalty to the cause with a basis of moral principles brings a subtle power
of commitment to such partnerships that goes beyond self-interest. The association has
progressed, often through voluntary contribution, and by going beyond immediate results
without specifying outcomes [59].

4. Detailed Applicability Analysis

The EE-ISAC has been successfully adopted by multiple organisations. In this context,
analysing its applicability characteristics can provide valuable insight into the factors that
determined the successful adoption. Additionally, it can help in finding where additional
effort needs to be allocated. The assessment was based on the control list developed during
the research on the applicability of new methods and tools [1,60,61]. The list is provided
in Table 1. There, the answers to the control questions are also presented. In the future,
the applicability analysis will be extended with external evaluations, e.g., based on the
applicability questionnaire.
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Table 1. Applicability control list. The symbol
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This applicability analysis is applied in detail to the cybersecurity situation awareness
of faults and attacks in the energy sector in order to identify progress and improvements
for the EE-ISAC as a practical cybersecurity solution for the energy sector. This is placed
within an evolving regulatory landscape that is looking to improve cybersecurity levels
across the whole energy sector. Furthermore, ISACs are seen as an important tool to
achieve collaboration, interworking, and sharing across private entities that contribute
to the cybersecurity level of essential services. In the following sections (Sections 4–6),
detailed descriptions of the applicability areas indicated in the control list (Table 1) are
provided.

5. Continuity of Support

The EE-ISAC has established a rhythm of continuity by supporting its membership
with regular plenaries and webinars. In addition, regular touchpoints for each of the
technical working groups have also maintained a momentum of progress in specific topic
areas. The ISAC concept continues to be supported by the European Commission and the
European Union Agency for Cybersecurity (ENISA), which encourages ISAC membership
and facilitates interaction between cross-sector ISACs.
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5.1. Events, Training (A01)

A previous study of interorganisational partnerships solving problems together and
transferring best practices has shown that knowledge sharing is nurtured by different
perspectives, relative trust, and by sharing collective memories. Expertise is shared through
telling the story of previous events and happenings [62]. There has been an increasing
willingness over time, especially amongst the established utility members, to bring their
latest operational experiences of dealing with security events to plenaries for sharing
and discussion. This has created “a cybersecurity heartland” for the energy sector that
formed gradually through partnership, mutual interest, and sharing common responsibili-
ties [63]. A gradual building of trust and an openness to share evolved, and the confidential
information-sharing session, as a regular slot that was increasingly well-contributed-to,
became a foundational part of the culture of the EE-ISAC. The expectation to bring experi-
ences to share became a behavioural norm in this culture of voluntary participation. More
importantly, the themes of these information-sharing sessions emphasise applicability to
power system scenarios and offer a dialogue on cybersecurity issues within the context
of operational technologies and energy-system dynamics. This created value for member
organisations that were integrating IT, Operational Technology (OT), and cybersecurity.

Forming interorganisation groups, through having a shared focus and identity creates
trust and builds stability. Several technical working groups invited contributions from
different competencies to engage in specific information-sharing activities. The topics
and projects that progressed were dependent upon member interest and availability to
contribute. This has enabled knowledge transfer by bringing different perspectives and
experiences and different points of view to the table, learning how different companies
are responding to similar situations [62]. The projects performed by EE-ISAC Technical
Working Groups are summarised in Table 2. There, the relevance of a project to applicability
control areas is also illustrated.

Education and awareness are facilitated by webinars and round table working groups,
where members decide and vote for topics and themes of interest. Meaningful webinars
share knowledge, create opportunities for information sharing and cooperation, and raise
awareness on important issues. This working group has evolved to provide more interactive
sessions, encouraging live discussion on topics such as:

• Building a Security Operations Centre (SOC) for utilities;
• Maturity models;
• Securing the human element;
• Discovering and defending against vulnerabilities.

5.2. Improvements (A02)

A review of the EE-ISAC was carried out to identify improvements and is detailed
in Section 6.5. Improvements have also been in progress through the Empowering ISACs
project. This is a facilitation management project funded by the EU to support the maturity
of existing and emerging ISACs in Europe, lasting three years until December 2022. During
its first phase, the project collected the needs of existing maturing ISAC organisations
and supported the set-up of new ISACs. The second phase investigated ISAC needs for
platforms and tools to gather future requirements. The third and final workstream is related
to the provision of legal support to existing and emerging ISACs. EE-ISAC members have
provided input to this project on a regular basis. Following this three-year project, ENISA
will host and maintain the tools that are developed.

There will be a common IT platform for ISAC enablement, which is a standard tool
developed for all ISACs. The light platform contains a public domain and opensource
applications with basic functionality, whereas the full platform contains enterprise-grade
Software as a Service (SaaS) applications, for which a paid subscription is required. The
design of the tool was intended to encourage information sharing within a single organi-
zation to mainly share information and analysis among ISAC members, but the EE-ISAC
has a requirement for dedicated channels for sharing with external peers and international
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partners, so the possibility to further exchange information with third parties will need
to be taken into consideration in a future version. The EE-ISAC has contributed their
knowledge and experience to this facilities-management project to assist newer ISACs. The
EE-ISAC will benefit from the new tools after submitting their requirements to the design
process. The first release will include a Malware Information Sharing Platform (MISP), a
document-management system, and communication modules. Onboarding is underway to
utilise the new platform solution in parallel with existing tools for a trial period.

Table 2. Projects performed by EE-ISAC Technical Working Groups and their relevance to applicability
control areas.

Project Activity Applicability Control Area

Building a network of trust

A cultural foundation of the ISAC.
Confidential information sharing.

Regular slot at member
plenary meetings.

Sharing experiences on specific topics.

A01, A02, A03, B01, B02, B03, B06,
C01, C02, C03, C04, C05, C07.

Deep-dive into system
requirements

Investigation of platform use cases.
Future system requirements of

the ISAC.

A02, A04, B02, B03, B04, B05, B06,
C01, C02, C03, C04, C05, C06, C07.

MISP instance

Curating threat intelligence for OT
community.

Building threat intelligence for
energy context.

A01, A02, B02, B03, B06, C04, C05,
C06, C07.

Risk management for
digitalized energy Systems

Combine outputs of 3 academic
cybersecurity projects on risk

management.
To inspire practical applications by

energy operators.

A03, B01, B02, B03, B04, B05, C01,
C02, C06.

Threat intelligence

Combine experience into a living
document on threat

intelligence management.
To share new approaches over time.

A01, A02, B01, B02, B03, B06, C04,
C05, C06, C07.

Incident response white paper

A collaboration of members and
invited experts.

Shared knowledge and experience of
incident response tailored to the

energy sector.

A01, A02, B01, B02, B03, B06, C04,
C05, C06, C07.

Public–private cooperation in
energy cybersecurity

A session between the EE-ISAC and
the NIS Cooperation Group.

Experiences of implementing the NIS
directive shared with national

authorities.

A01, A03, B01, B05, B06, C01,
C06, C07.

EU advocacy working group

A voice for the energy sector.
Provides energy-sector-specific
feedback, anonymised where

necessary, to the regulation and
policy arena.

A01, A03, B01, B05, B06, C01, C06,
C07.

Information sharing with
international partners

Facilitating a regular opportunity for
energy-sector sharing with

international partners.

A01, A02, A03, B02, B05, C01, C02,
C06, C07.

5.3. Building Community (A03)

A focus on having utility representatives at the core of activities brings an emphasis
on OT and the energy sector in the operational functioning of the ISAC. Building and
maintaining trusting relationships amongst EE-ISAC members is crucial to encourage
information sharing and collaborations. This was achieved by starting small to establish
a sharing culture and growing at a steady pace. Members are required to specify two
representatives from their organisation who must be approved by existing members. All
representatives sign confidentiality agreements to interact with the sharing platforms and
attend meetings and events, without substitution. This provides consistency in the network
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to build trust and a feeling of shared responsibility. As a result, close working relationships
have gradually been established.

A community of partners has also been established with ISACs in other sectors and
countries. Engagement is now in place with American and Japanese E-ISACs, including
monthly discussions to plan the next steps for the collaboration and quarterly meetings for
trilateral information sharing. This continuous support for the trilateral partnership has
encouraged regular contribution within a Memorandum of Understanding (MOU).

5.4. Funding Model (A04)

The EE-ISAC is currently funded through membership fees, paid annually by member
organisations. In some cases, an in-kind contribution is given instead, such as for academic
members. Participation in ISACs is being incentivised within EU funding mechanisms.
Membership of, and participation in, an ISAC is seen as favourable to encourage the sharing
of knowledge and experience from implementing cybersecurity improvements [64]. This
mechanism has indirectly contributed to funding by encouraging new members to join. In
addition, the EE-ISAC has also benefited from the EU funded Empowering ISACs project
developing new tools to support ISACs. However, it can sometimes be challenging to meet
expectations with international partners where they are additionally funded and supported
by large teams of analysts.

The EE-ISAC technical working groups are largely dependent on voluntary contribu-
tions from the members, and there are limits to how much time and effort each member can
give to the network. Additional funding will be required to mature the ISAC; however, time
and resources are needed to be able to participate in funding applications. Unfortunately,
the ISAC had to reduce participation in funding calls due to not having the resources to
follow through with the actions. Maintaining the ISAC with an appropriate balance of
members and ensuring it is adequately funded and resourced to fulfil its role is crucial. The
continuous management of EE-ISAC working groups, instead of the current ad hoc contri-
butions from willing members, is also paramount to guide efforts with regular progress
towards achieving the aims of technical working groups.

6. Documentation, Tools, Target Users, Solution Evaluation, and Completeness

Providing detailed documentation, indicating target users, and evaluating the quality
of a solution are important determinants of its applicability [60]. This section presents how
these areas are addressed by the EE-ISAC.

6.1. Documentation (B01)

The EE-ISAC association has documented and updated strategic plans each year
and its structure and procedures are defined in a terms of reference document. The
documentation produced by the technical working groups has demonstrated the synthesis
of skills and expertise within the ISAC. Experiences in incident response for an OT context
were gathered from a group of ISAC members and experts in the field to create content to
share within and beyond the membership, especially for smaller utilities that may have
fewer resources for incident response and do not have the chance to join the ISAC [65].

A white paper on risk management for digitalized energy systems was produced by
academic members to bring together contributions from three recent cybersecurity projects
that all included a component of risk management [66]. Feedback from the wider member-
ship was invited to help shape this work to be more applicable to utility requirements and
to inspire some practical applications. The threat intelligence working group provided a
white paper on threat intelligence management which has become a living document to
share new approaches over time [67]. EE-ISAC members are also invited to contribute to
ENISA’s annual threat landscape report for the energy sector [68].
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6.2. Supporting Tools (B02)

A core working group essential to the ISAC was focused on building threat intelligence
tailored for the energy context. An information-sharing system was proposed to facilitate
threat intelligence and a technical pilot arranged for the curation of threat intelligence for
the OT community. The vast quantity of information provided in threat intelligence feeds
needs to be customised and translated into useful, actionable intelligence, especially to
provide specifics for the energy sector and critical infrastructure operators.

The core threat intelligence working group was made up of 70% utility members and
was responsible for checking the application and features, confirming the information
feeds going into MISP, and agreeing on procedures and criteria before the platform access
was opened up to further interested members. Eventually, 55 threat intelligence sources
were integrated into MISP and a vetting process for the integration of new intelligence
information had been defined by the core team. A live demonstration of the platform was
given at a plenary session, including the use of the tool to share information and to perform
better analysis of threat trends to help operators identify false positives and have a more
structured collection of events. There is now a transition underway to the new platform
designed by the Empowering EU-ISACs project, as described in Section 5.2. Simultaneously,
the Vmoso knowledge sharing platform is utilised by EE-ISAC members [69].

6.3. Target Users (B03)

The target users of the EE-ISAC are visibly indicated on the website. Central to the
EE-ISAC’s role has been to develop a cybersecurity information hub and communications
channel for the energy sector in Europe, facilitating the sharing of best practices and the
dissemination of mitigation strategies. It has been necessary to maintain a strong presence
of utility organisations in the membership and management of the ISAC. Mechanisms and
incentives have been put in place to ensure a balance of participants in the EE-ISAC and
encourage an approach that is tailored towards the needs of energy utilities and the context
of operating a power system. It is also stipulated that the leadership team always has three
out of five board members coming from utility organisations. On some occasions, it has
been necessary to redress the balance of members by pausing membership requests from
nonutility organisations until more utilities were recruited.

Attention was given to partnering with expertise to bring value to the members and
the energy sector. Both European and International links were established in the early stages
of building the ISAC, setting a foundation of partnership to enhance incident analysis,
threat intelligence, and collaborative opportunities for the energy sector. Twenty-eight
organisations have signed the membership, including representatives of utilities, vendors,
public bodies, and academia and research labs; mutual agreements have been signed with
nine partners; and ten working groups have been established for specific actions.

Following the Directive on Network and Information Security (NIS) and with more
information exchange coming under the revised NIS2 regulatory obligation, members may
become less interested in participating in further sharing within the EE-ISAC. This may
influence the EE-ISAC’s voluntary sharing activities away from incidents and towards
exchange regarding solutions. The essence of an ISAC is its core of contributors, so it is
essential at this time to set a strategic direction for the ISAC and attract relevant engagement.
Going forward, due to the broader coverage of NIS2 to include more entities and engage
wider preparations, it will likely be necessary to review the spread of members. For
example, actors in the energy system that do not come under NIS2 or NCCS arrangements,
such as Small or Medium Enterprises (SMEs), may benefit from becoming involved in ISAC
information sharing regarding incidents and threats and contributing to situation awareness.
This adaption and realignment of the EE-ISAC is further discussed in Section 7.7.

6.4. Required Level of Skills (B04)

The operational functioning of the ISAC with utilities at the centre continuously
educates members in the area of OT and improves their understanding of the Industrial
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Control System (ICS) context. For the use of ISAC tools, training was provided to members
upon the introduction of the sharing platform and after new releases. Training for the
MISP platform is now being offered by the Empowering ISACs project. With the upcoming
transition to a new platform, key use cases will be presented to the ISAC community.

Appropriate skillsets are invited into working groups as required, for example, the
threat intelligence team required skilled members to agree on which intelligence feeds to
utilise, as described in Section 6.2. The incident-response working group actively sought
appropriate skillsets from inside and outside the ISAC membership to gather the necessary
expertise for an OT context, as described in Section 6.1.

In the future, it may become necessary to share relevant experience with new entities
as the risk picture changes and new entities are identified as essential or important under
NIS2 or the NCCS. Additionally, information sharing with new countries entering the
continental synchronous grid area may be required. To achieve a wider situation awareness,
along with a broad and deep adoption of consequence-focused cybersecurity, will require a
large cadre of experience to bring together the necessary engagements and create a more
inherently secure energy system [70].

6.5. Effectiveness and Efficiency (B05)

An interactive online plenary during 2020 was designed to reflect on the EE-ISAC’s
mission statement and discuss the next steps to undertake in the future. Members had
appreciated the chance to cooperate beyond their individual organisations. The connections
made between utility members were found to be a supportive group during challenging
situations. The wider membership had benefitted from the core group of utility members
giving them a closer understanding of the needs and requirements of energy operators.
The member evaluation of the EE-ISAC’s progress in Figure 1 shows the emphasis given
to marketing and developing partnerships. Contrastingly, the analysis and best practice
development and platform activity are still developing. Progressing these different aspects
of the ISAC was influenced by the leanings of the most active participants. The availability
of technical skills to support the ISAC on a voluntary basis came in fits and starts around
other commitments when a member saw a possibility for the ISAC and gave some extra
effort to lead or contribute to a technical working group.
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Figure 1 shows how the members perceive the current status of the EE-ISAC and its
activities by using a rating scale in which the ‘Initial’ phase corresponds to stage one of
developing the ISAC and the ‘Optimized’ phase to stage five. Each circle is a ‘vote’ or
response from a member, showing their opinion on the development stage reached by
the ISAC. Overall, the EE-ISAC’s members perceive the growth of the EE-ISAC to have
moved forward towards Developing/Defined levels of maturity. The human aspect is well
established, with members and partners setting a strong foundation for the network of
trust, while the sharing and analysis activities are still developing.

The feedback on working groups exposed the gap in the technical leadership of the
ISAC due to limited funding and dependency on in-kind contributions. The foundation of
trusted information sharing has formed well, especially in regular meetings. However, the
analysis centre is in the early stages and would require funding to take it further, especially
to match the teams of analysts in their partner ISACs in the US and Japan.

For the future of the ISAC, members emphasised the need for cooperation beyond
their organisations and mutual support for members and the potential for the ISAC to
facilitate public–private cooperation. Members were particularly interested in protecting
the energy supply chain and understanding supply chain dependencies. They expressed
ambition for their MISP project to become the official MISP platform for the energy sector,
and the potential for a Security Operations Centre (SOC) network among the members.
They suggested progressing towards the real-time monitoring of threats and providing
an early warning function. There was even a desire to contribute to coordinating crisis
management for the energy sector, especially to add energy-specific assistance to the role of
the current CERT network. They also saw a need for mapping cross-border dependencies
and for cross-sector collaboration on threat intelligence.

In this context, the following activities play an important role:

• Regular assessments of the performance of the EE-ISAC in terms of its contribution to
operational, regulatory, and business aspects of cybersecurity;

• Periodic stakeholder reviews to keep on track with the goals of the ISAC;
• Gathering evidence that the EE-ISAC has assisted cybersecurity improvements across

the entire energy system and synchronous grid area;
• Assisting businesses in improving their cyber performance and achieving regulatory

requirements.

6.6. Assuring Completeness of Results Obtained by the ISAC (B06)

The EE-ISAC has been used as an example ISAC for other sectors, and the learning and
experience of the EE-ISAC has informed the development of newer ISACs. The foundation
of trusted information sharing has formed well. To assure the completeness of results from
the ISAC, the analysis centre aspect would benefit from further development. Understand-
ing the wider engineering solution of power systems could offer more predictive insight
and actionable guidance to the energy sector. Further efforts to assure a more thorough
contribution from the ISAC are suggested below.

• Providing more actionable threat intelligence than utilities currently have access to. Progress
the MISP project towards the real-time monitoring and analysis of threats and the
provision of an early warning function. To facilitate more proactive sharing, the
association’s culture of trusted sharing could be progressed further to take actions to
help each other, such as with early indication and formulating guidance from joint
experience, tailoring threat intelligence to the energy sector.

• Working towards more effectively utilising collaborations with the entire network of partners,
including other ISACs and cross-sector ISACs, to improve and integrate threat intelligence. In
agreement with partners, there should be some sharing of Indicators of Compromise
(IoC) and general information on the targeting of energy-sector-relevant equipment
or supply chains. Facilitating faster dissemination of new information to assist utility
preparedness, e.g., IoC analysis or malware reverse engineering.
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• Contributing to a more holistic understanding of risks by providing sector knowledge on the po-
tential impact of technology changes and system differences. For instance, the consequences
of the cybersecurity level of smaller and more distributed entities in a more complex
and interconnected system, such as EV charge-point providers or the aggregated
effects of smaller energy operators, can be considered. Additionally, sector experience
to attend to potential gaps in NIS implementation or NCCS application can be offered.
For example, its application to different entities, where the potential impact on the
system rather than the size of the entity or customer base may be more relevant.

• Exploring the potential for a Security Operations Centre (SOC) network among EE-ISAC
members for the energy sector. This is particularly pressing in light of the NCCS requiring
grid entities to have access to SOC capabilities. Relevant activities include sharing
learning from cybersecurity events or ensuring the appropriate dissemination of best
practices, lessons learned, and post-incident recommendations.

• Assuring completeness in terms of improving the level of cybersecurity more widely across the
sector will benefit from diverse and relevant participation in the ISAC. Work is in progress to
extend the membership to the most relevant partners for a more complete approach,
as outlined in Section 6.3.

7. Complexity, Usability, Acceptance Properties

This section provides details on the complexity, usability, and acceptance properties of
the EE-ISAC’s applicability.

7.1. Reducing the Difficulty of Understanding the ISAC Approach (C01)

The breadth of membership is improving the understanding and awareness of energy
cybersecurity by bringing together diverse skillsets. Solution providers bring extensive
knowledge in cybersecurity and utilities share operational experiences, and together this
is building a situational awareness that is assisting the integration of cybersecurity into
the practice of managing energy systems. This integrates the understanding of both faults
and attacks, the operational and cybersecurity aspects of electricity networks that are now
dependent on their digitalised monitoring and control capability.

7.2. Reducing the Difficulty of Describing the ISAC Approach (C02)

Each member organisation commits to a Terms of Reference (ToR) that defines the rules
for information exchange and includes a confidentiality agreement on the nondisclosure
of information that is classified by a Traffic Light Protocol (TLP). White papers have been
produced to describe and present collaborative outputs from technical working groups.
The overall ISAC approach has also been extensively described by the Empowering ISAC
project to support new ISACs [71].

7.3. Reducing the Difficulty of (Re)Creation of the ISAC Approach (C03)

The formation of membership with an emphasis on energy operators adapts all ISAC
activities to the energy context with an awareness of the functions and services being
protected. Meeting topics and discussions relate to energy systems, for example, applying
cybersecurity to electrical substations or in-home smart devices.

7.4. Level of Precision in Approaching the Problem by the ISAC (C04)

EE-ISAC members have participated in the development of a Network Code on Cy-
bersecurity (NCCS) by a collaboration of European Transmission System Operators (TSOs)
and European Distribution System Operators (E.DSO), led by the European Association
for the cooperation of TSOs for electricity (ENTSO-E). Being involved from the outset,
the EE-ISAC continues to contribute to reviewing these new arrangements. This NCCS
specifies a framework for managing the cybersecurity aspect of cross-border electricity
flows. Similar to the NIS Directive, it aims to provide a common cybersecurity level across
the grid participants of the continental synchronous area spanning 28 countries, operated
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by the ENTSO-E. Participants in this synchronous area may impact their neighbours during
a cybersecurity event if the consequences affect power flows on the system. The NCCS for
cybersecurity is an opportunity to create a translation of NIS for the energy sector, particu-
larly with regard to cross-border impact. The ENTSO-E, E.DSO, and national authorities
will create a list of cybersecurity principles that electricity entities must meet.

There was a concern during the NCCS drafting process that the NCCS seems to overlap
with or duplicate NIS. The information-sharing mechanisms proposed by government
in NIS2 use national borders as their framework, whereas the actual operational and
technical boundaries differ. The operational boundaries of energy companies can be
within a member state or operate across borders for larger organisations. The technical
boundaries correspond to the synchronous AC grid area, which is electrically tied at the
same frequency, where power supply and demand is balanced in real time. The NCCS
defines the operational and technical cybersecurity requirements alongside the national
expectations laid down by NIS2. By involving National Competent Authorities (NCAs) in
the process of developing the NCCS, there is an opportunity to reconcile different national
approaches to implementing NIS to include or enhance national NIS obligations and ensure
sector-specific cybersecurity principles appropriate for the cross-border dependencies that
arise within the electricity system.

Alongside the network of Computer Security Incident Response Teams (CSIRT) be-
tween member states, established by the NIS directive, it is recommended that grid entities
establish a SOC or access SOC capabilities through a Managed Security Service Provider
(MSSP) to ensure incident response capability at the entity level, unless the CSIRT at the
national level is engaged to handle incidents (see Figure 2) [72].
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The CSIRT network established by NIS is likely to prioritise dissemination across sec-
tors nationally before attending to international dissemination. Rapid sharing is important
to minimise cascading effects in a connected grid. Grid entities must be able to alert other
electricity entities and respond rapidly themselves when alerted. Essential entities with
the potential to impact cross-border flows in the synchronised area ought to have access
to a combined view of relevant information and incidents. Currently, no entity has the

D
o

w
nl

o
ad

ed
 f

ro
m

 m
o

st
w

ie
d

zy
.p

l

http://mostwiedzy.pl


Energies 2022, 15, 2170 15 of 23

whole picture of cross-border risks [74]. Providing a combined view to such entities in an
anonymised and secure manner could be a future role for the EE-ISAC in collaboration
with the ENTSO-E and E.DSO. High-level situation awareness is needed to build a perspec-
tive on what the energy grid is experiencing and what the digital monitoring and control
capability is experiencing. Guidance and decision support on cross-border risks from this
higher strategic level will be important to aid preparations, in addition to on-the-ground
reporting from individual grid entities. The essential building blocks of this combined view
will be the electricity entities who contribute to cross-border risks, all having monitoring,
detection, and response capabilities in place.

The drafting team for the network code have recognised the essential need for a high
trust setting, giving the confidence to share timely information among grid participants to
reduce the exposure of the grid to known and exploited attacks. This voluntary sharing
among electricity entities in the synchronous grid area is included in Figure 2. It is suggested
that a subgroup within the EE-ISAC could offer a trusted hub dedicated to grid participants
to provide the proposed energy CSIRT in the European landscape [73].

Further to the strategic direction provided by the NCCS, the EE-ISAC can assist at the
operational and technical levels, interpreting events together. The trusted network in the
EE-ISAC provides a network of support for utilities that includes researchers and solution
providers. EE-ISAC activities could contribute to assisting energy-sector companies with
meeting their obligations under NIS2 and the NCCS. A more precise definition of the
EE-ISAC’s role within these new arrangements will be needed to achieve an improved
cybersecurity level across the synchronous grid area.

7.5. Level of Precision in Obtaining Results from the ISAC (C05)

Extending situation awareness capability to consider both faults and attacks, implying
the integration of cybersecurity activity with operational consequences, could help to
prioritise response actions to what is really needed. The regulatory approach through
NIS2 and the NCCS attempts to connect cybersecurity levels with an impact on energy
supply or an impact on cross-border electricity flows. These arrangements encourage better
preparation for cyber attacks and oblige the notification of incidents if those attacks cause
(or nearly cause) a fault within the system or affect the service provided.

Being able to categorise an incident to notify and elicit an appropriate response requires
a clear understanding of the impact on the system. Understanding if a cybersecurity event
will lead to an operational incident requires the capability to determine the technical
consequence and the business impact from the Indicators of Compromise (IoC). A cyber
event needs to be translated to a potential physical event to assess the impact on essential
services [75]. Likewise, faults appearing in a cyber–physical system could be triggered by
a physical or cyber event. For example, an effect on system dynamics could have been
caused by a physical line fault or by a compromised device [76]. The consideration of both
faults and attacks is necessary for building situation awareness. Creating more actionable
threat intelligence is a goal of the EE-ISAC threat-intelligence working group to meet their
utility member needs.

7.6. Comprehensive Approach to Fully Address the Problem (C06)

Relevant OT experiences and challenges are brought to the table for discussion. Mem-
bers have gained a better awareness of energy cybersecurity through more extensive
information sharing and improved threat intelligence. The EE-ISAC acts as a voice for
the energy sector. An example of this was to provide feedback on the experiences and
discuss the challenges related to implementing the NIS directive with national authorities
via the NIS cooperation group’s energy workstream. An anonymous space was created to
gather the NIS experiences of energy operators, and the EE-ISAC combined and presented
operators’ feedback, thus achieving the benefits of collaboration while also addressing
the need to protect information [77]. This session between the EE-ISAC and the NIS co-
operation group was noted by ENISA as the first public–private cooperation in energy
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cybersecurity. In this way, the EE-ISAC consolidated its presence as a reference point in
European critical infrastructure protection. A requirement for the NIS Cooperation Group
to organise “regular joint meetings with relevant private interested parties from across the
Union to discuss activities carried out by the Group and gather input on emerging policy
challenges” [78] has since been written into Article 12 of the NIS2 proposal.

To further address the entirety of the cybersecurity problem, the EE-ISAC could engage
with interdependent sectors, such as the telecoms sector, to ensure cybersecurity across
end-to-end solutions. There may also be scope to facilitate progress in protecting the
energy supply chain and understanding supply chain dependencies by fostering a closer
understanding and alignment with vendors and solution providers and communicating
the common cybersecurity needs and requirements of energy utilities.

7.7. Evaluation of Expert Opinion on the Utility of ISAC (C07)

Member impressions of the ISAC were evaluated, as described in Section 6.5. Feedback
on utilising the sharing platforms was also elicited during requirements collection for the
Empowering ISACs project, as an input for future tool development. The upcoming training
on newly designed platforms will be an opportune moment to again review the needs of
members in terms of the utility of EE-ISAC platforms.

The overall EE-ISAC approach may need to adapt in the light of new regulatory
measures, such as the NIS2 proposal to promote effective information sharing and introduce
additional cross-border responsibilities for member states, as presented in Table 3. While
the EE-ISAC was founded on voluntary information sharing, the regulatory landscape is
introducing obligatory sharing. Participation in information sharing between companies is
now included in entities’ notification responsibilities to Competent Authorities (CA) under
NIS2, citing the EE-ISAC as an example of “already existing capability and well-established
frameworks” [78].

Table 3. Information-sharing models according to the revised directive on Network and Information
Security [78,79].

Information-Sharing Model Description

Enterprises–enterprises

Article 26 requires companies to exchange relevant
cybersecurity information between themselves within
trusted communities; NIS2 now obliges companies to

join an ISAC and report their participation to their
national authority.

Enterprises–national authorities
Article 20 requires companies to report incidents and
also to report threats that could have resulted in an

incident, i.e., near misses, to their CA.

National authorities–national
authorities

Article 11 requires cooperation between CAs, CSIRTs,
and a Single Point of Contact (SPOC) within each

member state, in providing information on risks, threats,
and incidents.

Member states–member states

Cross-border impact of reported incidents and near
misses is assessed by the national authority, and the

information is passed to other member states and
ENISA, as required. SPOCs provide monthly incident

summary reports to ENISA.
National CSIRTs are to communicate with the CSIRT

network where a disclosed vulnerability impacts
products and services provided across borders; ENISA
will maintain a vulnerability registry, providing access

to interested parties.
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These formal structures for cooperation need to be translated into practical support for
infrastructure operators, who require timely actionable threat information to prepare and
respond rapidly to incidents. The cross-country exchange of information, from operators
to national authorities and back to other national authorities, has so far not been running
smoothly. Notification obligations under NIS have required energy operators to share
information with their authorities, but it is often perceived that assistance from government
agencies has not been reciprocal [80]. On receiving a notification of incidents, attention
needs to be focused on minimising their impact. Relevant information must be gathered
and analysed by the national CA. Energy operators need an appropriate channel in place
for the CA to rapidly forward such relevant information to assist operators with the rapid
closure of vulnerabilities. A two-way process is most advisable, by requesting that national
authorities also report to operators or sectoral ISACs on incidents, rather than only the
company being obliged to report to authorities. The ISACs are in a position to enrich this
information, making it sector-specific, to provide more actionable information to their utility
members. The reporting of “near misses” and disruptions threatening their infrastructures
to national CAs should also be directed to other operators in Europe of such attempts
of attack, i.e., sharing indicators of compromise, so they can promptly verify whether
they are also susceptible to such risks and initiate suitable countermeasures. Additionally,
ISACs could play a fundamental role in the analysis at the international level of potential
weaknesses and early indicators of threats that are meaningful for ex post incident analysis
and reporting [81].

Article 13 establishes the CSIRT network “to contribute to developing confidence and
trust between the Member States. It intends “to promote swift and effective operational
cooperation” [78]. As the CSIRT network exchanges relevant information on cyberthreats
and incidents occurring in Europe and informs the cooperation group of its activities, it is
proposed that such information could also be shared with the EE-ISAC to ease effective
communication that is specific to energy operators. Operators within the EE-ISAC are
requesting to be an integral part of the NIS2 process of information exchange by national
authorities, due to their responsibility for protecting infrastructure and energy services.
Regarding Article 26 on the obligations to share between companies, operators expect to
continue direct exchanges among TSOs and DSOs to manage energy sector responsibilities,
preferring that the NCAs govern the process with their policy for sharing, rather than being
an integral part of the actual information shared.

The EE-ISAC is looking to formalise their role within the new procedures and regu-
lations. There are concerns that regulatory obligations to report incidents may leave the
operators with less motivation to also share voluntarily within the ISAC, affecting engage-
ment with ISAC platforms and opportunities. In a similar situation with energy audits, a
qualitative difference was shown between voluntary and mandatory energy audits, with
voluntary audits presenting a better quality with greater energy-saving improvements
achieved than the mandatory audits [82]. Despite the onus on operators to share and report
incidents under NIS arrangements, there is low confidence in receiving back useable threat
information in a timely manner. Therefore, there is a strong desire to continue sharing
between companies, especially if a ‘tsunami’ of data from incident reporting to authorities
slows down information sharing that can be facilitated by national authorities.

The EE-ISAC will continue to be a combined voice for the energy sector to provide
sector-specific feedback, anonymised where necessary, to the regulation and policy arena
through its EU advocacy working group. The EE-ISAC aims to continue inviting the most
appropriate stakeholders to the table to complement NIS2 and better support cross-border
NCCS activities. The future role of the ISAC is also evolving towards being a connection
into the private sector for the new Joint Cyber Unit [83].
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7.8. Member Perception on ISAC Improving Cybersecurity Level of the Energy Sector (C08)

Membership of an ISAC needs to result in an improved cybersecurity level for member
organisations and assist members to achieve their objectives under NIS2 and the NCCS,
through developing best practices together and improving situation awareness. There will
need to be a future assessment of members’ perceptions and experiences of this to refine
the ISAC platform and activities, ideally with performance measures in place to guide
progress.

7.9. Trustworthiness

Another aspect that can be linked to applicability is the trustworthiness of a solution.
This is particularly evident in relation to the artificial intelligence developments in recent
years. Here, solid grounds for the assurance of the trustworthiness of a product or service
are indispensable for its broader adoption [84,85]. Users seek confidence that the innovative
solutions will act in a predictable manner that is favourable to their cause [86]. Additionally,
Chaudhary et al. [87] consider trust next to usability and security in their broad survey of
password managers. According to the study, the lack of trust poses a foremost problem,
especially in relation to cloud-based or online systems. These questions are currently being
reflected at the national and international strategic level [79,85].

Regarding the EE-ISAC, building trusting relationships amongst members of this
newly formed network was crucial for optimal information sharing and collaboration.
This was achieved through steady growth in member numbers and emphasising the
requirement for member organisations to specify just one or two representatives to attend
physical meetings without substitution to enable trust in the EE-ISAC space to grow among
the same people attending meetings regularly. The representatives are required to sign
confidentiality agreements. Close working relations have gradually been established,
and seeing the same faces at EE-ISAC events was particularly effective at providing the
consistency to build trust and a feeling of shared responsibility.

The predominant sharing activity in the EE-ISAC is between organisations that manage
their energy and cyberinfrastructure. They interact in a network of trust, voluntarily
sharing information to assist the energy sector as a whole. At this point, sharing between
organisations is not automated, so most sharing and analysis actions within the ISAC
currently involve a security practitioner. When member organisations begin to leverage
the benefits of AI and ML within their operations, which could be exposed to adversaries,
additional agreements between utility members to ensure appropriate protection and
analysis ahead of sharing will ensure reliable information is being shared.

Awareness of the potential security downsides of holding a centralised information
hub is prompting future work to improve the design of sharing mechanisms and increase
the security, trust, and accuracy of information sharing. This will be further informed by
the evolution of the NCCS, the outcomes of which will assist in defining use cases for
sharing between operators in the synchronous grid area.

The EE-ISAC continues to work on providing actionable threat intelligence and tailor-
ing the use of their sharing tools for the energy sector and EE-ISAC use cases. The process
of creating the customisation of their platforms as a community is developing the trustwor-
thiness of the shared tool. There have been deep-dive sessions held to develop the use cases
and applicability of the platform to EE-ISAC needs. Threat intelligence and situational
awareness is improved by defining their own structures and taxonomy for the data and
contextualising the information. The use of nomenclature agreed by the community assists
with labelling and querying the data for users to filter what they need. An indicator of trust
can also be used to give insight on how much trust an analyst has in the information or the
actor it is coming from.
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8. Conclusions, Directions of Further Research, and Developments

The European Energy Information Sharing and Analysis Centre has been operating
already for over six years. During this time, the platform has been joined by organisa-
tions from within and beyond the European Union. The members value the solution for
being an instrument for enhancing cybersecurity cooperation beyond their individual
organisations. The connections established among utility members have been supportive
during challenging situations. The wider membership benefitted from the core group of
utility members by gaining a better understanding of the needs and requirements of energy
operators. The EE-ISAC network of trust forms a collaborative tool to mitigate risk. As a
result, further membership applications are received, and yet a broader adoption of the
solution is expected. The EU advocacy working group is positioning the EE-ISAC as the
main reference organisation for cybersecurity in the European energy sector.

This situation is well-reflected in the results of the detailed analysis of applicability
presented in this paper. Practically all areas from the control list have been completely
addressed during the ISAC’s development and operation. Regarding the continuity of
support, the operation of the platform is accompanied by multiple events, including
quarterly plenary meetings and training. The framework is continuously improved, based
on the assessment results as well as in the context of the Empowering ISACs project.
A potent community of EE-ISAC supporters has been established. The funding model
is clearly described in the terms of reference. Similarly, the ISAC’s documentation and
supporting tools are provided to facilitate the use of the solution. The EE-ISAC’s target-
users are visibly indicated, among the other things, on the framework’s website.

The effectiveness of the EE-ISAC was assessed by members during an interactive
online plenary meeting. The study allowed for the identification of the improvement
areas, which include reinforcing the ISAC’s technical leadership and the analysis centre.
Additionally, regular evaluations of the efficiency need to be carried out. These aspects and
especially the operation of the analysis centre have a strong impact on the completeness of
the results delivered by the association. Thus, further efforts to assure a more thorough
contribution from the ISAC have been planned. Additionally, the complexity, usability,
and acceptance properties of the EE-ISAC have been assisted with appropriate actions. To
reduce the difficulties of understanding, describing, or (re)creating the EE-ISAC approach,
the relevant topics were raised during meetings and events, and related documentation
was published. For a higher precision of results and comprehensiveness of the ISAC’s
approach, further developments are envisaged, including the extension of situation aware-
ness capability to consider both faults and attacks; the creation of more actionable threat
intelligence; and engagement with interdependent sectors, such as the telecoms sector. As
already mentioned, experts’ subjective opinions regarding their impressions of using the
solution were evaluated and provided important insights into further works. At the same
time, the assessment of members’ perceptions and experiences of the ISAC’s improvements
to the cybersecurity level of the energy sector still needs to be conducted.

The functional design of the EE-ISAC, with energy operators at the core of activities,
ensures the continuity of relevant support, increasing the awareness and understanding of
energy-specific cybersecurity. The utility of supporting tools will continue to be investigated
during the current roll-out of the new information-sharing platform capability. Through the
analysis of the EE-ISAC’s approach with the applicability framework, recommendations
have been made to improve the applicability and usefulness of this platform of cooperation
for energy-sector participants. It contributes a road map for the ISAC to grow in maturity
from the initial developments achieved so far to a more defined and managed role that also
demonstrates the importance of the translation of cybersecurity to sectoral contexts. It also
invites an opportunity to integrate EE-ISAC actions into the changing regulatory landscape
and the cross-border cybersecurity requirements of the continental synchronous grid area.
The main findings of the research are summarised in Table 4.
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Table 4. Key achievements and future recommendations for the EE-ISAC.

Applicability
Control Area Key Achievements Future

Recommendations

Continuity of support
(A01 to A04)

Value-added for members in
cybersecurity cooperation

across organisations.
Improved understanding of

energy sector context for
cybersecurity practitioners.

Regular events and training.

Leveraging collaborative
approach requires innovation.

Documentation, tools,
target-users, method

evaluation, and completeness
(B01 to B06)

Supportive documentation.
Testing new research solutions

in the energy context.
Platform improvements,
investigating utility of

supporting tools.

Regular evaluations of
efficiency.

Develop analysis centre
capability.

Complexity, usability, and
acceptance properties

(C01 to C08)

Energy operators at the core of
activities have assisted

useability and acceptance.
Acts as a voice for the energy
sector, provides feedback to

policy arena.

Extension of situation
awareness.

Providing more actionable
threat intelligence.
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