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Abstract—Implementation of Information and Communication
Technologies (ICT) in E-Learning environments have brought
up dramatic changes in the current educational sector. Distance
learning, online learning, and networked learning are few ex-
amples that promote educational interaction between students,
lecturers and learning communities. Although being an efficient
form of real learning resource, online electronic resources are
subject to threats and vulnerabilities on the internet. Authenti-
cation, access and storage of data is a major concern among
many organizations implementing E-learning platforms. This
study provides a literature review of past five-year research
studies, and proposes Edge-computing based solution to the
currently existing authentication and data access problems that
prevail in the current E-learning management systems using
cloud services for data storage. The study guides researchers
towards enabling Edge-computing based E-learning platforms to
support low power computing devices running Elliptic Curve
Cryptography for secure access and authentication.

Index Terms—E-learning, Cryptography, Edge-Computing,
Cloud Computing, Cryptography, ECC, ECDH, Instructional
Technology

I. INTRODUCTION

Rapid E-Learning technology progression is currently shap-
ing the methodology of how the teaching and learning prac-
tices are carried out in today’s educational environments
[1]. The report by [28] states that "COVID-19 pandemic
is expected to positively impact the growth rate of the e-
learning market, owing to increase in adoption of digital
technologies among various schools, colleges and universities
across the globe and growing government support for im-
proving e-learning platform across various developing nations
of Asia-Pacific and LAMEA countries". Previously valued at
$197.00 billion in 2020, the global e-learning market size is
projected to reach at level of $840.11 billion by 2030, thereby
registering a CAGR of 17.5% from 2021 to 2030 . While
several definitions of eLearning have been proposed, generally
agreed definitions state that eLearning employs computers
and several other instruments of information communication
technology (ICT) to enable support to and facilitate in the
ongoing teaching and learning processes [2]. With focus on
augmented technologies and boom in information access, E-
learning has been widely accepted as an essential platform
of learning since it allows learners to acquire knowledge
and skills ubiquitously, whilst in the physical absence of a
mentor(s) or teacher(s) [3] Typically, E-learning makes use of
computing technologies, primarily connected over an intranet
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Fig. 1. Asia-Pacific would exhibit the highest CAGR of 17.4% during 2021-
2030 [28].

or Internet, to deliver information and instructions to individual
learners [21]. While this broader definition is interesting, E-
learning in this context is referred to as training delivered via
network technology. Here the term ‘training’ refers to planned
efforts that increase job-related knowledge and skills [4].

Academic or non-academic organizations, or even industry
experts cover knowledge management and virtual collabo-
ration in their definition [22]. E-learning in this case is
described to broadly include any system that generates and
disseminates information and is designed to improve learners’
performance [5]. Alternatively, E-learning is also considered as
a disruptive technology since it transforms practices of how
learning is approached in an educational context [6]. In the
times of CoVID-19, most of the education systems are in
future envisioned to change entirely with the development of
newer innovate E-Learning platforms, in particular the quality
e-education services and supporting processes.

E-Learning systems mainly have five significant participants
— Authors, Students, Managers, Teachers and System Devel-
oper (System Administrators). Apart from that, unauthorized
users, basically hackers may attempt to gain illegal access to
the E-learning systems to steal critical resources [7]. In present
E-learning systems, managers or instructors communicate with
learners, and share resources that require elevated security and


https://dx.doi.org/10.1109/ICAIIC54071.2022.9722680

A\ MOST

secure data communication methods and protocols, thereby
prevent unauthorized and unprecedented access to services by
unrecognized users. Hackers can alter or modify E-Learning
resources such as learning materials, certificates, question
papers, lecture materials, mark sheets etc. [8]. To leverage
the IoT features in the E-Learning systems, the study by
[24] highlights vital security issues that significantly influence
the ways, how IoT layered architectures are structured, and
how the vulnerabilities exhibited by the Cloud networking
services severely pose threats data and information security.
Apparently, vulnerabilities as such lead to inefficient and
nonfunctional service thereby expose critical information to
the malevolent users. This could pose a severe threat to the
E-learning systems, and E-learning data management teams
must highly secure the E-learning system resources [9].
From our literature review, we observe the different defini-
tions of E-learning. For example, the definition by [10] finds
four dimensions Fig. 2 to define the concept of E-learning:

« Technology-driven: Use of technology to deliver learning
and training programs;

o Delivery-system-oriented: The delivery of a learning,
training, or education program by electronic means;

o Communication-oriented: Learning facilitated by the use
of digital tools and content that involves some form
of interactivity, which may include online interaction
between the learner and their teacher or peers; and

o Educational-paradigm-oriented: Information and commu-
nication technologies used to support students to improve
their learning.

II. CURRENT TRENDS — ENCRYPTION STANDARDS IN
E-LEARNING

Though being efficient, online e-learning resources available
on the internet are prone to threats and vulnerabilities on
the internet. E-learning systems as such must satisfy the
basic concepts of data security — integrity, confidentiality and
availability [11]. Confidentiality — aims to ensure privacy to
data and information. Data and information, both are kept
secret and private, and prevented from unauthorized access
by people, application processes or any hardware devices.
Integrity — aims to ensure originality, correctness, and accuracy
of data and information by preventing it from any accidental
losses, or intended malicious attacks to update or modify
the original content. Data and information must remain in
original structure and format. Availability — aims to ensure
access to reliable data, information, and communication in a
timely manner to authorized users. Non-repudiation assures
that user who carry out operations in a system, cannot deny
their actions. For example, if a user deletes his/her learner’s
results, and then denies the act, then the system should provide
necessary log files pertaining to operations carried out by the
user, so as to back track or trace performed operations on the
system. Moreover, tamper-proof and reliable log files must be
retained, and system auditing allows to fulfil this requirement.
A digital signature is a countermeasure for non-repudiation.

Typical encryption algorithms applied to secure file systems
are: Data Encryption Standard (DES), Advanced Encryption
Standard (AES), Blowfish, Chaos Approach. Based on review
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Fig. 2. Sangra et al. [10]

of literature it is found that each of these algorithm is giving
varying performance as context changes and there are some
constraints observed among few of these algorithm. Various
algorithms have been used to encrypt data in E-learning
systems. For example, Ambalika Ghosh at al. [12] propose an
object-oriented modelling approach, and implement Interna-
tional Data Encryption Algorithm (IDEA) to show how privacy
and confidentiality of information, communicated between a
teacher and student at the time of displaying marks scored
for a course can be achieved. IDEA is a symmetric-key block
cipher, and operates on 64-bit blocks using a 128-bit key and
consists of a series of eight identical transformations. IDEA,
as an encryption—decryption technique can protect roll number
or marks for any changes made by the hackers.

Nikhilesh Barik et al. [13] propose framework implement-
ing unique authorization with a Two-Level Access Control
(TLAC). Shared secret key encrypts a service request and
public key infrastructure guarantees the confidentiality of
message during transmission. If any document was altered by
the malicious users, the receiver would get the different digests
for the original message. So the integrity and non-repudiation
is achieved by using digital signature. In case deletion of any
documents from the managers’ side, it is possible to trace back
with archived log files. Tamper proof mechanism may be used
to solve the problem.

Ahmad Baihaqi et al. [14] have implemented AES 256- bit
for document encryption, RSA 2048-bit for digital signature,
and SHA 256 bit for message digest in PHP and JavaScript
programming language. The study designs a Secure Electronic
Learning System (SELS) application that supports basic se-
curity features — confidentiality, integrity, authentication, and
non-repudiation.

Chuyang Li et al. [8] propose Blockchain technology based
solutions to problems in online education, wherein it is used
for e-learning assessment and certification. The study also
proposes a network structure using combined public and the
private Blockchain. New network structure using combined
public and private Blockchain eliminates limitation of a single
node role in traditional single-Blockchain systems with high
flexibility, and it also fully retains the security and credibility
of the Blockchain technology.

Karima et al. [15] propose a plug-in named EL-Security
checker that enable controlling, verifying and eliminating
attacks in e-learning platforms. The study proposes a solution
that analyzes, verifies and checks authentication attacks. A new
layer, called El-Security Layer is formulated to control and
verify authentication vulnerabilities, affecting the e-learning
system. Module to module communication is established using
the Request-Response model.
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Jegatha Deborah L et. al [16], propose a simple mutual
authentication dialogue between the students and the server.
The online examination system develops a secure system
to distribute and collect the question papers and answers
scripts to and from the students, respectively. At the end of
examination, each student submits it response back to the
server. S. Kanimozhi et. al [17] have implemented a cloud-
based e-learning system employing access control mechanism
that prevents illegal user access to the resources of cloud. The
study discusses key management schemes in combination with
access control technique to secure share content and enable
protection to e-learning environment. Findings show that cloud
services are secure, flexible, and scalable in cloud-based e-
learning.

Priyanka Saxena et al. [18] propose an intuitive authoriza-
tion mechanism implementing customized set of rules and
authorization key-based mechanisms that increases the level of
security. The study develops a new system built with training
machines to: a) identify unauthorized user accesses, and b)
prevent theft or mal-processes if any user is authenticated by
other means. Post to authentication, authorization is carried out
using modified role-based access control. Key encryption uses
SHA256 hash generation working one way only, and cannot
be reversed by anybody in the system, though by users who
leak the key.

We conducted a literature review of articles published over
the past five years. From the review, we observe that most of
the research studies have focused on developing frameworks
and improving content organization in E-learning systems.
However, just few research studies have attempt to provide
an insight into the security issues prevailing in the E-learning
systems.

A. Problem Statement

Qualitative analysis of recent articles referenced in the prior
section shows that:

« the basic security mechanisms have been implemented
mostly on server side, and clients are expected to own
their devices with medium to high level of computational
power, in order to access available E-learning resources
online.

« Authentication mechanisms employ encryption algo-
rithms to allow users gain access to the E-learning
systems. Encryption algorithms typically used are com-
putationally expensive in terms of required hard-
ware resources. For example, algorithms, such as
Rivest-Shamir—Adleman (RSA) may offer secure solu-
tions that are often difficult to comprise, these in turn
demand high speed computational devices for efficient
operation.

o The power of Edge-computing [19] has been overlooked
completely to process data locally, and mostly cloud
servers are employed for access to data and storage.

III. SECURE E-LEARNING SYSTEMS

In the following sub-sections, we propose solutions to the
previously stated challenges. The first part addresses the need

to reduce the processing load on the authentication server.
The second and the third part address the need to reduce
computational complexity of security mechanism, as well as
to ensure local availability of data.

A. Light weight Cryptography

Despite more appealing features, researchers, techno-savvy
and educated class of smartphone users are highly concerned
about the security of data stored in either smartphones or other
mobile devices such as laptops or Tablet computers, and the
way how confidentiality is ensured when such mobile devices
exchange data with each other or communicate over a network
susceptible to intruders. Typically, learners employ such low
power computational devices to gain access to E-learning
resources, and this requires encryption of authentication and
authorization data. Symmetric encryption algorithms such as
DES, 3DES, ADES, and others, and asymmetric encryption
algorithms which include RSA, Diffe-Hellman, ECC, and oth-
ers, are traditional encryption algorithms [20]. Data encryption
by these algorithms show low operability, posing obstacles in
subsequent data processing.

To ensure, low power computational devices are supported,
we propose Elliptical Curve Cryptography (ECC) as the best
possible solution since it offers the same level of encryp-
tion/decryption with just a key size of 210 bits compared to the
level of security offered by RSA that uses a long key size of
2048 bits (see Table I). Encryption key used in ECC conceals
secret data so prevent an unidentified user to decipher its
contents. The enciphering process of hides the plain text data,
and the encryption process results cipher text as its output.
While in engaged in communication, the encipherer decodes
the message to be communicated and generates a cryptogram.
The cryptogram is transmitted and sent to the recipient.

Elliptic Curve Cryptography (ECC) as an asymmetric,
public key cryptographic technique, allows communicating
devices to generate two keys — a public key and a secret key
called the private key. The public key is distributed to all the
devices, and the private key is hidden and kept secret by the
client encrypting or decrypting the message [23].

Definition 1 (Elliptic Curves). Let P represents the field
of characteristic # 2, 3, then an elliptic curve G p defined over
the P consists of the set of elements (z,y) € P2, that satisfy
the eq(1), which is the short Weierstrall equation of an elliptic
curve.

An Elliptic curve G over Gp is a set of all solutions (z,y) €
P % P to an equation

vV =ad4+cx+d (@))]

where (a,b) € P satisfy the relation —16(4a® + 27b%) #
0, represents quantity A\, the discriminant of eq(1). A # 0
denotes the singularity of the curve Gp.

The elliptic curves Gp consists of elements called points.
Fig. 3 and Fig. 4 show the elliptic curves defined over the
two finite fields Figo1 and Figssi-

IV. EDGE-COMPUTING ENABLED AUTHENTICATION AND
DATA ACCESS

Edge computing (EC) is an extension of cloud comput-
ing with its own characteristics that are different than the
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characteristics of cloud computing. Cloud servers process
large amounts of data, offer in-depth analysis on data, and
even support real-time or non-real times solutions in business
decision making processes. EC enables storage of data on
locally available devices, mostly close to the information
source, and thus the need to upload data to Cloud servers is
eliminated. Bandwidth, delay, and jitter are easily controllable
and improve due to the reduction of network size. In the case
of E-learning, network bandwidth is significantly improved
with reduced network size. EC is employed in small-scale
intelligent analysis and local services, while Cloud computing
supports centralized processing of large-scale data. EC extends
a small-scale role compared to Cloud services and allows real-
time intelligent analysis and processing of data locally on
devices supporting computing at Edge networks. While being
close to the source and feasible, at the edge of a networks,
EC systems enable platforms that allow storage to consumer
data and access features. Healthcare improvisation, Network
optimization processing, and data transportation are some of
services managed by EC devices currently.

Digital transformation needs intuitive solutions to drive the
current processes and methodologies implemented in Industry
Revolution 4.0 (IR). IR demands data sensing mechanisms
implementing Industrial Internet of Things (IIoT), Blockchain,
Cyber Physical Systems (CPS), Digital Twin, and high speed
reliable access to internet provided by state-of-art technolo-

TABLE I
COMPARISON OF KEY LENGTH (IN BITS)
RSA- key | ECC - key | Proportion of RSA/ECC
512 106 5:1
768 132 6:1
1024 160 7:1
2048 210 10:1

gies, such as 5G or 6G. These are basically the core drivers
of digital transformation in industries looking forward to
developing Smart systems. However their role in academics is
still at infancy stage, though exceptions are there, for instance
Edge Computing has significantly impact the ways in which
academia and industries have emerged in the recent times,
especially during CoVID-19 pandemic.

The Internet of Things (IoT), virtual worlds, and vehicle-to-
vehicle interactions are moslty realized to rely on the Cloud
computing infrastructures as these enable access to end users
at ease and ubiquitously [25]-[27]. EC systems basically
integrate the advanced capabilites of IoT and 5G networking
infrasture. As such EC systems reveal features, such as low
network bandwidth requirement, portability and safety of edge
devices. While functional and operative at network’s edge,
EC systems may expose various computational, storage, and
networking services to the end users. Consumers of EC system
services can access data and other system serves, whereas the
edge software can be developed and managed in a short span
of time compared to cloud services that often need longer
times to ensure highly efficiency.

As from the literature review, typical authentication pro-
cesses in E-learning systems require sending users’ data to
the server for authentication, and then servers respond with a
validation response. With prolific users connected to a system,
large authentication processes overload the server, thereby
resulting in slow response times or even denial of requests
by the server. Though in usual user authentication processes,
the current systems may run without showcasing any serious
implications, however when it comes to conducting events,
such as large scale online exam, demand reliability and exhibit
serious concerns.

EC offers the optimized solution to overcome this problem.
The resources in the EC and users of edge network are in
the close proximity (e.g., location), this lead EC to enable
personalized services for users, as per the current scenarios,
such as location-based services. We propose a two stage
authentication process Fig 5, wherein Edge manager first
locally authenticates users, and then communicates authen-
tication statistics to the main Cloud server, or other servers
used in the authentication process. Many trust domains can
coexist since edge computing serves as a source of distributed
interactive computing environment. Assignment of an identity
to each entity is essential within the trust domains and even
for mutual authentication, when different trust domains coex-
ist. Cross-domain authentication and handover authentication
technologies offer support to data and privacy security of
users in different trust domains and heterogeneous network
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Fig. 5. Authentication process using Edge-Computing.

environments [19]. EC group specific databases can be stored
locally on EC networks and then users assigned to those
groups can be authenticated without the need from the actual
authentication server. This would significantly reduce the load
on the authentication server, and response times from the main
authentication server can improve drastically.

V. CONCLUSIONS

This study provides a review of the recent security methods,
prevailing in the existing E-learning management systems.
Research studies of past five years are evaluated to determine
the current trends and techniques that are employed to enable
security in online learning platforms. Edge-computing as an
emerging solution is proposed in this study, to address the
challenges of authentication and data access methods in E-
learning systems. We envision that Edge networks can act as
proxy servers enabling local authentication and authorization
to resources existing on the actual Cloud server. This would
enable dual authentication as well as add a new local security
layer to the existing learning management networks. In our
future studies, we aim to implement the concept in a real
time scenario to observe the real time characteristics of the
proposed system.
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