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Even though there is a plethora of research on the role of environmental turbulence in organizational perfor-
mance in general, little attention has been paid to the effect of environmental turbulence on cyber security risk
management and further - organizational resilience. Drawing on the resource-based view and contingency
theory, this study investigates how technological and market turbulence influence organizational cyber security
risk management (CSRM) and then organizational resilience. Using a data set from 150 European companies, the

study findings show how the two types of turbulence have different effects on CSRM in the companies studied.
Technological turbulence directly impacts the firms’ cyber security risk maturity while market turbulence has a
direct positive affect on firms’ cyber security risk perception. The study also determines the interplay between
risk perception and risk maturity and subsequent resilience.

1. Introduction

Scholars frequently posit that the external environment influences
the activities of organizations (Calantone et al., 2003; Siggelkow and
Rivkin, 2005; Wilden and Gudergan, 2015). It is not surprising, there-
fore, that environmental turbulence is frequently the subject of research
when investigating what direct or indirect influence it has on different
firm activities, e.g., new product development (Calantone et al., 2003),
product innovation performance (Puriwat and Hoonsopon, 2022),
innovation quality (Luo et al., 2022), or product market diversification
(Sun and Govind, 2017). External turbulence also increases the risks a
company is exposed to (Wang et al., 2015; Foli et al., 2022). Risk
management is assumed to be important to all types of organizations as
it supports them in better handling both risks and opportunities (Oli-
veira et al., 2019). However, the degree of perceived importance that
decision-makers attribute to risk management is likely to differ between
organizations. Larger organizations are more likely than smaller orga-
nizations to have the necessary financial and non-financial resources for
risk management (Crovini et al., 2021). Apart from the availability of
resources, individual as well as socioeconomic factors also play a role
(Etale et al., 2022).

The (business) world is exposed to technological turbulence, which
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in turn can trigger market turbulence, as customer preferences change
(Jaworski and Kohli, 1993) due to the appearance of new products,
market entrants and business models (Zhao et al., 2014; Jin et al., 2022).
Turbulence related to new technologies also increase the danger of cyber
risks/cyber-attacks (De la Pena Zarzuelo, 2021; Lee, 2021), thus making
companies more vulnerable (Radanliev et al., 2020). Therefore, one
would expect that companies react and adjust their cyber security risk
management (CSRM) as part of their overall enterprise risk management
(ERM) accordingly, and hence, step by step they become more mature
(Dellana et al., 2022). Companies that are more mature from a (cyber
risk) management point of view are also expected to be more resilient
(Colicchia et al., 2019; El Baz and Ruel, 2021) and further, resilient
organizations are better prepared for dealing with environmental tur-
bulence (Burnard and Bhamra, 2011; Jiang et al., 2019).

There is a paucity of research that has empirically examined the
direct effects of environmental turbulence on risk management, partic-
ularly with regard to cyber security risks. Therefore, the purpose of this
paper is to examine how environmental turbulence (i.e., market turbu-
lence and technological turbulence) affects the relevance of cyber se-
curity risk management and thus, the resilience of organizations. With
the ever-increasing need to assess different types of risks, improving the
resilience of organizations appears pressing (Sawalha, 2015; Andersson
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et al., 2019). In particular, the following research questions are formu-
lated and need to be answered: What is the effect of different types of
environmental turbulence on the importance of cyber security risk
management in organizations? What is the effect of cyber security risk
management on organizational resilience? The research draws on the
resource-based view (RBV) and contingency theory. The former is
assumed to help organizations set priorities in (CS)RM, while the latter
helps understand company behavior in the context of environmental
turbulence.

The paper contributes to the state of the art in the following way. The
study deepens the understanding of the role of different types of envi-
ronmental turbulence on the preparedness of organizations to invest
more in CSRM to enhance organizational resilience. The findings can
also facilitate the development of more resilient organizations.

The paper is organized as follows. Next, the relevant literature and its
constructs are presented, it also includes the development of hypotheses.
Then, the method is outlined, and the results are analysed. Finally, the
study’s contributions, its implications, limitations, and avenues for
future research are presented.

2. Theoretical background and related work

Research in the field of risk management has increased significantly
in recent years (Gordon et al., 2009; Gates et al., 2012; Aebi et al., 2012;
Hoffmann et al., 2013; Durst et al., 2019; Munir et al., 2020), the same
appears to apply to the study of CSRM or related areas (Lee, 2021;
Gatzert and Schubert, 2022; Shaikh and Siponen, 2023). In particular,
the pandemic and the war in Ukraine seem to have given further impetus
to CSRM research (Kure et al., 2022; Georgiadou et al., 2022).

2.1. Cyber security and cyber security risk management

Cybersecurity refers to the preservation of the confidentiality,
integrity, and availability of information in complex environments
resulting from the interaction of people, software, and services on the
Internet using technology devices and connected networks (ISO/IEC,
2012). Cybersecurity has become an important issue for all businesses as
more and more devices are interconnected, which in turn has signifi-
cantly increased the potential for cyberattacks (Lee, 2021). A lack of
active measures in this area not only opens up the possibility for
cybercriminals to access sensitive data, but also to paralyze the entire
information systems (IT) infrastructure of organizations (Miller et al.,
2021; Chowdhury and Gkioulos, 2021). Hence, CSRM has been defined
as “the process of identifying, analyzing, and addressing an organiza-
tion’s IT security risks to prevent future cyberattacks and account for
ongoing cyberthreats” (https://www.eccouncil.org/cybersecuri
ty-exchange/executive-management/effective-cybersecurity-risk-mana
gement-checklist/). Scientific research in this area from a management
perspective seems still in its infancy and targeted activities are pre-
dominantly found in practice. These activities are, unsurprisingly,
strongly driven by management consultancies in general or IT-focused
consultancies, as well as other companies dealing with data security, etc.

When the practice of CSRM is considered, recently Coden et al.
(2023) have reported that even though many organizations evaluate
their cyber maturity (CM), there seems to be an imbalance in the focus.
Efforts and investments seem to be mainly focused on the first phases of
risk management, i.e., identification, protection, and detection.
Response, recovery, and business continuity receive less attention and
support. Considering the number of attacks that have been reported
recently — the Flash Eurobarometer 496 SMEs and cybercrime of the
European Union (2022) reported that 28 % of European SMEs have
experienced at least one type of cybercrime in 2021 - and also the costs
of these cyber incidents — Statista (2023) stated that the global average
cost of a data breach between March 2021 — March 2022 was 4.35
million U.S. dollars - this focus of the companies is surprising and sug-
gests that companies are poorly prepared for any damage repair. Even
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more worryingly, a recent study by the German insurance company HDI
published in April 2023 indicated that the issue of cyber security has
fallen out of focus for many German companies compared to the results
of the last study (https://www.versicherungsbote.de/id/4910502/
KMU-Wahrnehmung-von-Cyberrisiken-sinkt/).

2.2. Cyber security risk management and resilience

A company’s decision to invest in CSRM and its continuous
improvement is also likely to contribute to the company’s resilience
(Aven, 2019). The origin of concept of resilience in the management
field can be tracked back to the 1980s, when two seminal papers were
published by Staw et al. (1981) and Meyer (1982). Both papers discussed
variation-selection-retention mechanisms and proposed different ways
how organizations may respond to external threats (Linnenluecke,
2017). Since the publication of these papers, resilience in literature has
been examined and perceived in a variety of ways. For example, Ovans
(2015) defines organizational resilience as “the ability to recover from
setbacks, adapt well to change, and keep going in the face of adversity”
(p.1). According to Dahles and Susilowati (2015), resilience is related to
the capacity of an enterprise to “survive, adapt, and grow in the face of
turbulent change” (p. 37), while in the opinion of Radovic (2018), it
means “the ability of an organization to rapidly adapt and respond to
internal or external changes and continue operations (...) and it also
directly contributes to faster and more successful recovery of the com-
munity after the crisis or disaster” (p. 5). All in all, it can be concluded
that organizational resilience is related to the ability of an organization
to handle changes and turbulences, both internally and externally in a
way that allows it to continue its operations and adapt.

2.3. Turbulence

Organizations are part of an external environment that has become
more dynamic and uncertain over time. Turbulent environments are
characterized by changing customer preferences, frequent technological
changes, and more intense competition (Droge et al., 2008). In the
context of new product development (NPD), Calantone et al. (2003)
described a turbulent environment as “one in which frequent and un-
predictable market and/or technological changes within an industry
accentuate risk and uncertainty in the NPD strategic planning process”
(p. 91). As a result, a turbulent environment contributes to companies’
awareness of the need to be innovative and proactive (Siggelkow and
Rivkin, 2005; Madrid-Guijarro et al., 2009; Tsai and Yang, 2014). In this
paper, it is argued that the inclusion of turbulence is useful for enriching
the understanding of organizational efforts regarding CSRM and hence
organizational resilience.

2.4. The theoretical underpinnings: contingency theory and resource-
based view

The paper is based on two theories, namely contingency theory and
the resource-based view approach.

The contingency theory of organizational structure provides one of
the most important frameworks for the study of organizational design. It
claims that the most effective organizational structural design is based
on the structure suiting the contingencies (Burton et al., 2006). In other
words, contingency theory argues that business performance depends on
the relationship or fit between an organization and its internal and
external environment. Thus, the theory helps to understand how orga-
nizations align their expected performance with the environment, while
emphasizing the external environment (Pratano, 2016). The contingent
factors include technology and culture, which are expected to influence
the design and function of organizations. Contingency theory assumes
that there is no single type of organizational structure that could fit
equally in all organizations, but rather, organizational effectiveness
depends on a match between the kind of technology, environmental
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unpredictability, the size of the organization, the characteristics of
organizational structure and the applied information system (Islam,
2012). The contingency perspective has been shown to be appropriate in
studies that address relationships between environment, strategy,
organizational structure and performance (Calantone et al., 2003). Ac-
cording to Luthans and Stewart (1977), the contingency theory is based
on "identifying and developing functional relationships between envi-
ronmental, management and performance variables" (p.183). Therefore,
for the purpose of the present study, the contingency theory offers the
possibility to include several elements in the analysis of the fit between
the organization and its contingencies. Organizational resilience could
potentially depend on such contingent factors as environmental turbu-
lence or CSRM.

The resource-based view (RBV), on the other hand, postulates that
resources play the key role in creating and sustaining organizational
competitive advantage. According to Barney (1991), resources are “all
assets, capabilities, organizational processes, firm attributes, informa-
tion, knowledge, etc., controlled by a firm that enable the firm to
conceive of and implement strategies that improve its efficiency and
effectiveness” (p.101). For these resources to be useful and successful in
offering sustained competitive advantage, they must follow the so-called
VRIO characteristics, namely, they need to be valuable (they exploit
opportunities or eliminate threats from the environment); rare among
the present and potential competitors; imperfectly imitable; exploitable
by the firm’s organization (Barney, 2001). The RBV further assumes the
heterogeneity of the resources in the sense that resources vary across
organizations and can become a source of competitive advantage
(Alvarez and Busenitz, 2001). Considering the aim of this study and the
RBV as an additional theoretical underpinning, it can be assumed that
CSRM might be perceived as one of the intangible resources an orga-
nization possesses, which can be unique and difficult to imitate and
contribute not only to a better position on the market, but also to
increased resilience. It is based on the assumption that some organiza-
tions are better at CSRM than others and this can contribute to a stronger
resilience. These more successful organizations are assumed not only to
be aware of their finite resources, but also to use them according to their
relevance for the benefit of the organization.

2.5. Related work

After presenting the relevant concepts and perspectives of the work,
the following section focuses on studies that have studied CSRM to
highlight the contributions of this study to advancing the field. Henri
(2013) utilized an exploratory case study approach to identify and
discuss Supervisory Control and Data Acquisition (SCADA) systems
cyber security challenges. Data were collected by the means of indi-
vidual interviews, workshops, and breakout focus group meetings
involving stakeholders of oil and gas critical infrastructure SCADA sys-
tem cyber security programmes. The findings stress the relevance of a
risk-based assessment methods for engineering managers and decision
makers to bring them in a better position to allocate their efforts to those
areas where the highest return on investment can be expected. Meszaros
and Buchalcevova (2017) developed and proposed a framework for
online services security risk management. It was based on the Design
Science Research methodology and verified through a case study that
was performed in one large organization that acts both as an online
service provider and consumer. Alahmari and Duncan (2020) did a
systematic literature review, including 15 papers, on CSRM in small and
medium-sized enterprises (SMEs). The authors found that current
research has primarily been conducted in developed countries and
emphasised five perspectives namely cyber security threats, behavior,
practice, awareness, and decision-making. Based on the results the au-
thors conclude that informed cyber security decision-making relies on
the perspectives threat, behavior and awareness to identify and apply
the right procedures. By also focusing on SMEs, Benz and Chatterjee
(2020) developed a methodology that can inform SME IT leaders about
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their cybersecurity risk exposure and based on that provide strategies for
risk reduction. The authors collected feedback on the methodology from
12 individuals. Ganin et al. (2020) developed a risk-based decision
framework for cybersecurity strategy prioritization that includes the
TVC (threats, vulnerabilities and consequences) components of risk and
uses an illustrative example to show how the proposed framework could
be used for risk mitigation. Lee (2021) proposes a cyber risk manage-
ment framework consisting of four layers which are the cyber ecosystem
layer, the cyber infrastructure layer, the cyber risk assessment layer, and
the cyber performance layer. The framework is illustrated based on
real-world scenario; the discussion has a focus on IT projects. Hoppe
et al. (2021) used market insights from 37 industry surveys to learn
about the current state of SMEs’ cyber risk management process. Based
on their review, the authors stress the need for more research on the
influence of cyber security culture (i.e., cyber risk competency, cyber
risk awareness and managerial attitudes) on SMEs’ vulnerability and on
the maturity of the risk management process. Eling et al. (2021) did a
review on research on the different steps of the cyber risk management
process. Among other things, the authors identify a research gap
regarding the potential link between cyber risk management and resil-
ience. They also established a shortage of studies providing empirical
evidence on cyber security research other than the United States.

In summary, it can be said that the existing scientific research in the
field of CSRM in general and with regard to a management perspective
in particular is still in its infancy. The number of papers that empirically
investigate CSRM in businesses is small and conceptual or theoretical
papers predominate to date. This situation is addressed in this study by
presenting empirically insight into the link between CSRM and organi-
zational resilience. The effects of turbulence to this equation allow an
even better understanding of this link. Primary data is provided from
European organizations of different size.

3. Research model and hypotheses development

In this study, the link between turbulence and CSRM and eventually
organizational resilience is examined. The research model is depicted in
Fig. 1 and the related hypotheses are presented in the following sections.

3.1. Cyber security risk management

In this study, two constructs of CSRM are included that are directly
related to (cyber security) risk management. First, risk perception (RP)
which has been defined as “the subjective assessment of the probability
of a specified type of accident happening and how concerned we are
with the consequences” (Sjoberg et al., 2004, p. 8). RP goes beyond the
individual, but is a social and cultural construct reflecting values, sym-
bols, history, and ideology (Weinstein, 1989). Existing literature has
shown that risk perception largely influences risk management (Bubeck
etal., 2012; Marshall, 2020). Therefore, the authors of this paper assume
the same link for CSRM and expect that high levels of risk perception
among decision-makers enhance their preparedness to prioritize CSRM
as an important business function for organizational resilience. Second,
the level of RP contributes to organizations’ evolutionary progression
regarding CSRM, thus their level of maturity (Proenca et al., 2017).
Therefore, the following hypothesis is postulated:

e H1: Cyber security risk perception positively influences cyber secu-
rity risk maturity.

There is empirical evidence that the maturity level has an impact on
organizational performance (Hartono et al., 2014; Farrell and Gal-
lagher, 2019). In a more recent study, Hartono et al. (2019) have
demonstrated how contextual variables such as complexity (in their
study project complexity) can moderate the relationship between risk
management maturity and performance, which, in turn, means that “the
more, the better” is not the automatic consequence. Possible reasons for
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Fig. 1. The Research Model of the Study.

a company’s continuous improvement of CSRM are its contribution to
business performance and risk mitigation in uncertain environments
(Committee of Sponsoring Organizations of the Treadway Commission,
2017). In summary, decision-makers have a strong responsibility to
promote active engagement of the workforce to create an environment
that is interested in the continuous development of RM in general and
thus, actively contribute to the well-being of the whole company.

3.2. Cyber security risk management and resilience

As far as resilience in the context of risk management is concerned,
recent work in this area suggests that risk management is critical for
resilience (Settembre-Blundo et al., 2021; Singh, 2022); it forms its entry
point (Mitchell and Harris, 2012). At the same time, risk management
requires amendments to be better prepared for emergent forms of risks
(Smith and Fischbacher, 2009). Risk management in organizations must
become holistic and more dynamic (Fehle and Tsyplakov, 2005; Mikes,
2009). The same can be expected for CSRM. Since risk management is
not only a demanding business function, but also a costly one (Callahan
and Soileau, 2017), it can be argued that more mature organizations will
benefit more from CSRM in terms of its contribution to resilience.

Hence, the following hypothesis is posed:

e H2: Cyber security risk maturity positively influences resilience.

3.3. Technological turbulence and market turbulence and cyber security
risk management

This study considers technological turbulence and market turbu-
lence. Song et al. (2005) defined technological turbulence as the rate of
change and unpredictability of technology in an industrial or market
environment. Such an environment favours shorter product and product
development cycles (Tsai and Yang, 2014). However, technological
turbulence does not only increase the number of new business oppor-
tunities (Bodlaj and Cater, 2019), but also the number of risks (Temel
and Durst, 2021).

Market turbulence, which has been defined as the rate of changes in
customer preferences (Jaworski and Kohli 1993), affects companies’
conduct and thus, their organizational performance (Bodlaj and Cater,
2019). The market is constantly breaking and reshaping traditional
boundaries of industries (Qiu et al., 2020), i.e., customer preferences,
price/cost structures and the competition of competitors change
continuously (Cantalone et al., 2003). Based on contingency theory, it
could therefore be concluded that market turbulence also influences the
strength of a firm’s response. Consequently, firms operating in markets
with unstable customer preferences are forced to adapt their offerings to
the changing needs of customers (Jaworski and Kohli 1993). Firms that
are not only highly adaptable to ever-changing markets, but are also
highly innovative, may be able to develop new processes that improve
their understanding of the markets they serve. Based on the above dis-
cussion, it is assumed that technological turbulence in particular

contributes to market changes (market turbulence) (Christensen, 1993;
Wang et al., 2013) and therefore, the following hypothesis is formulated:
influences market

e H3: Technological turbulence

turbulence.

positively

To address the risks inherent in environmental turbulence, organi-
zations must assure that their CSRM is up to date so that organizational
resilience is not negatively affected. Consequently, a stronger (even a
first-time) emphasis on risk management is assumed. The consequences
of the pandemic (Ferguson and Drake, 2021) and the invasion of Ukraine
(Korosteleva, 2022) clearly indicate this assumption. Therefore, in a
turbulent environment, it is expected that there will be a greater focus
on CSRM to reduce the organization’s vulnerability in general and to the
increasing number of cyber threats and attacks in particular (Gaurav
et al., 2022). As a result of these two events, as well as others such as
advancing climate change, the environment has become even more
turbulent. Overall, it can therefore be expected that decision-makers will
not only react more quickly to technological and market turbulence, but
also increasingly promote the development of CSRMs in order to better
capture the associated even further increased uncertainty. It is therefore
argued that not only has risk perception increased, but that the turbu-
lence has also encouraged the organizations to move towards higher risk
maturity. In addition to individual factors, e.g., personal risk perception
and risk experience (Barnett and Breakwell, 2001), contextual factors
influence decision-makers’ willingness to accept different levels of risks
(Calantone et al., 2003). It means that risk takers are more comfortable
with making decisions in turbulent environments than risk avoiders.

Based on these considerations, the following hypotheses are
formulated:

H4: Technological turbulence positively influences cyber security

risk perception.

e H4a: Market turbulence positively influences cyber security risk
perception.

e H5: Technological turbulence positively influences cyber security
risk maturity.

e H5a: Market turbulence positively influences cyber security risk

maturity.

Based on the above, the following research model is proposed
(Fig. 1).

In the following sections, the methods used in the research will be
presented and the hypotheses will be tested.
4. Method

4.1. Sample and data collection

The study was conducted in November 2021 with the support of the
Prolific tool, which allowed the distribution and selection of online
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questionnaires among the defined sample of respondents. The ques-
tionnaire was entitled “Knowledge Risks in Organizations” and had the
description of “In this study you will be asked about knowledge risk
management in your organization (e.g., about cyber risks)”. This title
and the description clearly indicated what is the subject of the study and
was the first signal to the respondents to determine if they were eligible
to participate in this study. The questionnaires were sent out to potential
candidates meeting all of the following requirements: the minimum age
of 25 years old, fluent in English, with one of the following roles: Upper
Management, Middle Management, Junior Management, Self-
employed/Partner, and with one of the following highest levels of ed-
ucation completed: Technical/community college, Undergraduate de-
gree (BA/BSc/other), Graduate degree (MA/MSc/MPhil/other),
Doctorate degree (PhD/other) and originating from one of the following
countries: Germany, France, Spain, Italy, or Sweden.

Convenience sampling was used to send the questionnaire to par-
ticipants fulfilling the requirements from the countries such as Germany,
France, Spain, Italy, and Sweden. Due to growing problems in accessing
study participants and convincing them to take part in the study, con-
venience sampling is a common, efficient and useful technique to collect
a general overview of the phenomenon of interest (Chong et al., 2011;
Leiner, 2017). Managers and partners were contacted by the use of
company lists. In total, 182 responses were collected. To ensure the
quality of the data, only fully completed questionnaires entered the
analytical stage, which resulted in a final set of 150 questionnaires.
These responses constitute a European sample dominated by responses
from Germany, Italy, and Spain (22.0 % each).

The sample includes firms with various ownership profiles such as
family (22 %) and non-family businesses (42 %), firms that are part of a
corporate group (30.7 %) as well as public firms (3.3 %). 40 % of the
firms in the sample are large firms employing more than 250 people. 60
% are small- and medium-sized enterprises (SMEs). The average age of
the firms in this study is 35 years with a standard deviation of 53 years.
The firms are distributed over 12 different sectors, whereas information
and communication technology sector (ICT) counts up for 20.7 % of the
firms, followed by the manufacturing (13.3 %) and professional, scien-
tific and technical sector (12.0 %).

Table 1 shows the sample characteristics regarding firm size, firm
type, and firm location.

4.2. Measures

The major constructs in this study include market and technological
turbulence, cyber security risk perception and maturity, as well as
resilience.

For measuring both types of turbulence, items proposed by Jaworski
and Kohli (1993) were used which continue to be topical and which

Table 1
Sample Characteristics.
Characteristic Dimension No %
Firm size Micro (< 10 employees) 31 20.7
Small (< 50) 35 23.3
Medium (< 250) 24 16.0
Large 60 40.0
Firm type Family-business 33 22.0
Non-family-business 63 42.0
Part of a corporate group 46 30.7
Other 8 5.3
Firm location France 15 10.0
Germany 33 22.0
Italy 32 21.3
Spain 32 21.3
Sweden 5 3.3
Other 33 22.0

Note: n = 150.
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were used in similar studies (e.g., Bodlaj and Cater, 2019; Foli et al.,
2022).

Market turbulence describes the rate of change in the composition of
customers and their preferences. Consequently, organizations that
operate in highly turbulent market environments, must update their
products and services continuously in order to satisfy customer needs
(Jaworski and Kohli, 1993), which may expose organizations to cyber
security risks at a greater extend. The level of market turbulence was
calculated as the average score of the following items using a 7-ponit
Likert scale ranging from “Strongly disagree” to “Strongly agree”: In
our kind of business, customers’ product/service preferences change
quite a bit over time; Our customers tend to look for new pro-
ducts/services all the time; Sometimes our customers are very
price-sensitive, but on other occasions, the price is relatively unimpor-
tant; We are witnessing demand for our services from customers who
never bought them before; and new customers tend to have
service-related needs that are different from those of our existing
customers.

Technological turbulence describes the rate of technological change.
Organizations that make use of nascent technologies may be able to gain
a competitive advantage through technological innovation (Jaworski
and Kohli, 1993), while at the same time are more exposed to techno-
logical risks in terms of cyber security risks. The level of technological
turbulence was calculated as the average score of the following items
using a 7-point Likert scale ranging from “Strongly disagree” to
“Strongly agree”: The technology in our industry is changing rapidly;
Technological changes provide big opportunities in our industry; It is
difficult to forecast where the technology in our industry will be in the
next 2 to 3 years; A large number of new product ideas have been made
possible through technological breakthroughs in our industry; and
Technological developments in our industry are rather minor.

To measure cyber security risk perception, cyber risk maturity, and
resilience, this study utilised items derived from the Global Cyber Risk
Perception Survey (Marsh and McLennan Companies, 2018). Conse-
quently, to measure cyber security risk perception, respondents were
asked to rate their organizations perception regarding the importance of
cyber security risks for their organization on a 5-point Likert scale
ranging from not important to most important.

According to The Global Cyber Risk Perception Survey (Marsh and
McLennan Companies, 2018), cyber risk management requires a
comprehensive approach to address the accelerating complexity. Hence,
organizations are forced to focus on the entire life cycle including risk
assessment, mitigation, and responsiveness. Following this line, cyber
security risk maturity was calculated as an average score out of three
items measured on a 5-point Likert scale ranging from “Not at all
confident” to “Highly confident”. Respondents were asked to rate the
organization’s level of confidence regarding cyber risk security identi-
fication and assessment; mitigation and prevention; and their respon-
siveness and recovering ability compared to their key competitors.

To measure resilience, this study adopted items from previous
research on risk management (Durst et al., 2019). Hence, resilience was
calculated as the average score of four items. More specifically, re-
spondents were asked to rate their respective organization’s perfor-
mance in terms of innovation, sustainability, agility and better
responsiveness compared to their main competitors. This was done
using a 7-point Likert scale (ranging from “Strongly disagree” to
“Strongly agree”).

Finally, following previous research on organizational resilience, this
study controlled for firm characteristics that could influence the rela-
tionship between cyber security risks and resilience in organizations. As
larger firms can use resources, capabilities and processes to enhance risk
identification and mitigation, these firms tend to be more resilient to
changes in the external environment (El Baz and Ruel, 2021). Conse-
quently, firm size (in terms of the number of employees) was included in
the model. Additionally, the study controlled for the age of an organi-
zation as it may influence an organization’s attitude to risk management
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and thus the organization’s level of maturity regarding CSRM (c.f.
Hoffmann et al., 2013). Therefore, this study incorporated age (in terms
the number of years since its foundation) as a second control variable.

This study utilised subjective self-report measures to measure the
major constructs in this study. Although the questionnaire consisted of
several response options (yes/no answers, different Likert scales, etc.), a
concern with self-construction questionnaires arises from the common
method variance (CMV). Therefore, we executed the Harman’s single-
factor test including all variables of the study (Love et al., 2014). CMV
is an issue, if the single factor calculated accounts for the majority of the
covariance among the measures (Podsakoff et al., 2003). However, as
the calculated factor accounts for 31.72 % of the variance only - and thus
for less than the majority - CMV did not seem to be a problem in this
study.

Additionally, a pre-test was executed with three persons from the
upper management fulfilling the requirements to further moderate the
weaknesses of self-administered surveys (Saunders et al., 2007). Finally,
past research has shown some clear evidence that the criticism of self-
report measures is unjustified (Richard et al., 2009). Wall et al.
(2004), for example, has found a correlation of 0.6 between objective
and subjective measures, a high level of discriminant validity, whereas
Guthrie (2001) found correlations up to 0.81.

4.3. Statistical method

To test the hypothesized relationship between market and techno-
logical turbulence, cyber security risk perception and maturity, and
resilience, a structural equation modeling (SEM) approach was applied
using the AMOS software, version 23. SEM is viewed as an appropriate
technique to study multiple correlated independent and dependent
variables (e.g., Wei et al., 2008; Lundqvist, 2015; Sturm et al., 2022).
Due to the correlation of the independent variables, in conventional
methods such as multiple regressions, some of the independent variables
needed to be controlled in order to generate a unique variance (Wei
et al., 2008). By contrast, SEM allows the integration multiple correlated
independent variables as well as latent variables and offers the ability to
account for measurement errors within the estimation process (Hair
et al., 1998).

To evaluate model fitness, we followed the suggestion of Hu and
Bentler (1999) and used a multi-index presentation format including:

e the standardized root mean squared residual (SRMR), which ana-
lyses the discrepancies between the observed correlation and the
correlation matrix implied by the model (Kline, 2010). Hu and
Bentler (1999) suggest a SRMS below 0.08 to indicate a good fit of
the model.

e the Tucker-Lewis Index (TLI), also known as the non-normed fit
index, which analyses the discrepancy between the hypothesized and
null model by evaluating a very specialized covariance structure to
correct the drawback of the normed fit index for smaller sample sizes
(Bentler and Bonnet, 1980). According to Hu and Bentler (1999)
good model fitness is present, if TLI is above 0.95.

e the comparative fit index (CFI), which analyses the discrepancy be-
tween the data and the hypothesized model (Gatignon, 2010). Hu
and Bentler (1999) suggest a CFI above 0.95 to indicate good model
fitness.

e and the root mean square error of approximation (RMSEA), which

analyses the mean absolute correlation residual to provide infor-

mation about the “badness of fit” (Kline, 2010). Consequently, Hu
and Bentler (1999) suggest a value below.06 to indicate good model
fitness.

the Chi-Square statistics are reported as well, although previous

research reported a lack of power for smaller samples (Kenny and

McCoach, 2003).
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5. Results

Table 2 reports the means, standard deviations, and correlations
among the major study variables.

Not surprisingly, firm size and firm age are highly correlated with
each other (r = 0.575, p < .01). Additionally, firm size is highly corre-
lated with cyber security risk perception (r = 0.324, p < .01) and a firm’s
cyber security risk maturity (r = 0.314, p <0.01).

Turning to our variables of interest, Table 2 reports a significant
positive correlation among all major study variables, except the rela-
tionship between cyber security risk perception and resilience (r =
0.135, p > .05).

The path diagram in Fig. 2 illustrates the entire structural model.

Results show that SRMR (< 0.08), RMSEA (< 0.06), CFI (> 0.95),
and TLI (>= 0.95) report a good model fit and therefore we conclude
that our structural model provides a good fit for our data. Despite the
limitations of the Chi-square test for smaller samples, the test results
show a good fit for our data as well. Regarding the dependent variables,
results show a significant direct effect of the firm’s cyber security risk
perception on its cyber security risk maturity (r = 0.32, p < .01) which in
turn positively influences the resilience of the firm (r = 0.32, p < .01).
Hence, results fully support hypotheses H1 and H2.

Additionally, we proposed that the firm’s market environment in
general and its technological environment in particular are highly
interconnected. More precisely, we stated that technological turbulence
has a positive impact on market turbulence (H3) which in turn in-
fluences a firm’s cyber security risk management. Results confirm that
the more volatile a firm’s technological environment is, the more tur-
bulences in the general market environment of the organization exists (r
=0.52,p < .01).

Hypotheses 4 and 5 stated that technological and market turbulences
influence a firm’s cyber security risk management. However, results
show only mixed support for these hypotheses. While technological
turbulences only directly impact the firm’s cyber security risk maturity
(r=0.20, p < .05), market turbulences only have a direct positive effect
on the firm’s cyber security risk perception (r = 0.23, p <0.05). Hence,
only support for hypotheses H4a and H5 was found, while hypotheses
H4 and H5a were rejected.

The results of the tests are summarized in Table 3.

6. Discussion and conclusion

This study has adopted contingency theory and RBV of the firm,
using a sample of 150 organizations, to empirically analyze the effects of
environmental turbulence on CSRM, i.e., CSR perception and CSR
maturity. The results confirm that cyber security risk perception posi-
tively influences cyber security risk maturity (H1). It suggests that a
crucial first step in implementing CSRM is to be aware of the potential
cyber risks to which the organization may be exposed and their possible
consequences, and then to act in the next step, in terms of a continuous
investment in the organization’s CSRM (i.e., CSRM maturity). This is
consistent with the findings of Alahmari and Duncan (2020) regarding
the importance of awareness (perception) in CSRM.

The results also show that environmental turbulence has a significant
and positive impact on both CSR perception and SCR maturity and then
enhance organizational resilience. The higher the CSR perception, the
more decision-makers will place CSR maturity in the core to strengthen
organizational resilience (H2). Moreover, the study confirms the driving
force of technological turbulence on market turbulence (H3). This
demonstrates the power of new technologies or technological solutions
on markets and their structure and offerings and is in line with previous
studies (Christensen, 1993; Wang et al., 2013).

The study confirms the role that environmental turbulence plays in
driving organizations’ CSRM efforts. Both market and technological
turbulence increase CSRM, however, their influence varies. Market
turbulence positively influences CSR perception (H4a) while


http://mostwiedzy.pl

A\ MOST

S. Durst et al.

Computers & Security 137 (2024) 103591

Table 2
Means, Standard Deviations, and Correlations among Variables.
Variable Mean S.D. 1 2 3 4 5 6 7
1. Firm age * 3.05 0.98 1.00
2. Firm size 2.76 1.18 575%* 1.00
3. Technological turbulence 3.17 0.52 .051 .143 1.00
4. Market turbulence 3.07 0.59 .057 .108 449%* 1.00
5. Cyber security risk perception 2.37 0.91 124 .324%* 151 .230%* 1.00
6. Cyber security risk maturity 2.06 0.66 122 .314** .296%* .206* 410%* 1.00
7. Resilience 3.31 0.68 .012 .066 .280** .207* 135 .320%* 1.00

Note: n = 150; correlation coefficient is significant at * p < .05 (two-tailed), ** p < .01 (two-tailed).

@ Firm age is calculated by the natural log of years since firm foundation.

Market 23% Cyber Security
Turbulences Risk Perception
4
52k 3Dk Resilience
32k
v
Technological 20% Cyber Security
Turbulences 7 Risk Maturity

Notes: n = 150; standardized coefficients significant at ** p < 0.01, * p <0.05

Controls: firm size, firm age

Model fit: > = 18,776, df = 13, SRMR = .078; RMSEA =.055, CFI = .969, TLI = .950

Fig. 2. Structural Model of Cyber Security Risk Perception and Maturity, and Resilience

Notes: n = 150; standardized coefficients significant at ** p < .01, * p < .05
Controls: firm size, firm age

Model fit: y* = 18,776, df = 13, SRMR = 0.078; RMSEA = 0.055, CFI = 0.969, TLI = 0.950.

Table 3
Results of hypotheses testing.
Hypothesis Result
H1: Cyber security risk perception positively influences cyber security risk v
maturity
H2: Cyber security risk maturity positively influences resilience v
H3: Technological turbulence positively influences market turbulence v
H4: Technological turbulence positively influences cyber security risk X
perception

H4a: Market turbulence positively influences cyber security risk perception v

HS5: Technological turbulence positively influences cyber security risk v
maturity
H5a: Market turbulence positively influences cyber security risk maturity X

Note: v = confirmed; x = rejected.

technological turbulence positively influences CSR maturity (H5). A
possible explanation for the difference may lie in several factors. First, in
case of market turbulence, such a kind of changing environment related
to customers and their needs requires from the organization the constant
scanning of the market and, at this occasion, the organization might also
come across the cyber security risks emerging from this market. In this
case, the organization is likely to increase its perception of those cyber
security risks and become also knowledgeable about their possible
consequences. However, an organization’s ability to deal with these
risks will not automatically increase as well. Past research has shown the
difficulties in achieving this link (e.g., Silva et al., 2013; Tsohou et al.,
2015). In fact, perception is only the beginning. Organizations need to
have social relationships, culture and traditions to move from

perception to concrete successful actions/results (c.f., Wilkins, 1989)
and this in turn seems to support cyber security maturity. Secondly, in
the case of technological turbulence, the organization might be forced to
carefully evaluate not only the changing technologies and new solutions,
but also the ways they are applied in the organization; and also very
likely, what needs to be changed in the organization to adopt the new
technological solutions successfully (Edirisinghe and Pinsker, 2020). In
this way, the organization could become more mature regarding CSRM,
as it not only acquires new theoretical knowledge about new technolo-
gies and their consequences but can also use it for its own benefit (se-
curity). The organization is therefore also developing the knowledge of
how to protect the company from cyber risks that may arise from the use
of new technologies. A very simple example relates to new computer
equipment and software. When the organization purchases such equip-
ment, it normally also purchases the means of protecting it against cyber
risks, i.e., anti-virus software and a variety of means to minimize the risk
of cyber-attacks. This way, the organization not only applies new tech-
nology, but also increases its ability to better cope with possible cyber
risks. In other words, the use of new technology brings with it the risk of
cyber-attacks and other cyber risks, which in turn means that the or-
ganization’s CSRM needs to be updated; these activities in turn
contribute to increased CSR maturity. The greater the technological
turbulence and the need to update and implement new technologies
(technology push), the more mature the organization might become
with regard to CSRM. Environmental turbulence would thus act as direct
antecedent to the continued investment in CSRM and thus organiza-
tional resilience.
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6.1. Theoretical and practical implications

This study makes several contributions to the literature. First, to the
best knowledge of the authors, this is the first study examining cyber
security risk management in the context of market and technological
turbulences and linking those concepts to organizational resilience.
Until now, those phenomena and their interrelations have not been
examined in organizations. Thus, this paper makes a valuable contri-
bution to advancing research on cyber security (risk) management in
general and the relationship between CSRM and resilience in particular
(Eling et al., 2021).

Second, the study’s findings underline that CSRM provides value to
organizations. Thus, this study contributes to research about the value
relevance of risk management (Viscelli et al., 2016; Willumsen et al.,
2019). This is especially important taking into account that CSRM is
often very costly for organizations and hence they might restrain from
investing in it without knowing the potential outcome and benefits for
themselves. Our paper proves that this kind of investment might indeed
bring measurable benefits to organizations, in the form of increased
resilience, and, as such, it contributes to the theory and practice in this
area (Settembre-Blundo et al., 2021; Singh, 2022), but also to the
research direction that is interested in the antecedents of resilience
(Rodriguez-Sanchez et al., 2021; Eling et al., 2021).

Considering the influence of CSRM on organizational resilience,
decision-makers should work hard to make risk management in general
a top priority and permanently communicate its importance to all or-
ganization members. This aspect is crucial, as cyber risks can appear at
all organizational levels and therefore, only by integrating CSRM at all
organizational areas and levels, organizations might count on better
results and benefits. The link between CSRM and organizational resil-
ience should be strongly emphasised, also to justify the importance of
investing not only in financial, but also human and organizational re-
sources regarding CSRM. Working steadily on CSRM enables organiza-
tions to achieve better organizational resilience and help them overcome
the negative consequences of turbulences. Hence, all types of organi-
zations are advised to invest financial and non-financial resources and
time in improving their CSRM step by step. However, it should not be
forgotten that higher commitment does not automatically lead to greater
success (Durst et al., 2019).

As market turbulence increases CSR perception, organizations are
advised to closely monitor changes in their respective markets to quickly
recognize and evaluate new opportunities and challenges. Similarly, as
technological turbulence impacts CSR maturity, organizations should
also closely monitor these developments and assess possible implica-
tions of them on the organization’s business operations and models.
Against this background, continuous training of all staff in (CS)RM as
well as market research should be of utmost importance. The results
presented in this study also underline the importance of the underlying
idea of ERM for organizations, a holistic approach is required to better
assess and then, if necessary, solve the problems mentioned above.

6.2. Limitations and future research

The main limitation of the present study is that it examined a limited
number of components of CSRM. Future research could consider other
relevant components of CSRM, such as risk governance, risk assessment,
and responses. Adding those components as well as other could further
strengthen the explanatory power of the proposed model. Another lim-
itation is that the results are based on a cross-sectional study.

Due to the use of convenience sampling technique, the generaliz-
ability of the study is somewhat limited and hence, future research could
investigate the relationship under investigation in different populations
or using random sampling techniques to enhance the generalizability of
the findings. Another limitation arises with the construction of the
questionnaire. In this study, cyber security risk perception is measured
using a single-item and hence might not capture the construct of cyber
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risk perception in its entirety. Therefore, futures studies could rely on
more sophisticated measures to address cyber security risk perception in
a more comprehensive manner. The sample included in this study did
not allow to run an analysis that included cultural or industry-specific
factors. This is another potential future research area.

Changes in risk management over time could not be captured but
would be important to understand as turbulence and risk are both dy-
namic concepts and therefore require constant attention. Even though
the focus of this paper is mainly on cyber risks, this does not mean that a
silo perspective on risk management should be followed (or continued),
quite the contrary. In line with ERM, a holistic and strategic view of risk
management in organizations should be applied to address all types of
risks, as well as opportunities. Thus, contemporary risk management
should be based on coordinated and integrated actions that are focussed
on all kind of risks and underlines that ERM should be handled at the top
leadership and not be simply delegated to other departments, e.g., the IT
department.

Future research could explore how risk management in companies
can be permanently adapted and practiced not only to cover new, pre-
viously unknown risks, but also to prevent certain risks from attracting
more attention than they deserve. Some risks might be more important
for some organizations, while others could deserve much less attention.
If an organization makes a detailed analysis of the existing and potential
risks, followed by a coherent and comprehensive plan of managing them
inside and outside the organization, appointing appropriate resources
and measures for this purpose, it could be in a better position to deal
with environmental turbulence and its consequences. Additionally,
although environmental turbulence is a central factor that influences
organizations’ CSRM, pressures can also come from internal challenges
as well as from external stakeholders such as regulators or funders.
Future studies could consider more factors and compare their different
effects and role in the proposed model. Moreover, as risk behavior is
influenced by several factors, future research may also put a stronger
focus on the acting individuals in the social-cultural context being
directly exposed to the risk and the role of people’s experiences, values,
and trust in institutions in this regard.

In conclusion, this study adds to the body of knowledge on CSRM, its
antecedents and consequences. It addresses how different types of tur-
bulences (market and technological turbulence) impacts CSRM and, in
turn, organizational resilience. The results show that CSRM contributes
strongly to organizational resilience and market and technological tur-
bulences represent important antecedents in driving organizations’ ef-
forts regarding CSRM. In line with previous research, this study shows
that (CS)RM enhances business performance, here organizational resil-
ience. Our recommendations should invite decision-makers to put
greater emphasis on CSRM.
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